Merchant
User Guide

Safetech Fraud
Tools

April 15, 2013 | Version 5.4

CHASE G
Paymentech

4 Northeastern Blvd.

“ Salem, NH 03079-1952
CHASE = 633?;196.6000

www.chasepaymentech.com

Paymentech



http://www.chasepaymentech.com/�

Safetech Fraud Tools

A Merchant User Guide

CHASE ©

© Chase Paymentech Solutions, LLC —2011-2013 — All Rights Reserved

14221 Dallas Parkway
Dallas, TX 75254
www.chasepaymentech.com

This document contains confidential and proprietary information of Chase Paymentech Solutions,
LLC and Paymentech, LLC (collectively referred to as “Chase Paymentech”). No disclosure or
duplication of any portion of these materials may be made without the express written consent of
Chase Paymentech. These materials must be used solely for the operation of Chase Paymentech
programs and for no other use.



Revision History

Date Revision Summar Page(s |
3.17.11 Guide Created All
5.26.12 Version 5 Release All
4.15.13 Version 5.4 Release All

A Note about  The images included in this manual are illustrative, designed to represent

Screen Shots: your approximate Safetech Fraud Tools experience. The actual screens
you view may appear slightly different. In addition, screens may change over
time as product detail is added.

©2013 Chase Paymentech — All Rights Reserved i
Safetech Fraud Tools Last Revised: 4/15/2013



Table of Contents

REVISION HISTOIY .vvvvvvveieieieieiiieteieiiteieteteteteeetete ettt bttt st et s et e st et e sesesesasebebenenenenenenenesnnnnnnnns i
e T ] (= 0o L =1 L 3PN i
GettiNG STArtEd ... s s s s s s s s s s s s s s s s s s s s s s s s s s e s s s s s s s s s s s s s e s s s e s e e s e e s e s s s s s e annnnnn 1
ek g o [V ot 7 Lo T PSPPSR 1
WOIrKStAtioN REGUITEIMENTS .......oeeeeeeeeiee ettt e ettt ae e e e ettt a e e e e et ataseaaaeeaassssasaaaseeessssssasaaanesssees 1
Understanding SAfeteCh FIQUA TOOIS ..........oueiee oottt e e et ttaa e e e e e s e st aa e e e e e e ssssanaaaaeas 2
1L 1Y = 14 o T 3
(e Yo [o 11 I I Lo OO PP P PSP PP PP OPPPPPPPPPPPPPOPPPPRE 3
(€10 oY 1IN Ao 1Y o To 1 Lo ARSI SOE 3
T Yole 1IN AV Lo 1V o Lo [ 4 o 4
(DT o1 e To T e BV 1Y T=- 14 o N 5
1YV o e ) {1 =S UUS 5
Profiles in DEPLH c....eeeeeeiiiiiiintsssssssssesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnsnsnnnns 7
ReSPONSIDIlItIES AN PEIMISSIONS ........ceveeeeeeeeeeeee et e e e e ettt e e e e e e et a e e e e e e e s tttaaeaaaeeessssssasaseeessssssnens 7
WAQEUSEIS HOAVE ACCESS? ..ottt ettt ettt ettt ettt et et e e st e e bte e st e e bte e st e ebteenseaesbseenseeeases 8
L0 T Tl R (L= 200 L= 9
PresSentingtRe NEWS........ueeeeeeeeeeeennnnnnnnnnnnnnnmnnmmnmsnsssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnnnnnns 10
SYSEEM NOLIfICATIONS ..eeveeeeeeeieee ettt e e e e e ettt e e e e e ettt e e e eeesassasaaaaeeasassssasaaeessssssssenaaaaens 10
IMEICRGANT INEWS ..ottt ettt e e ettt e et e e e satt e e e sttt e s st e e s aabeaaessbeasssssaesansnaaenssseaennns 11
CRASE PAYMENTECH INEWS.....ccceceeeeeee et e e ettt e e e e e e ettt e e e e e e e ettt aaaeeeeasassasaaaeeeessssanesaseeesssssnens 11
MEICRANT INEWS POGE.......oeeeeeeeeeeeeee e ettt e e ettt e e e e e ettt a e e e e e e et aaaeeeaasastsesaaaseaassssasesaseeasnssenees 12
Vo [ TN 16
(0= 4 = PSSP 16
USEIS QN0 GIOUPS ..eeveeeeennennnnnsssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnsssnannnnns 17
OVEIVIBW ...ttt et e et e et e e e e et e e e e e st e e e e e s s st e e e e e s snneeeeeenannnnneeees 17
USE LISE DEEQIIS ..ottt ettt et e et e ettt e e st e e e ettt e e s asbte e e s astaaesstaaesnaseeasaasees 18
Creating, Editing, aNd DeIEtING G USEK ..........oeeeeeeeieeieeeeeeeeecteeee e eeestttaa e e e e e e tttteea e e e e e e siasaseaaaeeessssesees 19
LOCKEA USEIS ..ottt ettt ettt e et e e sttt e e et e e et e e e st a s e atae s st e e e sabbeaesssnassansaaaensseasnnns 20
L Ry Ve Y [ o )Ty VSR 21
APLUSEIS cuuuiiiiiiiiiiieiiiiiiiiiiientiiiiittitesstiiiittttesssesiitittteesssesssssstteeesssssssssstteesssssssssstersssssssssssteessssssssssssseses 24
AAPIACCESS. ...ttt ettt e et e e e e et e et e e et e e e e e e ae e e s nnneeees 24
©2013 Chase Paymentech — All Rights Reserved ii

Safetech Fraud Tools Last Revised: 4/15/2013



IMUONGQGE API USEIS ettt bttt sttt sttt ese s e be b aesesebenesebesenenenesenanennnnnnnnns 24

Creating G NEW API USEI ....c.oueveveveieieiiiiieiereieteieteteteteseteresesesesesesesesesesesesasesasesesesesereratarereraresererarererareraren 25
MANAGE APl COITIfICALES ....vveeeeieeeeiieeeeet ettt ettt ettt e e ettt e e st e e s et e e e s tbeassssssessaasnaaesssseaenas 26
ReqUESEING QN APl CEILIfICALE .......uveeeeeeeeeeeeeee et e e e e ettt e e e e e ettt a e e e e e e e sasaaaaaeeeassnssssees 28
REVOKING QN APl COIEIfICALE ....vveeeiieeeeiee ettt ettt e ittt e e st e s sttt e e s sabaeesaataaaesssseaenans 29
1Y Lo Tl Lo TR R A =] £ 1 Lole L (=2 SU 29
ReqUESLING AN RIS COIIfICAL. .......ooovuieeiieesiieeee ettt ettt ettt ettt e bte e sate e bteenaee e 30
REVOKING AN RIS COITIfICALE......uveeeeiieeeeee et ee e ettt e e et e e ettt e e ettt e e e taa e e st e e e sssasaessssaaesasseaessssenannns 30
WOPKFIOW ..ceeeinerriiiiiiiinnneeiiiiiiissnneseisisssssssnsesssssssssssssssesssssssssssnssssssssssssssssssssssssssssssssssssssssssssnssssssssssns 31
OVEIVIBW ...ttt ettt e et e e e e st e e e e e st e e e e e s s st e e e e e s e snneeeeeenennnnneeees 31
CoNfiguring WOIKFIOW POQES...........eeeeeeeeeeeeeee et e ettt e e e e e ettt e e e e e e et s e e e e e e essssasaaaeeeesnssenens 32
AVQIIADIE COIUMNS ...ttt ettt ettt e ettt e et e e sttt e e s st e e s sataaeesseaessasneesaasees 34
SUSPECE OrUOIS. ciiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiissssisisssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssns 37
OVEIVIBW ...ttt et e e e et e e e e e ettt e e e e e st e e e e e s s st e e e e e s e snneeeeeenannnnneeeas 37
RV L=lor O o L3 G Y o =] oo SR 38
RYV T Z=Tor 0 o [T G [ o) -SSR 40
TEANSACLION DS ...ttt ettt ettt et s e st e st e st s s baesbeesbaesateesbaesaseas 42
UL N gl CF- Yo o= £ ST 43
The Transaction Details SideDar ..o i e et e sareee e 43
The Transaction Details Main Page......ccicccuiiiiieei et eee ettt e e e e estae e e e e e e e s bbaaeeeeeeseesnabeeeaeesennnnsnes 49
Using the Legacy Transaction Details Gadget........coouuiiiieiii ettt e e e e e annees 58
Customizing Gadgets 0N the Details PAgE.....ccuviiiiieeeeiiieeciieeeesieee e st e e eetee e e sare e e streeeeestaeeesnaeeesnseeeens 58
LINK ANGIYSIS «vreeettieeeeiteeeetee e ee et e et e e e ettt e e eeataeeseaaeeeesseseeeastaeesaneaeeeansseeeantaeeeansaaeeantreeeannraeeeanrees 60
ExtendedVariables (XTV) DefinitioNs .....cc.ueeecciieicciiie ettt et e et e e e tre e e s ere e e e nee e e e eaneeas 62
Transaction Status DefinitioNs ......cc.eii it aae e e s areeeeas 64
TARGUSINSO®. ...ttt sttt sttt a et sttt essennenaeas 65
TARGUSINfO®INFOrMAtion PAge......cc.ceuviieiiiiitiiieritee ettt s st 65
LRy e Lo YK=Y 147 (o 1 [ =Pt 68
Contact Quality Rating DELAIIS ...veevveeriieriie ittt sttt st sbt e st e et e e st e e sbteesbaesbeeenaeeeane 68

o] o Yo T LI LT SR 69

o] 0T Lo TN o TSRS 69

R AL g T 1V« T TRt 69

RV 1L Y o [T P S PP PPTPUPON 70

RV Lo T o oo o 1= P S PPN PPTPUPO 70
N SEIVICE GBIVttt ettt et e ettt e e e e e e b e et e e e e e e s e bas bt e eeeesaaansbeeeeeesaannrbeeeaeeseannnees 70
ON DO NOE Call..eiiiiiiieiee ettt s e st e sa e st e e bt e e s st e e sbteesate e bt e esatesbeeenseesabeeenaeesnne 70

N T T Yo Lo [ =T PP PT PP OTSTPPO 70
Yol <] o 8o T [ V- SRS 71
PRONE PrOVIAEE ceueieeiieeiie ettt ettt ettt sa e sttt e sa b e e sbt e e s ab e e bt e e s abeesateesabeesbteesabeensteenasaenneas 71
JO2.COMNcaeeeee ettt ettt ettt e e e a et e e e ettt et e e e e e a bttt te e e e e e bttt eaeeeeaantneees 71
RS oo o o T =Y <Rt 72
(610 1=Tol {] D1 D] - O PR RRPPPPTPUPON 72
©2013 Chase Paymentech — All Rights Reserved iii

Safetech Fraud Tools Last Revised: 4/15/2013



U oo E N I @ o T=Tol 1 B D - - SR 73

PrOVEID DAta c.eveiiiiiiiiiiiiiiiiiiiiriiiieteeereteeeeeeeeeeeeeeeeeeeeeseeeeeaeeteeetetatete e et et e tatetetat et et atetareteretererereteterenererereren 74
Y=Y 1D (G D ) - IRt 76
LEXISINEXIS® ...ttt e ettt e et e e ettt e e ettt e e e e ats e e e euteaaeeasaaeaaassaeeaasssaeetseseeasssaaeaatssaenarseaeans 77
g TSR o =] o - U PUURRRPNE 77

FINA @ PEISON DAt ceceiceiiiiiiie ettt e ettt e e ettt e e e e e e e e taet e e e e e e eeaaaebeeaeaeseaassaeeeaessesassssaneaassannsnsnes 79

Lo TSy =1 0 41 =Y o S 80

[ Yo Lo =T o (V1) D | - [ 82
Chargeback Defender Identity RESUIt DAta .......ccceeeeeciiereeiiiieiciiee e et e e et e e eae e e e e e e eas 82
SPECIAI AIBIES .. s s s s s s s s s s s s s s s s s s s s s s ssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssns 84
(01 =1 =3 PPt 84
AdVANCEA SEAICN ...t eer e s rreen s se e e e s e e e anss s s eseseeennssssssseeteennnsssnsseereennnsnssssneeeennnnnnnnnnnn 86
R [02] ][R0 T ol BT RPO 86
D] = Y0 A T SR 87
SEAICH RESUILS PAEE.. . eeeeuirieeiiieeeeiiieeeettee e etee e ettt e e e s et e e sateeessntaeeeanseeeeesssaeesansaeeeansseeeassseeeansnneesnnsenaann 90
T oS YT T=] o SR 91
TraNSACTION DAteS..ciiiiiiiiiiiiiiiiiieiiieieee ettt et e ettt e eet e et reretetererererereretererereeetererererererererererererererenens 91
AT o1 SR 92
(0] e LT =Y {1 LU UURR 92
SO et 92
DEVICE COUNTIY COUR . .uiuiiiiiiiee e ettt e e e e ettt e e e e e et e e e e e e e e e taeaeeeaeeseasasbeeaaaesaaassaeseaassesassssaneaaesennsnnnes 92

ST (o T 0o YUY Y O o TSRS 92

Y1138 o T o1 [ VA e T [ RS 92
WOTSE COUNTIY - GEOX .. e e e s e s e s e s e e e s e s e s e e e s e eeseeneesesesasenns 92

o 1Y 0 1=Y L 1Y o TRt 93

2] =T aTe o) B =T o FO PR PUPRRRRE 93

S A Ol TN T o VA o Yo [T PSR PUPRROE 93

(0 1o I YU Vo] o =T F TR 93
Y] (] Yo 4 P ==Y o T Lol SR 93

1 = Y o S 93

FAY <= o 1 P PP PPPTPPPPPPPTPNt 93
T o1V A G - ] KSR PUPPRROE 94
SEAICN RESUILS .eeieeiiiiiiiee e ettt ettt e e e e e et e e e e e e e e ettt e e e e e e e eesaatbaseeeeeeasantaaseeaesesantsaaeeaeseasanssnanaaans 95
REfiNING BASIC SEAICI ...ttt e e e e e e e e e e e e e e e bt b e e e e e e seeaataeeeaeeseesssbaneaaeeennsnenes 96
(0o [T Yo T 17 T<T PR 97

L2 To L1 VYo AV e T Tol=o Y=t | o ¢ ISR 100
MaNAZINE COIUMN TYPES....uuiiieiiieieeeiteeesteeeesteeeeetreeesateeessbeeeaassaeeeaassaeesrsseeeeassseeeanssaeesssseeessnssnesannes 101
PErSONA OFUEIS c..ueueeeeeennenennnnnnnnnssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnnnnnnne 103
OVEBIVIEW ...ttt sttt sttt sttt ettt ettt s 44ttt e s st e st s e s et s e s e s e se s e b e sebenenanenenennnennnnnnns 103
SOLEINES veeeeeeueeeiiiriiieeinreeeeerteeennseseeeereeensssssssesereeennsssssssesreennsssssssseeeesnnsssssssseeeennnsssssseseeeennnsssssseneeennnnnns 106
(O T =TT 0] 4 [o T X3P PPPPPPPRPRE 106
REGASON COUES ...ttt e ettt e e e e e ettt e e e e e et et s e e e e eeesatasssasaaaaeaasasssesaaaaesasssssasanasaeaaasses 108
CUSTOIM WD LINKS.......veeeeis e eeee ettt e e et ettt e e ettt e e ettt e e sttt e e e ataaaesasseaeaasseaeessasaeansseaesansnaasanseeen 110
Custom Web LiNKS Primary PAN€........cccueeeiiiieeciieeeeciteeeestteeeeeteeessteeeestteeesnsaeesnseesesnssesessnseesssseneans 112
©2013 Chase Paymentech — All Rights Reserved iv

Safetech Fraud Tools Last Revised: 4/15/2013



YU 2 Y == | N 113

AULO AGENT RUIBS ...ttt e ettt e e ettt e e et e e e sttt e e e ste e e s asssaeesssaaeastesensnsnaaesssenanans 113
TransACtion FIOW QN RUIES ...........ooeeeeeeeeeeeeiee ettt ettt e e ettt e e e e e e ettt e e e e e e e e sabasaaaeeeessssenens 117
General Transaction ManNagEMENT.......c.uuuiiieeeieiiiiiiieee e e e eeestte e e e e e e eesbreeeeeeeeesatbareeeeeeesanssraeesaessensnsens 118
Transaction Management in AULO ABENT.....ciiiiiiiiiiiiiieiiieieee e e e e e e e e e e e e reeeeeeeeeeereeereeseesereeees 119
WEiting RUIES QNGO RUIE ACLIONS ...ttt e e ettt e e e e e ettt e e e e e e s e aaaaaeesssusssanaaaeean 120
Creating the NIl FUIE ......c.eeieeeee e e e e e s re e e e et a e e e eneeeesnreaeaas 120
(00T T Y- T V] L= Yot o o RS 121
Create a separate rule to be triggered by the rule action ........ccccoevcuveeeeiiii e 122
The Rule CoOUNTEr RUIES ACTION....cciiiiiiiecieeecctiee ettt e et e e e ree e e tre e e saee e e stteeeesstaeesensaeeesssseeeannsaeeennsenas 123
LT =B Y=T = [ Y (e VOSSP UUURPE 124
Rule Sets ANA COMPAIE RUIE SELS........cocceoeeeeeeeeee et eee ettt a e e e e ettt e e e e e e ettt e e e e e e e e ssssasaaaaaessaiees 125
QUEUE ASSIENEN .. ccereeeeenneeierrreeennsssseeeereeensssssssesereeanssssssssssseennssssssssssessnsssssssesssesnnssssssssssessnnsssssssnssesnnnnnns 126
Lo {1 (=LY o Lo 1o I=d 2 =1 USRS 126
AGENT ASSIGNIMENES. c.cevvveevieiieeiieieeeeeeeteteteeeteeeseeeteeeeeaeaeteseaesesesesese st sesesesesesesesesesesesesesesesesesesesesesesesenesesnnnnnn 128
AZENT ASSIZNMENTS FILEE ...veiiiiiiie et e e e e e e e et e e e st e e e e ta e e s easaeeesnsteeeenssaeesnnnenas 128
Agent AssigNMENTS list tal@.....cccviie e s et eanaeas 128
T LB 1 K Y U UUURPE 129
Rule Sets List Creation
(O 7o 1= U SPPRRRROt
Extended Variables
Persona.....cccceeevevevenene
Persona: VIP...............

User Defined Fields
Queue Assigner Rule Actions

[0 =Yo T A Yot A o] T 1 = 1
(00 T=00 LY KPP 140
L30T o o o PN 142
REPDOITING OVEIVICW ...ttt sttt sttt st sttt ssssssssbssssnsssssnsnsnsnsnnnnnnnnn 142
Datamart: NEWDASADOGIT .............uuveeeeeeeeeeieiiiee e ettt eeetetteeae e et e e st aee e e eeesiasevraaseeessssssesessenssines 150
OO IS . ceeiiteeenneeeeeeeeeennseeeeeeeeeensssssseeereensssssssssesesssssssssssssssessssssssssesssnsssssssssesesnnssssssssesssnnansssssessssnnnnnes 155
(0o L= XY PPt 155
MONTAIY SUMIMIQEY ...ttt e ettt e e e e ettt a e e e e e s sttt saaeaeaassssessaaeeessssssssesasaeasases 157
OFAEIS SUMMQIY .ottt e e e ettt e e e e e ettt e e e e e e sa s s e e aaeeeaaasssasaaeeeaasssssssaaseeasssssssenasaeasnses 158
(000 10=Jo Lo 4 =23 PPPPPPPRPRE 160
(0 =T Y=Te | (! ¢ DO RSSO UURRROt 161
SEAICN RESUITS c.eeii i ettt e et e e et ee bbb et e e e e e see bbb e reeeeseesastaaseeeeeeaasbbareeeeeesaassaraeeeeeesansrrees 164
WVOTKFIOW ..ceeneeiieiiiieiennieeeeeeteeenneeeeeeeteeessssesseeeseennsssssssesseennssssssssessssnsssssssssssssnnsssssssssssssnnsssssssessesnnnnnes 167
T4 Lo 1Y =4 4 Lok RS 167
©2013 Chase Paymentech — All Rights Reserved \Y

Safetech Fraud Tools Last Revised: 4/15/2013



YA Yo =] o A LY =2 1 Tok T TP P PP PPPRPPPPPPPPPPPPPPPIRt 168

MiSMALCAEA TFANSACLIONS ...ttt ettt ettt s e 170
BilliNG ceeneeieiiieiii i cciee et reeee e e e e e ennesee e e e s e e e nnss s e e e e e eennnssssse et eennnnrna e e e et eannnnanaae et eennnnsanaeeeeennnnrnneereeann 171
BilliING ACCOUNL......coeeeeneeeee ettt e ettt e e e e e ettt e e e e e e s s aaaeeeaaatssasaaeaeaasssssessaaeeeasssssssenasaeasases 171
ACCOUNT IEEM DTN ..ttt ettt e s s e sar e e snt e e sareennees 172

10 o 110 =TT U UUURPOE 173
SECUMTLY AUAIES coeiiiiiiiiiiiiiiiiiiiiiiiiiiiisr e sss s s sss s s s s s sssssesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssns 175
USEE LOGINS oottt ettt ettt ettt e e e e e e e e et e e e e e e e e aaaaaaees 175
Fraud CONTIOl CRGNGES........ccocueeeeeeeee ettt e ettt e et e e ettt e e ettt a e e tte e e e sate e e e asteaesssaasassesaessssaassseeaaans 176
L0110 g Lo [ T L= SRS 182
WOIKFIOW SELEINGS CAGNGES.....eeeeeeeeieeee et e e ettt e e e e e ettt a e e e e ettt e e e e e esssssssasaaaseassssssansaaaaan 183
ACEIVE USEIS ..ttt ettt sttt e s sttt e sttt e ettt e st e s e e e e st eseaas 184
VYo [ 2 Lo Yol A {=] o Lo L 4 X OO USSP 185
Do X o] o T Lo [T g == T (<Y o Yo o USSPt 185

N LY =] oo o APPSO PPPTPPPPPPRE 186

3 =TV 000741 o ) 190
Fraud CONEIOI QVEIVIBW........ccueeeeeiieieeeeeteeee ettt sttt ettt s et nines 190
RUIES MIaNABEMENT .....uuuueeeeeiieeiniiiniiniiiiinnsiiiiissssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnnns 192
RUIES .ttt ettt sttt st e e et e e st e et e st e et e s ae e e teesbeeeneeea 192
RUIES SIAEDAN ..ttt ettt ettt e b e et e st e bt e s b e e e st e s beeeaeesbeeeneesane 193

RUIE ST Tabl ...ttt et et st et e b e s b e e bt e s beeenee s beeeneesane 193

RUIE SOES......eeeeeeeee ettt ettt sttt s e nat e a ettt et ns 196
RUIE SEE SCREAUIET ...ttt 198
Rule Set Scheduler SIdEDAr .........oi e s e e 199
COMPALE RUIC SOES.......eeeeeee ettt e ettt e e e e ettt e e e e e e s sttt e saaaeeaessssesaaasesessssssenaaaeasases 201
{0 =T 00 =T T 203
OVBIVIBW ...ttt ettt e et e sttt e e st e s et s b e st e e s sttt e s estn b e s snneaesnreeeas 203
THE DEfQUIL RUIES SET ...ttt ettt ettt ettt et e e e e aee e 204
RUIES EQIEOI BASICS.......c.eeeeveieesiiesieeeeee ettt sttt ettt st st sttt et s e e s e s e nneennes 205
RUIES CONAIEIONS BASICS.....c..eeneenieeieeieee ettt sttt ettt s e nanes 206
IIUTEIUSEI ACCESS ...ttt et st sat e st e sttt et e e e s e enneenes 208
] e To T (T PPN 209
RUIES CONAILIONS DOLQIIS ...ttt st sbe e st e s nee e 209
Rules Conditions LOCALOr DELAIIS .........ccc.eeeiueeerueiesiiieie ettt ettt ettt et 211
(0] e [ TP SO PP ST OPPTOTPPRPP 211

R g o] o] o 11 a Y- 0 [« RS 218

VP LiSES ettt et sttt ettt ettt et sttt st s bt e bttt e b e b e bRt et et st she e sr e e Rt e r e et e e nnenr e e reereen 218
©2013 Chase Paymentech — All Rights Reserved Vi

Safetech Fraud Tools Last Revised: 4/15/2013



EXTENAEA VariablES ..o ce ettt e ettt e e e e e eeebbbreeeeeeseeastaereeeeeesnnstbareeeeeennns 219

22T T - T 221
L1 Lo 1ol 1 Y AU PPPTRRIOt 224
D11 - [ o[RS UUPPPPPRRR 225

O Y=Y L] (T Y=Y I =1 (o KRR 226

N LT LA LI o 1] o] YRt 226
(0o oY o LI L =101 227
FINGING RUIE ACLIONS ...ttt ettt e et e e ettt e e ettt a e s tteaeeste s e e aasteaeassaaaassasassnssaaeanseeaaans 228
RUIE ACTIONS ..ottt ettt et e ettt e e e e e e ettt e e e e ee st s b e e s eeessasssaaaseensssasseseseeenssssnsees 228
YU L 0o 1] o <] (TP PP RTRN 228
VIP List RUIE ACTIONS.....cuiiiiiiiiiiei e e 229
QueryLexisNexis®InstantID ............................................................................................................... 230
INSIAE ThE RUIE COUNTET «.vvvveiiieeeieitteeee e eeeetree e e eeeetbe e e e e e e eeebbareeeeeeeeasbbbaeeeeeeseeassaaseeeseesnsstrereeeeeennes 232
VIP LiSTS ..ceeeeununeeeeeereeennnsneeeeeeeeeesssssseseesesssssssssssesssssssssssssessssssssssssssessssssssssssssssssnnsssssssssssssnnsssssssessesnnnnnns 234
L Lo 11 P PPPPPPPRTPPRS 234
L0020 [T 0o Lo I Y SRS 235
LG {0 [ XY ST USSUPOY 236
W Lo o XN N ) SO SERRPOP 237
(0 R =T = T T=3e B = =] o USRS 240
[ L3 Lot = D I ] SRR 242
1] X L =2 RSP 243
©2013 Chase Paymentech — All Rights Reserved vii

Safetech Fraud Tools Last Revised: 4/15/2013



Getting Started

Introduction

The Chase Paymentech Safetech Fraud Tools User Guide is a comprehensive document that
contains all of the information and instructions necessary for Safetech users to use this
application to greatest benefit of the merchant.

This guide will help you:
¢ Understand a host-based web application

e Log into and navigate the web application

e Quickly master general use operations

¢ Manage the user environment

o Create fraud-detection rules using the Rules Engine

¢ Disposition orders in a job-order queue

e Use reporting tools to gather data on customer orders
o Deliver news and other information to users

Workstation Requirements

The application “lives” on servers you connect to over the Internet, so you don’t need to install
anything on the computers at your office. The only requirement for the application users, is
that they need to operate at workstations running one of the following web browsers:

e Microsoft Internet Explorer 7.0 or greater

e Mozilla Firefox 1.0 or greater

e Apple Safari 2.0 or greater

©2013 Chase Paymentech — All Rights Reserved 1
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Understanding Safetech Fraud Tools

These are the global tabs you will use in the web interface, which is also known as Safetech
Fraud Tools. These tabs are available on all pages in Safetech Fraud Tools.

o Workflow P | W SACETECH' ey [ | e
. Reports Ty

* Fraud Control oo i

e Admin

e Search

See the Technical Specifications Guide for

information about Data Collector and the Risk

Inquiry System (RIS) and the Infrastructure

Guide for information about the server and et sy s cssentaties, las i o
database architecture. )

There are also tabs available on specific pages, such as the Dashboard, My Profile, and
Merchant News tabs you can access on the Dashboard page.

©2013 Chase Paymentech — All Rights Reserved 2
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Site Navigation

Logging In

As a merchant, when you go through the boarding process, the Merchant Services Team
gives you the Safetech Fraud Tools login page URL with your username and password. Your
username is usually your work email address. Your login is associated with your role or roles in
the application, which control your access to the various features. If your login is associated
with the admin role, you will have full access to all of the features and utilities available in the

application.

lost password

Login

P w NP

Enter your email address
Enter your password
Click Login

Lost password

If you forget your password, click the
lost password link. Then type your

login email address in the available field and press Submit. A new password will be emailed to

the address you have provided.

Global Navigation

After login, on any page in Safetech
Fraud Tools, you can access the global
navigation features that allow you move
to any page in the web interface, to
search for a feature, to access your user
account, and to find help.

1. Global Navigation tabs: Click on
any tab to see the categories and
pages organized under the tab.

2. Search: Type a word or phrase in the
Search field and then click the arrow
button to get the search results.

a s as
REPORTS

| WoRKFLOW
= Suspect Orders
= Special Alerts
= Order Search
= Linked Orders
= Settings
Queue Options
Columns
Reason Codes
= Auto Agent
Rules
Rule Set History
Rule Sets
Compare Rule Sets
= Queue Assigner
Profile Management
Agent Assignments
Rule Sets

ADMIN

FRAUD CONTROL

©2013 Chase Paymentech — All Rights Reserved
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Global Navigation, Continued
James ¥
3. Profile Details: Click your name to review or change your email jmp@key.com
profile information. Click on any detail except your email
address to perform an in-line edit on the fly, and then click

Save when you're done. . - [337.3337
4. News Reader: Click SRS

the “word balloon” to open HEIEEONE £
a news window and read
the latest news items

name James

Dashboard

published by Chase
Paymentech.

5. Help: Click this link
to open a context-sensitive help window.

More information about Profiles will be presented in the
Local Navigation section of this chapter. More
information on the News Reader will be presented in the
Presenting the News section of this chapter.

Each page in Safetech Fraud Tools has a Help link that opens a popup windows offering
context-sensitive help information. Click the Help link to open the Help window and then click
the X in the upper-right corner to close the window when you are finished.

Local Navigation

Each page of the Safetech Fraud Tools Web Console has very different navigational features. On
the Dashboard, which can also be called, the Home Page, which is where you land when you
first login to the web interface. You have three local navigation tabs:

e Dashboard: Click here to return to the

Home P_age- ] ) ] Dashboard My Profile Merchant News
o My Profile: Click here to review and edit

your profile information and to change Welcome, James

your password.

e Merchant News: Click here to add or edit
a news item you want to appear on the Dashboard.

From anywhere in the web interface, the easiest way to return to the Dashboard, is to click on the
Chase Paymentech logo on the top left side of the page header.

©2013 Chase Paymentech — All Rights Reserved 4
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Dashboard Navigation

My Profile

Dashboard My Profile Merchant News email jmp@key.com

To view and edit your user
profile, either click your name in right side of the global navigation bar
and then click Account Details, or click the My Profile tab on the
Dashboard.

America/Boise

On the My Profile screen under Edit Your Personal Information,
click and edit the available fields and, when you are done, click Save.

Dashboard My Profile Merchant News
Profile Options Edit Your Personal Information
= Change Password To change your password,
Your Name . . .
| either click your name in
James ] . .
Personal Information right side of the global
Email: jmp@keynetics.com Initials navigation bar and then click
Name: James P | Change Password, or on the
Initials: JP Phone Number My Profile _tab under Profile
Phone: 337-3337 I337.333}' ] OpthﬂS, click Change
Timezone: America/Boise Password.
Groups: Lead Agent Timezone
Agent IAmericach-ise ]
Admin
Agent M
gen anager Save
Continued on next page
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My Profile, continued

To change your password, go through the following steps:

pPwbNpE

Type your current password in the Current Password field.
Type your new password in the New Password field.

Type your new password again in the New Password Again field.

Click Change Password.

Dashboard My Profile

Profile Options

sl Change Password

Personal Information
Email: jmp@keynetics.com
Name: James
Initials: JP
Phone: 337-3337
Timezone: America/Boise

Groups: Lead Agent
Agent
Admin
Agent Manager

Merchant News

Edit Your Personal Information

Your Name
IJ ames ]

Initials
b |

Phone Number
[337-3337 ]

Timezone
IAmericafBoise ]

Save

Dashboard My Profile

To change your password, fill out the following:

l

Current Password:

New Password:

New Password Again:

Change Password

Your Password Must:

Be changed at least once every 90 days.

Be at least 12 characters long.

Use at least 2 lowercase alphabetic characters. (a-z)
Use at least 1 uppercase alphabetic character. (A-Z)
Use at least 10 alphabetic characters. (a-z, A-Z)

Use at least 2 numeric characters. (0-9)

Not be the same as any of your last 4 passwords.

Merchant News

email jmp@key.com

Notice that there is a list of conditions for an
acceptable password on the screen and your
password must fit all of those conditions.
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Profiles in Depth

When you click the My Profile tab and look under Personal Information, you'll see that you
belong to one or more groups. Each group gives you a different set of access permissions in the
Safetech Fraud Tools Web Console. You'll learn more about how to assign a user to these
groups in Chapter 2: Admin, but here’'s an overview of the different available groups and their
characteristics.

Depending on what version and type of Safetech Fraud Tools you are using, not all of
these roles may be available.

Responsibilities and Permissions

User Group Responsibilities and Permissions

Account e Has the ability to login to aggregate merchants.
Manager
Admin ¢ Responsible for overall maintenance of the computing environment,

ensuring that all user groups can work within their defined role.
e Only someone with Admin privileges can add another Admin group

member.
e The only group allowed to request a RIS certificate.
Agent e This group is also known as the Risk Analyst group and is responsible for

working on individual orders and reviewing orders to disposition them as
either Approved or Declined.

Agent e This group is able to manage agents.

Manager

Employee e This is a basic group that has no permissions to work on orders.

Lead Agent e Also known as a Risk Manager, the Lead Agent can see every workflow

order and assigns each one to a member of the Agent team.
¢ The Lead Agent can also work on orders and has the authority to Approve
or Decline.

Manager ¢ Manages users by addition them or deleting them from a group and keeping
track of member information
e Generates reports reflecting merchant activity
¢ A Manager does not have the rights necessary to add a member to the
Admin group, but can add members to any other group

Continued on next page
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Responsibilities and Permissions, Continued

User Group Responsibilities and Permissions

News e Members of this group can create, edit, publish, archive, and save news

Editor items.

Risk Editor ¢ Develops Rules and Conditions for the Rules Snapshots in Fraud
Control.

¢ May develop numerous Rules Snapshots based on varying requirements
such as seasonal purchasing spikes.

What Users Have Access?

The following table outlines the privileges each group account possesses. If a person belongs
to more than one group, they will have the access rights of the combined groups to which they
belong.

System Accounts Fraud Reporting Manage Assign Work RIS News

Roles Control Users Jobs Jobs Reauest

Account X
Manager

Admin X X X X X X X

Manager X X

Agent X
Manager

Lead Agent X X

Agent X

Risk Editor X

News Editor X

Employee

Lead Agent and Agent Manager are the only user groups besides Admin that can assign
jobs. Unless a Manager or an Agent is configured as a member of the Lead Agent or
Manager Agent groups, they will not have job assignment abilities. The Employee group
by contrast, can only log in and read news items.

©2013 Chase Paymentech — All Rights Reserved 8
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Defining the Roles

Roles define both the access rights of users and their principle functions in the system. The
Agent and Lead Agent roles have the most day-to-day activity, but all roles have specific and
important functions in the system.

e Manager
0 Adds and deletes users within the company environment
0 In some operations, the Manager is also a Lead Agent or an Agent
0 Responsible for generating reports that reflect customer purchasing activity

e Lead Agent
0 Responsible for assigning orders
Handles escalations up to the final decision of Approve or Decline
Can work every level of an order: Review, Escalate, Approve and Decline
Can work on any order in the Workflow queue
In some operations, the Lead Agent is also the Manager or an Agent

©Oo0oO0oOo

e Agent
0 Responsible for reviewing orders assigned by a Lead Agent
o Primarily responsible for approving or declining suspect orders in the Workflow queue
o0 Can escalate more difficult cases to the Lead Agent or Manager for disposition

©2013 Chase Paymentech — All Rights Reserved 9
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Presenting the News

There are a number of avenues for presenting information to your organization, both from
Chase Paymentech and from within your company. There are several news venues that are

accessed on the Home Page:
e System Notifications

e Merchant News
e Chase Paymentech News

System Notifications

Welcome, James

System Notifications
= Today's best

= Yet another automated merchant news entry
So far so good

Dashboard My Profile Merchant News

Click on the manage announcements link at the
bottom of the newsbox or on the Merchant News tab
in local navigation on the Dashboard to go to the
Merchant News page and create or edit a news item.

System Notifications is located on the left
side of the Dashboard and Chase
Paymentech can post messages in this
area, however Merchants can also
create notifications if they mark a news
item as Notification when they create it
(See Merchant News for more).
System Notifications presents technical
information about the application, but not
critical operational data, as does the
announcements section.

Clicking on the “word balloon” next to
the logout link will produce the System
Notification text in a popup dialog.

merchant news entry
Let's see if this test will .
Tue Tul 13th, 2010

manage announcements

©2013 Chase Paymentech — All Rights Reserved
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Merchant News

Users belonging to the News Editor group can Add, Save, Review, Publish, and Archive news
items in the application. Published items will appear on the Home Page of the application.
Items can be written, saved, and automatically published at a later date, such as an
approaching holiday, and items can be set to be archived when they are no longer timely.
Merchant News is the only news venue that can be controlled by the user.

Just like Chase Paymentech Updates, several news items can be seen in summary in this
section onthe Home Page. To view the full content of a news item, click on the title of the item.
As a member of the News Editor group, you can click the Merchant News link in the upper-right
corner of the home page to view, add, and edit all news items in this section. If you have no
Merchant News items published on the main page, this area will be blank.

Chase Paymentech News

For industry news and current
For industry news and current articles, please visit our News Room. articles, go to the bottom of the
Dashboard and click the News
Room link. You'll be taken to the News Room page on the external site of Chase Paymentech.

©2013 Chase Paymentech — All Rights Reserved 11
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Merchant News Page

When you click on the Merchant News tab on the Dashboard, you are taken to the Merchant
News page where you can create and edit news items. The page has two general areas:
1. The Sidebar, where you can filter the Merchant News table.
2. The Merchant News table, where you can review news items or click the Add News
Item button to create a new news story.

Dashboard i My Profile Merchant News ? Help

Filter News x Displaying 1 - 7 of 7 total results.
All |v Filter
07/13/2010 Baseball is Here! Jul 13, 2010 — Jul13 '10 08:12 AM  dwm1@1000000.rfr.lexis.com
07/13/2010 NFL Football Jul 13, 2010 — Jul 13 '10 08:08 AM  dwm1@1000000.rfr.lexis.com
07/13/2010 Baseball is at Allstar Break! Jul 13, 2010 — Jul 13 '10 08:07 AM  dwm1@1000000.rfr.lexis.com
07/13/2010 Tomato Fight Jul 13,2010 — Jul13'10 07:48 AM  dwm1@1000000.rfr.lexis.com
01/19/2009 Beware of Bigfoot Jul12,2010 — Jul12'10 07:39 AM  jmfl@keynetics.com
08/06/2008 Yet another automated merchant news entry  Jul 13, 2010  — Jul13'10 08:01 AM  dwm1@1000000.rfr.Jexis.com
05/19/2008 Today's best Sep 20, 2011 — Nov 3'11 02:38 PM  cjgl@keynetics.com

Displaying 1 - 7 of 7 total results.

In the Si r, to filter the list of items in the Merchant New

table?Sdeba'O er the list of items e Mercha ews —

1. Use the drop down menu and select the item by which you
want to filter.

2. Click Filter.

Drafts
Current
Published
Archived
All

The list will be filtered by the appropriate item. To see the full list
again, use the menu to select All and then click Filter.

News Item Type Description
All All news items of any status.
Drafts News items that have been created and saved but that have no other status.

News items that have been published and currently appear on the main page.

Gl Once items have been archived they will no longer appear on this list.

News items that are currently or have ever been published. This can include
Published items that were published and have since been archived. News items that are
scheduled to be published at a future date will not appear in this list.

All news items that have been archived. If an item has been scheduled to be

Archived ) N R : )
archived, it will not appear in this list until the archive date has been reached.
Continued on next page
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Merchant News Page, Continued

The Merchant News table contains a number of different columns and features.

I‘glg lellqllellol ?

07/13/2010 Baseball is Here! Jul 13, 2010 — Jul13'10 08:12 AM  dwm1@1000000.rfr.lexis.com
07/13/2010 NFL Football Jul 13, 2010 — Jul13'10 08:08 AM  dwm1@1000000.rfr.lexis.com
07/13/2010 Baseball is at Allstar Break! Jul 13, 2010  — Jul 13 '10 08:07 AM  dwm1@1000000.rfr.lexis.com
07/13/2010 Tomato Fight Jul 13, 2010 — Jul13'10 07:48 AM  dwm1@1000000.rfr.lexis.com
01/19/2009 Beware of Bigfoot Jul12, 2010 — Jul12'10 07:39 AM  jmfl@keynetics.com
08/06/2008 Yet another automated merchant news entry  Jul 13, 2010 - Jul13'10 08:01 AM dwml@1000000.rfr.lexis.com
03/19/2008 Today's best Sep 20, 2011 — Nov 3 '11 02:38 PM cjgl@keynetics.com ksl
[ Ada News fem |

8

Merchant News Item  Description
The date the news item was created. This does not mean the item is visible as it

L Cirezited must be published before it can be seen on the Dashboard.

2. Title The title of the news item.

3. Publish Date The date the news item was published and publicly visible.

4. Archive Date The date on which the news item was archived and no longer visible.
5. Last Modified The date on which the news item was last edited.

6. Modified By The name of the user or system user who last edited the news item.

Click the gears for a news item and you can select:
e Edit: Allows you to edit the news item
e Archive: Allows you to archive the news item, taking it out of public view. This
7.Gears option only appears if the news item hasalreadybeen published
e Publish: Allows you to publish a news item. This option is only available for
unpublished news items

e Preview: Allows you to preview any changes you made to the news item

8. Add News Item Click this button to create a new news item.

Continued on next page
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Merchant News Page, Continued

Add News Item
'ITitleI [ nouicaton ”I——°

[.r Best Overall Fraud Security Solution in CNP Awards}

When you click the Add News Item button, the
Add News Item box appears.

Kount Inc., a leading provider &
of fraud prevention technology, I
has been nominated for the
Customer Choice Award in the

Best Overall Fraud Security
Solution category of the CNP
Awards. The winner will be
lannounced during the premiere =

ophtional and not used for notifications ~ 100 characters)

Fraud Security Solution category
|of the CNP Awards.

Optional Advanced Settings ?
Publish Date 6
|2012-03-29 |2012-03-31

Merchant News ltem Description

1. Title The title for the news item you want to appear in the Dashboard.

% 0 of

Select this check box if you want the news item to appear in the notification

2. Notification area near the logout link on the Dashboard. Otherwise, leave itunselected.

The full content of the news story, which can be formatted using simple markup
code (which will be explained subsequently).

An optional summary of the news story you want to appear, which must be a
maximum of 100 characters.

The date on which you want the news item to appear. Click in the available field
and use the calendar to select the date.

The date on which you want the news item to be removed from view. Click

3. Content

4. Summary

5. Publish Date

6. Archive Date the available field and use the calendar to select the date. It must be a later
date than the Publish Date.
7. Save News Item When you are finished, click this button to save the news item.

To format the text in the Content section, click the tool tip (question mark) to get a list of
available code as in the following:

Continued on next page
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Merchant News Page, Continued

Once you click the Save News Item button, the news item will be
saved and a success message will be displayed. Click the Dismiss
Bold : ++text++ button to remove the message. If you set the item to publish on a
Ttalics : //text// future date, the item will appear on that date. If you left the

. Publish Date field blank, the item will never be published. While
Heading = = news items can never be deleted, to remove them from public
== view, set the Archive Date to the date on which you want the item
to be removed. It will still appear in the Merchant News table and
you can find it more easily by filtering the table by Archived items.

Hyperlinks : [address|label]

Horizontal Rule : -------

Unordered lists :
* Level one A

* Level two A Manually Publish, Edit, Preview, or Archive a news item by
L Lyl tio B selecting the “gears” in the row for that news item and then
clicking on the desired option:
Ordered lists : ;
# Level one A e Edit .
# Level two A Archive

°
# Level two B .
# Level one B L4 PUb“Sh

e Preview

If you set the Archive Date for a news item for a future time and want to archive it immediately,
clicking on “gears” will not give you an Archive option. You will need to click the Edit option
and then edit the Archive Date to the current date to immediately remove it from view.

Hints and Tips

There are a few items on the different Safetech Fraud Tools pages you may want to know about.

Gears: Every time you see the “gear” image on a page, you can click on it to access additional
configuration features. If the gear occurs in a row on a table, clicking the gear will let you do
something to the item in the row such as edit or delete it. If you click on a gear on a page, you
will be able to configure something on the page, such as the number of search results that appear

per page.

Sidebars: Most pages have a left sidebar that either presents you with information about the
page or lets you access or configure additional information. The vertical separator line to the
right of the sidebar can be used to hide and restore the sidebar. Just click the line to hide the
sidebar and click it again to restore it to view.

Tooltips: Whenever you see a question mark image on a page, click on it to make a popup
appear with additional information about a feature next to the question mark.
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Admin

Overview

The Admin pages in Safetech Fraud Tools allow you to control a variety of features related
to Safetech User Management, from the creation and configuration of user and group profiles,
to managing APl and RIS certificate users. On the Global Navigation bar, click Admin to see the
available options.

WORKFLOW | REPORTS 5 ADMIN
Users and Groups
= Password Policy

James

- API Users
= API Certificates
- RIS Certificates

1. Users and Groups: Provides a list of users for each group and allows you to create new users
and assign them to one or more groups..

2. Password Policy: This form allows you to configure the parameters for a valid password.
This includes how often a password must be changed and the type of characters that must be
used.

3. API Users: This page lets you create machine API users in Safetech Fraud Tools.

4. API Certificates: This page lets you create API signed certificates and issue certificates to API
Users.

5. RIS Certificates: This page lets you create signed certificates for RIS authentication.

Users and Groups Password Policy API Users API Certificates RIS Certificates

Once you are on any page in Admin, you can use the Local Navigation tabs to visit any other
Admin page without going back to the Global Navigation bar.
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Users and Groups

Overview

Clicking Users and Groups in either Global or Local navigation takes you to the Users and
Groups page. Here's an overview of the page’s main features.

Users and G Iinm)s Password Policy API Users API Certificates RIS Certificates Help
Filter by email or name “| Displaying 1 - 20 of 43 total results. 123
Locked Users adm@keynetics.com Admininstrator ADM  555-9876 Manager, Risk Editor, Admin, News Editor, Account Manager
There art locked 5

e admin2@keynetics.com Admin AD2 Agent
Group Memberships admin@keynetics.com Mr Admin MA (208) 555-5558  Admin
All U:
- sers agent@keynetics.com Mr Agent MRA Employee, Agent
= Account Managers )
« Admins agentmgrl@email.com Agent Manager AMGR Agent Manager
» Agents agentmgr2@email.com Agent Manager2 ANR2 Agent Manager
= Agent Managers agentmgr3@email.com Agent Manager3 AMR3 Lead Agent, Agent Manager
* Employees bjr-agent@kount.com Brent BJRO1 Agent
= Lead Agents
bjr@keynetics.com Brent BJR Admin
= Managers
S —— bjw@keynetics.com Brad BIW Agent, Account Manager
» Risk Editors bpd@keynetics.com Bryan BPD Manager, Employee, Lead Agent, Agent, Agent Manager
bpd@keynetics.com4 bbb BPD4 9110 Employee, Lead Agent, Agent, Admin
dwml@keynetics.com Dean DM Admin
dwm(@1000000.rfr.lexis.com Lexis Dean LND Admin
Create New User
Displaying 1 - 20 of 45 total results. 123

1. Sidebar Navigation includes:

a. Filter: Allows you to filter the main user list by a name or email address. Just type
the name in the available field and click Filter. To restore the full list, remove the
contents of the field so it is blank, and click Filter again

b. Locked Users: Providesalistof userswhose accounts have beenlocked dueto
excessivefailed login attempts.

c. Group Memberships: The default is All Users but you can click any group to see
which users belong to the selected group. Click All Users to return to the full user list.

2. User List: Provides information about users in tabular format. More information on this list
will be provided later in this section.

3. Create New User: Click this button if you want to create a new user. More information on
this process will be provided later in this section.
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User List Details

The User List pane provides information on each user in tabular format. When All Users is
selected in the Sidebar, the groups that each user belongs to is displayed in the Groups
column, but when any specific group is selected the Groups column is absent.

Enal
adm@keynetics.com
adminZ@keynetics.com
admin@keynetics.com
agent@keynetics.com
agentmgrl@email.com
agentmgr2@email.com
agentmgr3@email.com
bijr-agent@kount.com
bjr@keynetics.com
bjw@keynetics.com
bpd@keynetics.com
bpd@keynetics.comd

dwml@keynetics.com

dwm@ 1000000.rfr.lexis.com

© 00 O
Name Nk Phons ____ Grows

Admininstrator
Admin

Mr Admin

Mr Agent

Agent Manager
Agent Manager2
Agent Manager3
Brent

Brent

Brad

Bryan

bbb

Dean

Lexis Dean

ADM
AD2
MA
MRA
AMGR
ANR2
AMR3
BJRO1
BJR
BJW
BPD
BPD4
DM
LND

255-9876

(208) 555-5558

9110

Manager, Risk Editor, Admin, News Editor, Account Manager
Agent

Admin

Employee, Agent

Agent Manager

Agent Manager

Lead Agent, Agent Manager

Agent

Admin

Agent, Account Manager

Manager, Employee, Lead Agent, Agent, Agent Manager
Employee, Lead Agent, Agent, Admin

Admin

Admin

Item Details for Settings and Features

1. Email “This is a list of user email addresses. The email address for a user is a unigue identifier
and cannot be changed.

2. Name The user’s name.

3. Nick The user’s short identifier expressed in initials.

4. Phone The user’s phone number (not required).

5. Groups  The group(s) to which the user belongs. This column is only visible when
All Users is selected in the Sidebar.
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Creating, Editing, and Deleting a User

Create New User

Click the Create New User button on the

Users anc_:l Groups page to begin creating a Emall Address Group Permissions:
new user in Safetech Fraud Tools. The Users | |1 8 Account Manager
and Groups page will “fade” and the Create E Admin
p H p g . 2 Agent
New User dialog box will appear.
O Agent Manager
3 ] Employee
e O Lead Agent
L O Manager
Phone Number & News Editor
{optional) O Risk Editor

| ]
o—m
| America/Boise  |v |

I Add User || Cancel |

[ Item Details for Settings and Features

1. Email Address Add the new user’s email address to this field.

2. Name Add the new user’s full name to this field.

3. Initials Add the new user’s two or three character initials to this field.

4. Phone Number Add the new user’s business phone number to this field.

5. Timezone (optional)  Use the drop-down menu to select the new user’s business timezone.

Select one or more check boxes in this section to add the user to
the desired access groups*.

Once you've made your selections, click the Add User button to
create the user.

(o2]

. Group Permissions

7. Add User

Continued on next page
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Creating, Editing, and Deleting a User, Continued

After clicking the Add User button, you will be returned to the Users and Groups page and a
success message will appear just above main table. Click the Dismiss button to remove the

message.

The new user will be sent an email to the email address you set up when you created the
user, with instructions on how to create a new password and login to the system.

To edit or delete a user click the “gears” on the fair right of the user’s row on the Users and
Groups page. Options for Edit and Delete become available.

To edit the user’s information, click Edit. The Edit Row box will appear, which is almost
identical to the Create New User box. You can edit any information about the user except for

"¥) The page at https://fawc.dev.kount.net

You are about to permanently delete this row.

This cannot be undone. Really delete?

Cancel 7 OK
Qcancel | [ ok |

-~ x"

Locked Users

the email address. When you are done, click
Save.

To delete the user, click Delete. When the
confirmation box appears, click OK. The user
will be permanently removed from the system.
After you click OK, the user cannot be
recovered.

On the Users and Groups page under Locked Users, the email
address of any users who are locked out of the system due to
excessive failed logins will appear. To unlock the user, click their

email address under Locked Users.

"®) The page at https://awc.dev.kount.net ey

g"_" Unlock account for agent@keynetics.com?

‘6Cancel| ‘ < OK |

Success message.

Locked Users

= agent@keynetics.com

When the confirmation box appears, click OK.
The user’s account will be unlocked and the
email address will be removed from under
Locked Users and a success message will
appear. Click the Dismiss button to remove the

©2013 Chase Paymentech — All Rights Reserved
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Password Policy

The Password Policy page gives you control over configuring and enforcing policies for the use
of valid passwords. These features enhance the security of the application by setting password
length, configuring the level of password complexity, and determining when users must change
their password. To disable any particular feature in password policy, enter a zero (0) in the

available field.

Onthe Users and Groups page, click Password Policyin Local Navigation oronthe Global
Navigation bar; click Admin and then Password Policy to get to this page.

There are two general areas on this page:
1. Sidebar includes:
a. Password Policy: This contains the basic information you'll require regarding
password policiesinthe Safetech Fraud Tools Web Console.

b. Minimum Requirements: This describes the current password policies that are in

effect.

2. Password Policy Form: This panel lets you configure the password policy for all users
in Safetech Fraud Tools.

(zero)

Users and Groups

Password Policy

API Users

Password Policy

= To disable a password policy
requirement, set the value to 0

Mini

Requir ts

Min days until change:
Max days until change:
Min length:

Min lower:

Min upper:

Min alpha:

Min numeric:

Min special:

Min resuse cycle:
Lockout attempts:

Max sequence length:

= AWC user passwords must meet
minimum security guidelines

= Your policy can be changed using the
form on the right, but cannot exceed
limits outlined below

a0

(=T = T = T R = = ]

Passwords must contain at least:
’2—howercase alphabetic characters
ll_]uppercase alphabetic characters
’Ealphabetic characters

2 |numeric characters

0 Hlon-alphanumerlc character

12 |total characters

Password must change every:

90 |days, at least
0 |days, at most

API Certificates

Passwords may contain:

words from your real name or email

duplicate characters or sequences

qwerty sequences

0 |characters of any sequence

Passwords enforce

4 cycles before a password can be re-used
P
6 |attempts before a lockout
P

RIS Certificates

a max:

©2013 Chase Paymentech — All Rights Reserved
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Password Policy, Continued

The Password Policy form provides four specific configuration areas that allow you to control
password policies and a Save button.

Item Details for Settings and Features

1. Passwords The lowercase alphabetic characters field lets you determine how many
must contain lowercase alphabetical (abcd and so on) characters must be present in a
at least password.

The uppercase alphabetic characters field lets you determine how many
uppercase alphabetical characters must be present in a password.

The alphabetic characters field lets you determine how many alphabetic
(upper or lowercase) characters mustbeinapassword. The minimum is 1
character, meaning that any password must contain at least one character
from the alphabet.

The numeric characters field lets you determine how many numbers (1234
and so on) must be in a password. The minimum is 1 character, meaning that
any password must contain at least one number.

The non-alphanumeric characters field lets you determine how many special
characters must be in a password. A special character can be !@#$ or other
characters available on an English language keyboard that are not
alphanumeric.

The total characters field lets you determine the minimum number of total
characters in a password. The minimum is 7, meaning that a password must
have 7 or more characters. Setting the value at less than 7 will cause an error.

2. Passwords Select the words from your real name or email address check box
may contain when you want users to employ part of their email addresses in their

passwords. Otherwise, leave the checkboxclear.
Selectthe duplicate characters or sequences check box if you want users to
employ repetitive sequences of characters in their passwords such as
“aaaa” or “abab”. Otherwise leave it clear.
Selectthe gwerty sequences check boxif you want users to employ sequential
keyboard letters such as asdf or qwerty as part of their passwords.
Otherwise, leave it clear.
In the characters of any sequence field, enter a numeric value for the number
of characters you will allow in a password conforming to any sequence. The
default is zero (0).

Continued on next page
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Password Policy, Continued

Item Details for Settings and Features

3. Passwords " The days, at least field lets you enter a value that determines how frequently
must change user passwords must be changed. The maximum value is 90 days, meaning that
every users can go no more than 90 days before resetting their passwords.

The days, at most field allows you to determine how often a user may change
their password. If you set the value at 1, a user cannot change their password
more often than once per day. The default value is zero (0)>

4. Passwords Inthe cycles before password can be reused field, enter the number of
enforce amax Password changes that must happen before a user can use a password they’ve
previously employed.
The attempts before lockout field lets you choose how many failed login
attempts are allowed before a user's account is locked out. The maximum
allowable value is 6, meaning the user is allowed a maximum of 6 failed
attempts before they are locked out of the system.

5. Save Click the Save button when you want to apply all your password policy changes.
Passwords must contain at least: Passwords may contain:
|2 llowercase alphabetic characters words from your real name or email
1 |nppercase alphabetic characters duplicate characters or sequences
r
10 |lalphabetic characters qwerty sequences
; 0 |characters of any sequence
|2 |numeric characters i
|0 |non—alphanumeric character
|12 |total characters
Password must change every: Passwords enforce a max:
|90 |days, at least |4 [cycles before a password can be re-used
|0 |days, at most |6 |attempts before a lockout
©2013 Chase Paymentech — All Rights Reserved 23
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APl Users

The API Users page lets you create API system users that are system entities rather than actual
human users.

APl Access

Certain important functions in the application require that you, the merchant, request, receive,
and manage certificates. These certificates are required for you to authenticate to the Risk
Inquiry System (RIS) and Application Programming Interface (API) systems. In the API
Access section of the Access Control tab, you can create APl users, API certificates and RIS
Certificates.

Manage API Users

Once an APl user is created, you can create an API certificate and assign that certificate to the
user. You can create one API user and have that user perform all related tasks, or create
numerous API users, assigning each individual user a specific certificate. In this manner, you
can track which API users, both system and human, have performed which API related tasks.

Onthe Users and Groups page, click APl Users in Local Navigation or on the Global
Navigation Bar, click Admin and then API Users to get to this page.

s and Groups Password Policy Al API Certificate: RIS Certificates Help
Disfflaying 1 - 4 of 4 total results.

api@100100 API User API1 Certificate(s)
api_bjr@ 100100 API BJR BR Certificate(s)
api_bst@100100 api_bst BT | Certificate(s)
john@100100 john JOHN Certificate(s)

Create New APl User

Displaying 1 - 4 of 4 total results.

Continued on next page
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Manage API Users, Continued

1. Email: This is the name for the API user in the system and is formatted as name@2100300,
though it is not an actual email address (the number is the merchant ID)
2. Name: Type a name for the API user in this field such as APIl_User. This name will also be

used to create the API User’s system name.

3. Nick: Type a set of initials to use to identify the API user up to five characters.
4. Certificate(s): The list of certificates held by the API user, which is a clickable link leading to

the Manage API Certificates page.

5. Gears: Click the gear in the row, for the API user you want, to bring up the delete option.

You will not be able to delete this user until all certificates held by this user are revoked

on the Manage API Certificates page.

6. Create New API User: Press this button to create the API User.

Creating a New API User

On the API Users page under Admin, click the Create New API User button to get started. When

the APl Users page “fades” and the Create New APl User box
appears:

1. In the Name field, type a name for the user.

2. Inthe Initials field, type the initials for the user’s
“nickname”.

3. Click Add API User.

The new APl user will be added to the API user’s table in
alphabetical order.

If you click the Certificate(s) link in the new API user’s row,
you will be taken to the API Certificates page for the user

‘l Namel

[imp_api

Initials
jimp '

oA Add API User || Cancel |

and discover there are no certificates assigned. You can

request an API certificate here or click the API Certificates tab in Local Navigation and do so
from there. Go to the next page and see how to request an API certificate.

©2013 Chase Paymentech — All Rights Reserved
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Manage API Certificates

On the Users and Groups page, click API Certificates in Local Navigation or on the Global
Navigation Bar, click Admin and then API Certificates to get to this page.

On this page, you can create an API certificate and issue it to a specific APl user. You can also
filter the API Certificates list by API user and revoke certificates. This page has two basic areas:

1. Sidebar: This contains the Filter utility that allows you to filter the tabular list of certificates

by APl User name.

2. API Certificate Table: A current list of API certificates and the API users associated with

those certificates.

Notice that the newly created API user isn’tin the list. This is because a certificate hasn’t been

requested for the user yet.

jmp_test2

12:23:68:7b:50

Displaying 1 - 19 of 19 total results.

Users and Groups Password Policy API Users API Certificates RIS Certificates
Filter by API user Displaying 1 - 19 of 19 total results.

02 08 12 12:23:68:7c:ac API BJR
100100 12:23:68:7c:75 API User
1001100 12:23:68:7c:74 API User
API BJRO1 12:23:68:7c:1d API User
API BJRO1 12:23:68:7c:1b API User
API_BJRO3 12:23:68:7¢c:20 API_BJR
API BJR04 12:23:68:7¢:21 API BJR
Category Report 12:23:68:7c:69 API User
Chrome 12:23:68:7c:ad API BJR
James_Test 12:23:68:7h:25 API User
bst kount dev 12:23:68:7c:33 api_bst

bst kount dev_api 12:23:68:7¢:36 api bst

bst_kount_dev_api 12:23:68:7¢:59 api_bst

crk 12:23:68:7c:7d API User
crk 12:23:68:7c:7e API User
crk 12:23:68:7c:6b API User
integration test 12:23:68:7b:40 API User
integration_test2 12:23:68:7h:41 API User

James_api_user

02/09/2012
01/11/2012
01/11/2012
12/09/2011
12/09/2011
12/09/2011
12/09/2011
01/05/2012
02/09/2012
08/22/2011
12/14/2011
12/16/2011
12/19/2011
01/16/2012
01/16/2012
01/06/2012
09/14/2011
09/14/2011
09/22/2011

02/08/2013
01/10/2013
01/10/2013
12/08/2012
12/08/2012
12/08/2012
12/08/2012
01/04/2013
02/08/2013
08/21/2012
12/13/2012
12/15/2012
12/18/2012
01/15/2013
01/15/2013
01/05/2013
09/13/2012
09/13/2012
09/21/2012

01/11/2012
01/05/2012

01/11/2012
01/05/2012

12/19/2011

02/09/2012
02/09/2012
02/09/2012
02/09/2012
09/22/2011

Request API Certificate

©2013 Chase Paymentech — All Rights Reserved
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Manage API Certificates, Continued

1. In the Sidebar, under Filter by API User, to filter

the API Certificates table, click the drop-down menu Filter by API user

and select the desired user. —-All users—| v ||| Filter
2. Click Filter. --All Users--

APl User

The API Certificates table will update, showing only the :‘P.'—BJR

- . e pi_bst
certificates assigned to the specified user. If the selected jmp_api
user has not certificates assigned, the contents of the john

table will display the message, No results were found.

To restore the full list, select All Users in the drop-down menu and click Filter.

. Label: This column shows the labels for the currently existing API certificates.
. Serial: This column shows the serial numbers associated for each of the API

certificates. Serial numbers are automatically generated by the system when the
certificates are created.

. APl User: This column shows the API user to which a specific certificate is issued.

. Created: Displays the date on which the certificate was created.

. Expires: Displays the date on which the certificate expires.

. Revoked: Indicates the date on which the certificate was revoked and is blank if the

certificate is currently valid.

. Gears: When you click the Gears for a certificate’s row, the Revoke link appears. Click

the link to revoke the certificate. Revoked certificates do not show Gears in their rows.

. Request API Certificate: Press this button to create a new API certificate for the selected

API user.

Continued on next page
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Manage API Certificates, Continued

o © o6 O

02_08 12 12:23:68:7c:ac API BJR 02/08/2012
100100 12:23:68:7c:70 API User 01/11/2012
1001100 12:23:68:7c:74 API User 01/11/2012
APT BJRO1 12:23:68:7c:1d APT User 12/09/2011
API BJRO1 12:23:68:7c:1b API User 12/09/2011
API_BJRO3 12:23:68:7c:20 API_BJR 12/09/2011
APT BJRO4 12:23:68:7c:21 API BJR 12/09/2011
Category Report 12:23:68:7c:69 API User 01/05/2012
Chrome 12:23:68:7c:ad API BJR 02/08/2012
James_Test 12:23:68:7Th:25 API User 08/22/2011
bst_kount dev 12:23:68:7c:33 api_bst 12/14/2011
bst_kount dev_api 12:23:68:7c:36 api_bst 12/16/2011
bst_kount_dev_api 12:23:68:7c:59 api_bst 12/19/2011
crk 12:23:68:7c:7d API User 01/16/2012
crk 12:23:68:7c:7e API User 01/16/2012
crk 12:23:68:7c:6b API User 01/06/2012
integration_test 12:23:68:7b:40 API User 09/14/2011
integration_test2 12:23:68:7h:41 API User 09/14/2011
jmp test2 12:23:68:7h:50 James_api user 09/22/2011

1 1
J [ | |
02/08/2013
01/10/2013
01/10/2013 01/11/2012
12/08/2012 01/05/2012
12/08/2012
12/08/2012 o—
12/08/2012
01/04/2013 01/11/2012
02/08/2013
08/21/2012 01/05/2012
12/13/2012
12/15/2012 12/19/2011
12/18/2012
01/15/2013
01/15/2013 02/09/2012 ]
01/05/2013 02/09/2012
09/13/2012 02/09/2012
09/13/2012 02/09/2012
09/21/2012 09/22/2011
I Request API Certificate I

Requesting an API Certificate

To request an API certificate for an API user, click the Request API
Certificate button at the bottom right of the page.

1. Whenthe API Certificate page “fades” and the Request
API Certificate box appears, type the name you want to
give the certificate in the Certificate Name field.

2. Use the API User drop-down menu to select the user to
whom you want to assign the certificate.

3. Click the Request API Certificate button.

Request API Certificate

Pm
[jmp_api_certl

I Use
|imp_api v |

This will install a certificate
in your browser.

You may have to hit refresh
after this operation.

o—l Request API Certificate I
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Requesting an API Certificate, Continued

The certificate will be installed your web browser and a success message will be displayed
containing the name and serial number of the API certificate. Click the Dismiss button to remove
the success message. The certificate and associated information including the API user to which
it is assigned, will be displayed in the API certificates table.

Revoking an API Certificate

In the table row for the certificate you want to revoke, click the Gears and then click Revoke.
When the confirmation dialog box appears, click OK.

The certificate will be revoked and immediately be removed from the API Certificates table. A

success message will also appear at the top of the page. Click the Dismiss button to remove the
message.

Manage RIS Certificates

On the Users and Groups page, click RIS Certificates in Local Navigation or on the Global
Navigation bar, click Admin and then RIS Certificates to get to this page.

A RIS certificate is used to establish your identity when making requests to the RIS server.
Clicking Request RIS Certificate will install a certificate in your browser. You can then export the
certificate as a file and use it in conjunction with calls to the RIS server.

The certificate will be valid for one year and can be revoked for any reason. Due to browser
limitations, you may have to click refresh in your browser after requesting a certificate.

1. Label: This column displays the labels for existing certificates.

2. Serial: This column displays the serial numbers for existing certificates. Serial numbers
are created automatically by the system when the certificate is issue.

3. Created: This column displays the date on which the certificate was created.

4. Expires: This column displays the date on which the certificate expires.

5. Revoked: This column either contains a Revoke button allowing you to revoke the
certificate or a message indicating the name of the person who has already revoked the
certificate.

6. Gears: Click the “gear” in the row for the RIS certificate you want to revoke to make the
Revoke link appear, then click the link to revoke the certificate.

7. Request RIS Certificate: Press this button to request an RIS certificate.

Continued on next page
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Manage RIS Certificates, Continued

ving 1 - 2 of 2 total results. g g %

jmp_testl 12:23:68:7b:35 09/01/2011 08/31/2012

tst_knt_100100_sdk_may27 2011 12:23:68:7a:c7 05/27/2011 05/26/2012

| Request RIS Certificate ‘l

Requesting an RIS Certificate

To request an RIS certificate, click the Request RIS Certificate button at the bottom right of the
page.
1. Whenthe RIS Certificate page “fades” and the Request RIS Certificate box appears, type
the name you want to give the certificate in the Certificate Name field.
2. Click the Request RIS Certificate button.

The certificate will be installed your web browser and a success message will be displayed
containing the name and serial number of the RIS certificate. Click the Dismiss button to remove
the success message. The certificate and associated information including the API user to which
it is assigned, will be displayed in the RIS certificates table.

Revoking an RIS Certificate

In the table row for the certificate you want to revoke, click the Gears and then click Revoke.
When the confirmation dialog box appears, click OK.

The certificate will be revoked and the date it was revoked will be displayed in the Revoked
column for the certificate in the RIS Certificates table. A success message will also appear at
the top of the page. Click the Dismiss button to remove the message.
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Workflow

Overview

Workflow is the engine of the Manual and Automatic Review processes. When automatic
decisioning does not resolve the status of an order, that order enters the manual Workflow
gueue. Among other tasks, with Workflow you can:

Review orders from numerous standpoints with the statistics and information available at
your fingertips.

Identify any change in the customer status since the order was placed.
Use the queue to assign and check the status of orders.

Manage orders that require special attention.

Locate orders that are linked to other orders.

In Global Navigation, click the Workflow tab to expand the menu of all Workflow pages.
Once on a Workflow tab, use Local Navigation to access the same pages and their subpages.

1.

2.

Suspect Orders: This is the Workflow queue where all of the orders that require
Manual Review are sent once the application makes a decision.

Special Alerts: This is the Workflow queue for orders that are flagged after initial
approval.

. Search: This utility allows for simple and advanced search functionality in the console

and can be accessed from the Workflow menu and Quick Search field in the upper-right of
the console screen.

. Persona Orders: This page allows you to search by any Transaction ID to determine if

other orders are linked to a particular order.

. Settings: This set of Workflow pages allows you to configure settings that affect the

behavior of the transaction queue and manage customized decision codes. The Settings
pages that perform these functions are Queue Options, Reason Codes and Custom Web
Links.

. Auto Agent: This set of Workflow pages allows you to create rules for the Auto Agent

rules engine, edit the rules, select and apply any previously created rule set, and compare
the specific characteristics of any two specific rule sets. The Auto Agent pages that let
you perform these functions are Rules, Rule Set History, Rule Sets, and Compare Rule
Sets.

. Queue Assigner: This set of Workflow pages lets you create and manage unique Agent

profiles, review Agents assigned to different profiles, and review and edit different rule sets
that are applied to Agent profiles. Queue Assigner pages that let you perform these
functions are Profile Manager, Agent Assignments, Rule Sets, and Checklists.

Continued on next page

©2013 Chase Paymentech — All Rights Reserved 31
Safetech Fraud Tools Last Revised: 4/15/2013



Overview, Continued

In Global Navigation,
selections for each page or
subpage are available, but in
Local Navigation, you must
click on the items Settings,
Auto Agent, and Queue
Assigner expand the menu
displaying the subpages.

On the vast majority of pages
in the Workflow, columns
presented can be dynamically

added, removed, or reordered,

SO screen captures or
descriptions of table columns
in this manual may not be the

WORKFLOW  [REPORTS

» Suspect Orders

» Special Alerts

= [Search

» Persona Orders
Settings
Queue Options
Reason Codes
Custom Web Links

» Auto Agent
Rules
Rule Set Histary
Rule Sets
Compare Rule Sets

- Queue Assigner
Profile Management
Agent Assignments
Rule Sets
Checklists

I Suspect Orders I IS:e:la\ Alerts I

IO\dEI Seau:hl

900000 0

IPelsDHa Olde\sl ISemngs I IAutDAgem I ueueAssl ner v

same as your actual experience. The following page describes the process of configuring table

columns.

This feature is also available for the Order Search page under the Reports menu.

Configuring Workflow Pages

When you click on the “gears” on any Workflow page, you are presented with a series of options
that lets you configure the page or manipulate data as follows.

1. Usethe Results per Page drop-down menu to select how many items you want to presentin a
table per page. If you select more items than can be displayed on a single page, tabular
data will be paginated across multiple pages.

2. Under Download As, click either XML or CSV to download the tabular data in those formats.

3. Under More Options, click Configure Columns to manipulate which columns will appear
on a particular table and in what order (see next page).
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Configuring Columns

Bl The tables on the majority of pages in the Workflow can be

20 |v configured using the “gears” at the top right corner of the
columns. This example uses the Special Alerts page, but the
instructions apply to the majority of Workflow tables you will
encounter.

:_o Click the gears and in the box that appears, under More

Options, click Configure Columns.

To remove a column, use your mouse to grab it, then drag and drop it into the “trash can” at the
far right side of the row.

To change the position of a column on a table, grab it, then drag and drop it into the desired
position on the row.

Special Orders Columns
To add a column, in the Sidebar, use the Choose Column menu to select S Conmn

the name of the desired column, and then click Add. The column will be o
added at the far right end of the row, and you can drag and drop the new pace
column to the desire position. A
GEOX
.. . . IPAD
When you are finished, use the Global Navigation bar to return to the Eaae
desired page. PrOK
QAGE
REAS
REASON_CODE
REGN
RFCB
S2CC
SZNM
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Available Columns

In each of the table examples in this manual, column descriptions are included for the purpose of
showing how the table displays data, but not all possible columns are shown for each table. The
following is a list of all the possible column selections for different table types.

All columns, once added display atooltip if the cursor is hovered over the column title.

Suspect Special Order Persona

Description

Orders Alerts Search Orders

AGEO Identifies the age of an order in minutes. X X X
The initials of the Agent managing the

AGNT suspect transaction. X X X
Identifies the age of an order by the date

AGTD and time it came into the Workflow and was X X X
assigned.

AMNT The amount of the transaction. X X X
The authorization status of the transaction,

AUTH such as Approve or Decline. X X X

AUTO AGENT Shows unique ID for an Auto Agent rule

RULE ID triggered by a transaction.

B2CC Displays data for Billing Country. X X X
The unique bank identification number for a

BIN_COUNTRY (o niry. X X
The unique bank identification number plus

BIN_PLUS_FOUR  ¢r. X X
Displays the Chargeback Defender Score

CBD_SCORE for the transaction. X X
Products or services associated with

CAT1 Category 1 in Safetech Fraud Tools. X X X
Products or services associated with

CAT2 Category 2 in Safetech Fraud Tools. X X X
Displays the LN Instant ID CVI score for a

Cvis billing address. X X X
Displays the LN Instant ID CVI score for a

Cvis shipping address. X X X
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Available Columns, Continued

Suspect Special Order Persona

DESE[EHa Orders Alerts Search Orders

DATE The date on which the transaction was made. X X X X
Displays data for the country code configured on

DvCC a device. X X X X
Displays the unique device ID value for the

bvID device used in the transaction X X X X
The email address associated with the

EMAL transaction. X X X X
Geographical location of the riskiest country

GEOX associated with the persona from the last 14 X X X X
days.

IPAD The IP address associated with the transaction. X X X X

KAPT Indicates availability of the Data Collector X X X X
The customer name associated with the

NAME transaction. X X X X
The network type associated with the

NETW transaction, such as Library, Prison, or School. X X X X
The unique order number used by Agents to

ORDR identify the transaction. X X X X

PTOK Payment token or method of payment used. X X X X

PTYP The payment credentials or credit card type. X X X X
Identifies the amount of time the transaction has

QAGE been in the current queue. X X X X
Indicates the reason that the order is under

REAS review. X X X X

REASON_CODE Displays a custom created reason code. X X X X

REGN Region or area. X X X X

Continued on next page
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Available Columns, Continued

Descrintion Special Order
Pt Alerts Search
RFCB Indicates a refund or chargeback. X X
Shows unique ID for a rule triggered by a
RIS RULE ID transaction.
Column in the Order Search results display for
s2cC Shipping Country. X X
S2EM Displays Ship to Email Address data. X X
S2NM Displays Ship to Name data. X X
The current risk assessment score for the
SCOR transaction. X X
The merchant-owned website used by the
SITE customer to make the transaction. X X
SHTP The shipping type, either regular or other. X X
The current status of the order, such as Review,
STAT Escalate, or Expired. X X
The unique number used by the merchant to
TRAN identify the transaction. X X
Cookie customer values used by the merchant
UNIQ for tracking. X X
Indicates customer purchasing activity within
VELO the last 2 weeks. X X
Indicates the most vigorous customer purchasing
VMAX activity during a 6-hour period within the last 2 X X
weeks.
XCSR The original risk score of the transaction. X
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Suspect Orders

Overview

The Suspect Orders page is where Risk Department staff will be spending much of their time.
This page lists every transaction submitted by the system for manual review by agents. Managers
can use this page to assign transactions to specific agents, monitor the progress of transaction
reviews, search for a specific transaction, and more.

Summary Displaying 1 - 12 of 12 total results. i
Active Agents: 4 =
Held For Review Today: 0
older 12 O details us 1NVSOHXPS7]G R 601122-2411
Total: 12 O details us LNV4OR473KLY R 601175-4128
Agent Actions E  details us 1NVA07H77CLK R 601129-8993
Get Next Order B details us 1NSTODQRYZCW R 601155-6724
: E  details us 1NSTO34XL4R5 R 601176-7651
Suspect Orders Filter
= i Y
Assigned details us 1NSWOYZR760] R 601118-5253
B detail us 1NSS09YC1KML R
E  details us 1NSS0OXOLKXHM R 601151-4384
E  details us 1NSS0G89WVDYV R 601145-1088
B details us 1NSSOM1CPCMZ R 601159-7870
Rule ID
E  details us 1NSCOITSCHW? R
E  details us 1N9COEHELEPK R
‘ --Status-- |v | ‘ --Agent-- | v ‘ Note: Apply Changes
Filter
Displaying 1 - 12 of 12 total results.

Like most pages in Safetech Fraud Tools, the Suspect Orders page is composed of two major
areas:

1. Sidebar: Contains a Summary section providing information about orders and agents
and a Suspect Orders Filter, which allows you to filter the results in the Suspect
Orders table.

2. Suspect Orders Table: Provides detailed information about suspect orders that have
been routed into the Workflow queue for manual review and disposition.

While the appearance of the Sidebar on the Suspect Orders page will always be the same, the
columns that appear in the Suspect Orders table will vary depending on which columns were
selected to appear in the table.
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Suspect Orders Sidebar

Configure one or more filters to change adjust the suspect transactions that appear in the Suspect

Orders table.

Section Purpose Details for Settings
This section has a tally for orders under review
and contains static information that changes only
as job statuses change.
Provides current status information - Active Agents: Number of agents logged
for all Manual Review jobs. The into the system right now.

1. Summary values represent all orders for all - Held for Review Today: Number of
profiles by default, but can be transactions routed for manual review.
filtered by Profile. = Older: Suspect transactions that have been

held in the queue more than the past 24
hours
- Total: Total number of suspect transactions.

2. Get Next AHO.WS you to call for the next Under Agent Actions, click Get Next Order to
available order that matches your :

Order : . add the transaction to your queue to be worked.
profile and adds it to your queue.

. Alems jew i i e 'Suspec.t Under Suspect Orders Filter, use the menu to

3. Assigned Order table by transactions assigned N . :

select the Agent’s initials and then click Filter.

to an Agent.

Allows you to filter the Suspect

Order table by Auth code. Use the menu to select ANY, A, or D and then click
4. Auth . . ;

Settings available are Any, A Filter.

(Accept), and D (Decline).
5 Site glrlg\évrstg&lé LO ?Egrvszgsigsn?rg:a Use the menu to select a specific website or select

: . y . ANY and then click Filter.
associated with transactions.
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Suspect Orders Sidebar, continued

Section ~ Purpose ~ Details for Settings
Use the menu to select the standard settings:
- Any
= C (Change) — indicates that an order
was auto-approved, but changed
Allows you to filter the Suspect Order because of updated information.
6. Status table by either standard or = E (Escalate) — is ready for a Lead
customized status. Agent or Manager to either Approve or
Decline.
< R (Review) — indicates that an order
needs manual review to determine its
fate.
7 Rule ID Allows you to filter the Suspect Order Type the Rule ID number in the available field
' table by a specific Rule ID number and then click Filter.
Use the menu to select the standard settings:
= Any —filters by assignable and non-
' assignable status
8. Assignable AT you 0 fllter S SRSl Qelss = Yes — produces a result only if the order
table by its assignable status. :
can be assigned.
< No — produces a result only if the order
cannot be assigned.
Allows you to filter the Suspect Order . ,
. ) o Use the menu to select a specific profile name or
9. Profile table by all profiles or a specific | :
. eave the setting at Any.
profile.
10. Filter G SV AL A Click Filter to apply your changes
' Suspect Orders table. '
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Suspect Orders Sidebar, continued

Suspect Orders Table

Summary

Active Agents:

Held For Review Today:
Older:

Total:

4
o

12
1z

Agent Actions

Get Next Order

Suspect Orders Filter

Assigned | ANY

v ]

| Auth [ ANy

v =

Site | ANY

v |

IStatUS | ANY

v |-

Rule ID |

IAssignabIe | ANY

|7 =

Profile | ANY

v |

6000 ©

Remember that the columns in Workflow tables can be manipulated, so your experience on
Workflow tables in your system may differ from what is presented here.

Section Purpose ~Details for Settings

Select the top check box to select all orders
1. Check Select one or more orders in the table. in the table, or select multiple check boxes as
Boxes i

desired.

i Lets you view the transaction details for any Click the link to view the transaction details

2. Details order. page for a specific suspect order.
3. CAT2 Lists all orders belonging to the CAT2 UDF. IE;snézztatlc IieMiEen Sre) EEnmel be
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Suspect Orders Table, continued

Section Purpose Details for Settings

Lists the names of agents assigned to orders  This is static information that cannot be
4. AGNT if the orders have already been assigned. changed.
5. BIN _Indlcgyes Fhe country for the_umque_bank This is static information and cannot be
COUNTRY |dent|f|c§1t|on number associated with the changed.
transaction.
Unique transaction ID number associated with  This is static information and cannot be
6. TRAN the order. changed.
2 STAT The current status of the transaction. This is static information and cannot be
changed.
8. Indicates the unique k_)ank |de_nt|f|cat|9n This is static information and cannot be
BIN_PLUS_F number plus four that is associated with the changed
OUR transaction. ’
The options available when selecting the
Status menu are:
e Decline
e Escalate
e Review
This is a selection that a Lead Agent makes * Approve
9. Status when assigning a job to an Agent. e Confirm
Special codes can also be added on the
Manage Reasons page under Settings that
let you add with Reason to any of these
Status menu selections. When selecting the
Agent menu, the initials of all available
agents are displayed.
Allows you to select an agent to be assigned
to the transaction. Once one or more transactions are selected,
10. Agent Agents cannot manually reassign orders use the drop-down menu to select the agent's
and must request a Lead Agent perform initials.
the reassign function.
Enter the note using the available field.
Allows a Lead Agent to enter key information ~ When using a customized with Reason
11. Note relating to a customer order that an Agent Status (see item 17.), this area will be
will need to know. automatically populated when the Apply
Changes button is pressed.
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Suspect Orders Table, continued

Section Purpose Details for Settings

‘ 12. Apply Ensures that all settings made on the Suspect  Click on the Apply Changes button to save ‘
Changes Orders page are changed. all changes.

= "G AGNT | BNCOUNTRY | IRAN ST mneiws soun

O] [etails us 1INVSOHXPITIG R 601122-2411

| ldetails us 1INVA0RAT7IKLY R 601175-4128

| ldetails us INV4OTHTTCLK R 601129-8993

B ldetails _o us 1INSTODORYZCW R 601155-6724

B ldztails us 1NSTO34XLARS R 601176-7651

B ldetails us INSWOYZRTEO] R 601118-5253

E| ldetails us INSSOYCIKML R

B |details us INSSOXOLEXHM R 601151-4384

B |details us 1INSSOGEIWVDY R 601145-1088

B |details IP us 1INSSOMLCPCMZ R 601159-T870

B Jdetails us 1NSCOITSCHWT R

E details us 1NSCOGHELEPK R

[ status— v | | -Agent-| v | pote: I Apply Changes |

o

Transaction Details

When on the Suspect Orders page, clicking on the details link in the row for a specific
transaction, will open the Transaction Detail page for that transaction. On that page, Lead
Agents and Agents have the ability to review a wide variety of information about the
transaction. You can also reevaluate its risk, change its status, and Lead Agents can reassign
an Agent. All of these tasks and more can be performed using the Gadgets that appear on any
Transaction Details page.

When the Transaction Details page appears, you will see information appearing in the following
Gadgets, some of which you can act upon such as clicking links or buttons. More Gadgets
available as you scroll down the page to other sections.

Continued on next page
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Transaction Details, continued

What Are Gadgets?

Gadgets are a new feature on the Transaction Details page starting with version 5.1.0 of
Safetech Fraud Tools. Each Gadget possesses a specific function in the risk assessment
process. Although some Gadgets appear to be related or to share information, each one
is a self-contained tool that operates in a console-like environment and allows a
merchant’s risk management team to more efficiently locate and process information
regarding a specific customer purchase.

Previously, the Transaction Details page presented information using various boxes,
tables, and links. The information was static and not amenable to manipulation by a
merchant’s risk management staff. Gadgets now replace the elements of prior versions
of the Order Details page to offer information in an easier to read fashion. All of the data
users are currently able to see will remain available for their utilization in managing
orders. These following pages will describe the layout of this data by the use of
Gadgets. Merchants may select to keep their current, legacy view as their primary view if
they so desire.

The Transaction Details page has a default number, type, and order of gadgets, but any
merchant can change which gadgets appear and how they are ordered on the
transaction details page on an user by user basis. Each individual with Agent permissions
can add, remove, and rearrange gadgets on the details page and the customizations will
be specific to that user.

Each Gadget will be described individually in this document outlining the features and
attributes of each as well as how gadget presentation is customized.

In the output of the different gadgets displaying data on the transaction details page,
information such as PTYP, Email, or IP address may be missing, either upon the initial
loading of the page or when new information is provided. If information for any of these
data elements is missing, a “null value” will be loaded for that element.

The Transaction Details Sidebar

Like almost all other pages in the console, the Transaction Details page has two general
areas, the Sidebar, and the Primary Pane. Gadgets are presented in both areas. The
following are the Gadgets you can find in the Sidebar area.

Continued on next page
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Transaction Details, continued

Section

When configured in Queue
Assigner provides a checklist to
guide an agent in working a
transaction using a

1. Checklist predetermined set of steps. Only
available if Queue Assigner is
enabled and if the Checklist
feature is created for an agents
Queue Assigner Profile.

Provides all of the information
specifically related to the
2. Transaction transaction (If the Checklist tab
Summary also appears at the top of the
sidebar, select the Transaction
tab).

Details for Settings

Gears: Opens the Gadgets menu and lets the agent
add gadgets to the details page.

Checklist Tab: Select the tab to access the
checklist (displayed amount of checklist completed).
Checklist Item: Provides instructions in a
sequential order.

Outcome List: Lets the agent select one of a
number of predetermined outcomes once the step is
completed.

Save Button: Saves changes once an outcome is
selected.

Checklist Item History: Shows who has worked
the checklist item and when. Shows none
selected if the item hasn’t been worked (Can be
expanded or collapsed).

Checklist History: Shows who has worked any
item or items on the checklist including the name
of the item and when it was worked (Can be
expanded or collapsed).

Trans. ID: The identification value assignedto the
transaction.

Type: The type of transaction such as an Internet
order.

Website ID: The merchant website accessedfor
thetransaction.

Date: This is the date the transaction was originally
created based on the merchant’stime zone.

Order Num: The merchant's order number for the
transaction.

Status: The current Kount status for the
transaction.

Agent: The initials of the risk management agent
evaluating the transaction.

PersonaOrders: Click thislink to see all orders that
are associated with the current transaction.
Formerly known as “Linked Orders.” Link will say
“No Persona Orders” if none are present.
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Transaction Details, continued

Section

Details for Settings

The Customer gadget presents
static information about the

3. Customer customer associated with the
transaction, if the transaction
has been previously assigned.

The Payment gadget presents data
regarding the payment being

4. Payment used by the customer for the
transaction.
The Device gadget presents
5 Device information about the device being

used by the customer to place the
order.

Created: This is the date and time of that the order
was first created.

Name: This is the name of the customer supplied
by the customer.

Email: This is the email address supplied by the
customer.

Ship Email: This is the email address associated
with the shipping address.

Cust. ID: This is the unique value assigned to the
customer.

DRIV: This field is available only whenthe
merchant passes in the customer’s driver’s license
number.

Total: This is the total amount being paid by the
customer and the currency type being used.

Type: This is the payment type being used by the
customer.

BIN Country: The country in which the bank that
issued the payment cardis located.

Flags: These are the Order Status flags that are
present for the payment being used. Only those flags
present will be displayed. Flags that can be
presented include:

MACK: Y (Yes) or N (No) indicates whether merchant
has acknowledged receipt of order and if customer
expects shipment

AUTH: Authorization status of A (Approve) or D
(Decline)

AVSZ: Bankcard AVS ZIP CODE reply

AVST: Bankcard AVS Street Address reply

CVVR: Bankcard CVV/CVC/ CVV2 reply

RFCB: Refund/Chargeback status

Location: This is the location of the device
determined from its IP address.

Proxy Location: If the customer is seen to be
using a proxy to disguise their true location, the
location of the proxy is displayed and highlighted
and is visible only when a proxy server has been
detected.

IP Address: This is the IP address of the device
being used by the customer.
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Transaction Details, continued

Section Purpose Details for Settings

6. VIP
Summary

The VIP Summary gadget presents
alist of VIP fields associated with
the transaction.

Reviewed Fields: Thisis a list of VIP fields
associated with the transaction that are marked as
Review.

Declined Fields: This is a list of VIP fields
associated with the transaction that are marked as
Decline.

Manage Lists: Click this link to manage the
relevant VIP fields for this transaction.

7. User Defined
Fields

The User Defined Fields (UDF)
gadget presents data on any
custom fields the merchant may

Each relevant field and the value it contains is
displayed in the gadget. Click the “more” link to see

The Order Search page is
located under the Reports menu
and is not a Workflow page.

have created that involve this the full list.

transaction.

The Order Search gadget lets you

click on an item related to the

transaction and search for other

transactions based on that item. o el

Click the desired link, such as the e IPAddress
8. Order Search email address of the customer, to

search for other transactions with =i ClistomeniD

the same customer email address. » Payment

9. Link
Analysis

The Link Analysis gadget on the
Transaction Details page allows
merchants to search the
merchant’s system for orders
related to the current transaction
based on key attributes. You can
select one or more of these items
in any combination. A minimum of
one check box must be selected.
Then click the Find Linked button
to see a list of results. Read
more aboutLink Analysis afterthe
Gadgets section of thisdocument.

Status: This is the Kount status for the
transaction.

Email: This is the email address supplied by the
customer.

IP Address: This is the IP address for the device
being using for the transaction.

Card: This is the card number being used for the
transaction.

Cust. ID: This is the unique value assigned to the
customer.

Device ID: This is the unique value assigned to
the customer’s device.

Bill Phone: This is the billing phone number
supplied by the customer.

Ship Phone: This is the shipping phone
number supplied by the customer.
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Transaction Details, continued

Section Purpose Details for Settings

9. Link
Analysis
(continued)

The Link Analysis gadget on the
Transaction Details page allows
merchants to search the merchant’s
system for orders related to the
current transaction based on key
attributes. You can select one or more
of these items in any combination. A
minimum of one check box must be
selected. Then click the Find Linked
button to see a list of results. Read
more aboutLink Analysis after the
Gadgets section of this document.

Bill Address: This is the billing address
supplied by the customer.
Ship Address: This is the shipping address
supplied by the customer.
Device Layers:
o Layer 1: Gathers data from a
computer regarding network, OS, and
SSL.
o0 Layer 2: Gathers data from a
computer regarding Flash.
o Layer 3: Gathers data from a
computer regarding JavaScript.
o0 Layer 4: Gathers data from a
computer regarding the HTTP header.
o0 Layer 5: Gathers data from a
computer regarding the Web browser.

10. Custom
Web Links

The Custom Web Links gadget presents
a list of customized URLs which may
include parameters that, when clicked,
will perform a preconfigured function such
as open the billing address in Google
Maps or search for the IP address of the
device being used to make the purchase.
See the documentation for Custom Web
Links later in this chapter under Settings
for details. The gadget has two features.

Custom Web Links List: Click any of the
available links to perform a specific
function.

Gears: Clicking the “gears” in the upper-
right of the gadget opens the Custom Web
Links page. Only an admin can create or
edit a web link.

©2013 Chase Paymentech — All Rights Reserved

Safetech Fraud Tools

Continued on next page

a7
Last Revised: 4/15/2013




Transaction Details, continued

Transaction

1. Compare with Targus BESUmmaryE:. e

Transaction Summary e

1 CRK (10:34 Feb 13) Lack of his! 2 | Trans. ID. 6BZWOTGLLATL Rey _ ed Fields manage lists
( Type: Internet Order A HE oI
CRK (10:33 Feb 13) | save i = Ship Address

Website ID: DEFAULT

Date: 08/15/2011 13:27:59
-] hide history (10 actions taken) Order Num: 7¢260c4510
Status: Escalate

Mo fields are being declined

H User Defined Fields |

Compare with Targus Agent: Unassigned AmeQGODTthiES' HAMBURGER
CRK: Done, by definition. Persona Orders CONTRIBUTOR: ¥
G hT: CORPORATE: ¥
mpare with Targus = :
CRK: Lack of history. DIAFE: ¥
Created: 06/22/2012 13:34:12 DIAFE Y
Look up order history Name: Brent Doe +10 mare

CRK: No answer

Email: 5d3c2c1314@example.com

Order Sea!chl_. s
Cust. ID: MjQyNDAZOTeyNTIyMQ

Email: 5d3c2c1314f@example.com
IP Address: 10.100.4.62

Customer ID: MiQyNDAZOTcyNTIVMO
Payment: CARD

Escalate to manager
CRK: Postponed

P
Y

Total: 49.99 USD
Type: Discover Credit Card

Call the customer please Feb 12, 2013 BIN Country: Unknown

JDM: No answer 15:20 Flags: #MACK <AUTH «AVSZ
YAVST CVVR

Call the customer please
CRK: Lack of history.

00 o ¢

all linked orders 12,895

Email: [} bd3cZc1314@e... 12

1P Address: [ 10.100.4.62 435
L e S

Loak up order history T Location: DE (C Cust. ID: [ MjQyNDAZzOTcy... o

JDM: Postponed 15:04 Proxy Location: Grimsby, GB payment: (| EBESF7634D39... 6
IP Address: 10.100.4.62 b = -
Escalate to manager Feb 12, 2013 BERE DObOTE: | Find Linked |
JDM: Lack of history. 15:04

Call the customer please Feb 12, 2013
JDM: Postponed 15:10

Escalate to manager Feb 12, 2013
JDM: No answer 15:04

Link for NAME URL injection&q=mybadp...
Link for B2A1 50E5C958B9258 ST

Link for B2A2

Link for B2CI BILL50ESC958B9295TON
Link for B2ST KUHISTONI BADAKHSHON
Link for B2PC 72793

Link for B2CC TJ

Link for ANID

Link for B2PN 9362047359

Link for S2NM JANE DOE

Link for S2A1 123 SHIP ST.

Link for S2A2 SUITE 13

Link for S2CI BEVERLY HILLS

Link for S25T CA

Link for S2PC 90210

Link for S2CC US

Link for S2PN 2083459876

Link for EMAL EMAIL_S50E5C958B9350...
Link for S2EM JANEDOE@EXAMPLE.C...
Link for ORDR order50e5c9594de9f

Link for TRAN 1VZS0BJJIPLNS

Link for IPAD 184.193.229.127

Link for UNIQ NTAyNTcyMzY 1Njk40A
Map for S50E5C958B9258 ST. BILL5DESC...
Link for {Bof{GusSillyHIH{Links}}

"For Xss</a><script>alert(XSS!')</script...
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Transaction Details, continued

The Transaction Details Main Page

There are a wide variety of Gadgets available on the main Transaction Details page to
assist Risk Evaluation staff in determining if a transaction has a high risk of fraud. Some
Gadgets, such as those listed under External Services, are not available except by
subscription.

Section

1. Current
Risk
Evaluation

Purpose

The Current Risk Evaluation gadget
displays static data on the current risk
level of thetransaction based ondata
presented in the fields this gadget
provides.

Current Risk Evaluation

02/13/2013 11:18 R

Order Notices
Customer Order 87

Evaluated On Reply

Current Risk Evaluation
Score Evaluated On Reply Score
87 02/13/2013 11:18 R 87
Order Notices
B Review

Details for Settings

Evaluated On: Date-time of the order
based upon timezone setting of the user
login.

Reply: Reply from initial RIS inquiry for the
order.

Score: Risk assessment score

Geox: Geographical location of the riskiest
country associated with the persona from the
last 14 days.

Velo: Authorized buying activity in the last
two weeks.

Vmax: Authorized buying activity in the
most active 6-hour period during the past
two weeks.

Cards: Number of credit cards associated
with the Persona’s purchasing behavior.
Emails: Number of email addresses
associated with the Persona’s purchasing
behavior from the last 14 days.

Devices: Number of computing devices
associated with the Persona’s purchasing
behavior from the last 14 days.

Collector: Shows if Device data has been
collected.

Reevaluate: Click the Reevaluate button to
update the data in the Current Risk
Evaluation gadget. When this button is
pressed, a RIS requestis sent to the RIS
server, but since the request comes from the
console, a certificate is not required.

Current Risk Evaluation

Evaluated On Reply
0232012103 R

Scare Geox Velo Vmax Network
2 Fl 0 0 H

Collector -

| Reevaluate

Cards Emalls Devices
1 1 1 N
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Transaction Details, continued

Section Purpose ~Details for Settings
This gadget does not appear by default and must
When configured in a Queue Assigner be added manually. Notices in this gadget will
rule, this gadget will display either an only appear one or more Queue Assignerrulesis
2. Order “OK” message in green indicating that configured to send such notices when the rule is
Notices the transaction is low risk, or a triggered by a transaction. Also, the agent
“Warning” message in red stating that must belong to a Queue Assigner profile
the transaction is high risk. associated with the rule set containing the
triggered rule.
This gadget displays all of the rules Under each category, the specific rules triggered
3. Rules that were triggered by the transaction are listed. The data appearing in this gadget
Triggered by categories, such as Decline Rules, varies depending on the rule category and rules

Review Rules, and Escalate Rules.

triggered.

4. Timezones

The Timezones gadget displays the
differences between the timezones for
location elements in a graphical format.
If no data is available, no information will
be presented.

e Billing/Shipping Address: Gathered from
postal data.
Billing/Shipping Phone: Gathered from
postal data.
Device: Gathered from Flash or
Javascript, and respects DST. Will ignore
devices with no timezone data passed in
rather than displaying 0 GMT.

You can use the Maps gadget to display
a graphical map of any of the available
location elements associated with the
transaction. Select one or more links for

Billing Address
Billing Phone
IP Address

Shipping Address

Review Rules

= Expensive Bluray disc found in shopping cart l

= Expensive leather couch in shopping cart
= Multiple HDMI cables found in a shopping cart

M Shipping Address, Shipping Phone
Billing Address, Billing Phone
H Device Setting

5.Maps these location types and then click the Shipping Phone
Show Maps button to display a world map Device
where each selected location will be .
displayed. Note that not all of the options * SQOW A”.‘ Click to show all of the
may be available for all transactions. above options.
Rules Trrggered Timezones Maps

1. Billing Address
2. Shipping Address
3. Device

| Show All |
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Transaction Details, continued

Section Purpose

Details for Settings

6. Addresses

not indicate possible fraud.

The Addresses gadget presents data
on the billing and shipping addresses
associated with the transaction and
particularly if the billing and shipping
addresses match or otherwise do or do

Click more data to view additional data about the
Billing Address, the Shipping Address, and a
comparison between the two. Hover over icons
next to Billing Address and Shipping Address
to see their status.

The Phone Numbers gadget presents Click more data to see additional information

data on the billing and shipping phone about the Billing Phone, Shipping Phone, or
7. Phone numbers associated with the transaction to compare the two. Hover over the icons next
Numbers and particularly if the billing and to Billing Phone and Shipping Phone to view

shipping phone numbers match or do status such as Standard land line and

not match. unknown phone address.

Addresses

Billing Address E) Shipping Address E)
John Doe Jane Doe

123 Bill 5t., Suite 13 123 Ship St., Suite 13
Beverly Hills, CA 90210 Beverly Hills, CA 90210

+ more data

Phone Numbers

Billing Phone (" E) Shipping Phone (" @)
(208) 345-9876 (208) 345-9876
Boise, ID Boise, 1D
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Transaction Details, continued

Section Purpose

This gadget displays any external, third-
party services that have been requested
by the merchant and enabled in the
merchant’s console. External services
are available by subscription only. The
External Services gadget will only be
present if one or more external services
have been subscribed to by the
merchant. Details for these services are
available later in this document.

8. External
Services

Details for Settings

External services available for subscription
include:

e TARGUSinfo

e LexisNexis

e 192.com

External Services
Targus Services
Billing Address
= TARGUSinfo

: Shipping Address
: = TARGUSinfo

Lexis Nexis Services

= Chargeback Defender

Billing Address Shipping Address
= Find A Person = Find A Person
= Instantld . = Instantld

= Phones Plus . = Phones Plus

. Chargeback Defender

192.com Services

Billing Address = Shipping Address
= Checkld . =Checkld

= Proveld . =Proveld
"Proveld KYC | = Proveld KYC
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Transaction Details, continued

Section Purpose

Details for Settings

The Shopping Cart gadget provides
9. Shopping details aboujc the items the customer
Cart has placed in the shopping cart for

purchase. Shopping cart information is

displayed in the gadget as follows:

1.

The total number of items purchased
and the total amount with currency type.

. The product type, item number and

item description.

The price of an individual item.

The number of items purchased such as
x1 or x2.

The total price for the amount of each
item purchased.

If an item purchased is related to a
triggered rule, the number for the
triggered rule will be displayed under
the total purchase price for the item(s).
Items can be sorted by as given, name,
or price.

@

Shopping Cart

& items totaling $5,052.93 USD

Tv - LN46B610
Samsung 46" lcd hdtv

Blu-ray player - BDP-3500
Sony 1080p blu-ray disc player
@' Hdmi cable -- HDMI-HDMI-2 - OEM
Link depot 6 ft. hdmi to hdmi a/v cable

Surround sound -- HTP-2920
Pioneer high power 5.1 surround sound system

Leather couch -- 7288662
93" brown leather sofa

Bluray disc — BO002VTOBK
Legally blonde platinum collection

@

| order by:  as given En‘.e EI’iCEI
1,899.99 x1 $1,8099.99

A_—
699.99) x1  $699.99

(9

0=

499.99 x1  $499.99

1.899.99 x1 $1,899.99

42.99 x1 _ $42.99
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Transaction Details, continued

Section Purpose ~Details for Settings

Provides BIN and Bank e Card: Displays the contact information for
10. Bank ; ;OV' ets. han th an contzﬁt ) the bank that issuedthe card.
Information information when the payment type 1S a o BIN: The bank’s identification number.

credit card. .

e Indicator: Card type.

The Distances gadgetpresentsatabular

display of the distances between any two

location elements involved inthe o Billing Address

transacftictJ]n baseld on validatecbi addresses. Billing Phone
SO cflhese valuee ey nolbe PIESenl + - Shipping Address
Distances uttorthose thatare, you €a e Shipping Phone

see the distance, in kilometers, between «  Device

any two of them, such as the distance

between billing address and billing e Proxy

phone or between billing address and

shipping address.
Bank Information Distances - km
Card Binea Indicator | V| PX
Visa Classic 601106-4711 Credit i oiigl 30 308
Key Client Cards & Solutions S.p.a. d 2 13 1 5324 430
Via Marcello Nizzoli, 8 silg 0 @ 13 3 0 319
Milan, 20147 IT y 3 1 3 5302 295
ph: 39-02-48310631 fx: 39-02-48310786 0 35324 0 5302 0

|305 430 319 295 O
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Transaction Details, continued

Section Purpose Details for Settings

e Risk Evaluation History Bar: Displays the
risk evaluation data in columns that are
identical to the Current Risk Evaluation
gadget at the top of the Transaction Details
page but with the original values. The
date/time displays as a drop-down menu if
the transaction has been re-evaluated more
than once.

e Fraud Control: Actions and Rules
Triggered shows a list of triggered rules by

The Risk Evaluation gadget is made up Rule ID number and the conditions of the rule.

12. Risk of several components that each provide e Auto Agent: Actions and Rules Triggered

Evaluation valuable information regarding the provides the same information for Auto

History potential for fraud represented by the Agent rules. Note, Auto Agent will only
transaction. appear if this feature is enabled in the

console.

e Extended Variables: Displays risk information
obtained from the customer's computer, web
browser, and other system-aware merchants.

o Flags: Presents a list of detected device
variables.

The Extended Variables and Flags sections
involve very specific fields that will be described
in subsequent rows of this table.

Risk Evaluation History
Evaluated On Reply Score Geox Velo Vmax Network Cards Emails Devices Caollector
| 07/26/2012 15:20 = 20 us 8 8 S 9 1 1 N

Fraud Control: Actions and Rules Triggered

Rule 70810 REVIEW when(([order.site] == [DEFAULT]

Auto Agent: Actions and Rules Triggered
No rules were triggered

Continued on next page
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Transaction Details, continued

Section Purpose

Extended
Variables

Displays risk information obtained from
the customer's computer, web browser,
and other system-aware merchants.

Details for Settings

Device Country: The device’s country of
origin information gathered by the Device
Data collector and represented by a two-
character country code.

HTTP Country: The device’s country set in the
device’s Control Panel and represented by a
two-character country code.

Language: The language setting of the
customer’s device.

Local Time: Time set on the customer’s
device.

Timezone: Time zone set on the customer’s
device.

Fingerprint: A hexadecimal hash representing
the device’s response to queries about
different properties or characteristics of the
device.

Device Layers: A value that represents
numerous system identifiers considered
basically constant on the device.

Mobile Type: If the customer is using a mobile

device, this value indicates the type of mobile
device.

Flags

represented in red by an "x"

Presents a list of device variables with
those detected represented in green with
a check mark and those not present

Cookies: If the device's web browser is cookie-
enabled.

Flash: If the device’s web browser is Flash-
enabled.

Javascript: If the device’s web browser is
JavaScript-enabled.

Mobile Device: If the customer is using a
mobile device.

Mobile Forwarder: If the device is mobile,
this indicates it is using a wireless protocol.
PC Remote: If the device being used by the
customer is remotely controlled.

Proxy: If the device is making the
transaction through a proxy device.

Voice Device: If the device is voice
controlled.

©2013 Chase Paymentech — All Rights Reserved
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Transaction Details, continued

Extended Variables Flags
Device Country US « COOKIES
HTTP Country US + FLASH
Language EN < JAVASCRIPT
Local Time 2012-08-22 09:03:17 xMOBILE_DEVICE
Timezone 360 *xMOBILE_FORWARDER
Fingerprint C93618DEFFAD09B5327534AF45699CD3 ®xPC_REMOTE
Device Layers DB97612AEF.DIF3C5FET8.39E2BE53ES5.61FD602D96.67906A60CC xPROXY
Mobile Type n/a =xVOICE_DEVICE

 save || Save&Next |

Section Purpose _Details for Settings
e Assigned: Lists the number of transactions assigned to

the Agent. Click it to see more information or to refresh
the list.

e VIP Lists: Performs the same action as clicking manage
lists in the VIP Summary gadget.

e History: Click this link to see a list of the activity for this
transaction.

e Agent: Open this menu and select an agent to assign.
NOTE: Agents cannot manually reassign orders and
must request a Lead Agent perform the reassign

The Status/Assignment Bar function.
gadget allows you to view  gtatys: Use this menu to select a disposition for the
13. Manage relevant information about transaction. Status options include:
Transaction this and other transactions o Decline
Bar in the agent’s queue and to o Escalate
disposition the current 0 Review
transaction. o Confirm
o Aged-out
e Note: Write a short note about your disposition
decision.

e Save: Click to save your changes and clear the
transaction from your queue.

e Save and Next: Click to save your disposition, clear it
from your queue, and request the next transaction for
review. (This option is only available for merchants
using the Workflow Queue Assignor feature)

Continued on next page
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Transaction Details, continued

The CPS Details gadget on the Transaction Details page lets you review the following
data about the transaction, if available.

1. Settlement Details

2. Refund Details

3. ECP Return Details

4. Chargeback Details

CPS Details
Chargeback Details

Category Date Amount  Presentment Curr. Due Date  Reason Code Usage Code MOP Trans. Date Trans. Type  Activity Date  Authorization Date Fee Amount
2012-01-24 09:13:26 AB4 - = - 2011-11-11 16:03:41
2012-01-24 09:12:55 54 - Cardholder Dispute Not Elsewhere Classified - » 2011-11-11 16:03:41 =
2012-01-24 09:13:21 ] 054 - - - 2011-11-11 16:03:41 ]

Only the information being returned about the transaction will display so you may not see
all four content areas. The data is read only.

Using the Legacy Transaction Details Gadget

If you want to compare the information
presented by the various Gadgets on the

Transaction Details page with how that data ["old version|
looks in the previous version of the Details _
page, just above the Disposition Bar R -

Gadget, click old version. You will be
immediately taken to a legacy version of the
Details page presenting the same transaction with the same data. To return to the current
Details page containing Gadgets, click your web browser’s Back button.

Customizing Gadgets on the Details Page

The Transaction Details page displays a Transaction Summary (] | pe——
default number, type, and configuration of e T o=
gadgets but each person using the console Tyoe: Imemet Order —
can customize the page to display only the Wiebsite ID: DEFAULT Distances - mi
gadgets they desire and in the specific o e R R IS R

. - .. rder Mum: c
order they desire. Each individual user Session 1D 92BccT60ee..3408236b06
can make specific customizations that will Status: Roviow
apply only to them, based on their user Agent: Uniassigned us setesil nodasis
login. When a user customizes gadgets on P

the details page, every transaction they
work will offer the details page exactly as they have modified it. Once customized, a user can
also return the page to its default settings.

Continued on next page
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Transaction Details, continued

Section

1. Gadget List
Gears

Purpose

Allows the gadget list to be
displayed or hidden.

Details for Settings

Click the “gears” to open the list. To close the list,
click the “gears” again.

2. Keywords

Allows the gadget list to be filtered by
a keyword or words.

Start typing a word and the list is automatically
filtered. Keywords can be all or part of the gadget
name or description or a word related to its
function. Only gadget items in the list will be
filtered.

3. Show all

Allows the gadget list to display all
available gadgets, including those
already added to the details page.

Select this check box to display all available
gadgets. If the check box is selected, you can
filter the entire list using the Keywords field.
Gadgets are displayed in the list in alphabetical
order, with the gadgets not added to the page
listed first, then the gadgets already installed.

4. Add Now

Allows a gadget on the gadget list
to be added to the details page.

Click add now to add the gadget, and then use
the positioning arrows to “steer” the gadget to
the desired location on the page. If show all is
selected, gadgets on the list that are already
installed will have installed displayed in place of
the add now button.

5. User Default
Gadgets

Allows a details page to revert to the
default number, type, and
arrangement of gadgets.

Click use default gadgets and then click OK
when asked to confirm your decision. The details
page will refresh and all of your customizations will
have been removed.
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Transaction Details, continued

Transaction Detall Gadgets

ords] R

Addresses
i inping address

B Bank Information

j Bank Information

Current Risk Evaluation
Resulis of the lxiesi rsk evaluabon

Link Analysis

The Link Analysis gadget on the Transaction Details page allows merchants to search
the merchant’'s system for orders related to the current transaction based on key
attributes. This is a critical feature in assisting merchants determine if a transaction
possesses a high risk for fraud.

The Link Analysis gadget is located on the transaction details page in the sidebar. The
merchant can select from one or more of the following attributes of a transaction:

Status: This is the Kount status for the transaction.

Email: This is the email address supplied by the customer.

IP Address: This is the IP address for the device being using for the transaction.
Card: This is the card number being used for the transaction.

Cust. ID: This is the unique value assigned to the customer.

Device ID: This is the unique value assigned to the customer’s device.

Continued on next page
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Transaction Details, continued

Bill Phone: This is the billing phone number supplied by the customer.
Ship Phone: This is the shipping phone number supplied by the customer.
Bill Address: This is the billing address supplied by the customer.

Ship Address: This is the shipping address supplied by the customer.

DevicelLayers
Layer 1: Gathers data from a computer regarding network, OS, and SSL.
Layer 2: Gathers data from a computer regarding Flash.
Layer 3: Gathers data from a computer regarding JavaScript.
Layer 4: Gathers data from a computer regarding the HTTP header.
Layer 5: Gathers data from a computer regarding the Web browser.

You can select one or more of these items in any combination. A minimum of
one check box must be selected. Then click the Find Linked button to see a list of
results.

Selections:
When you select attributes, Link Analysis will locate all related transactions that
match any of those attributes, but the Link Analysis results don’t have to match all
selections. For example, if you select Email,

IP Address, and Billing Phone, specific transactions in the results may match
Email, or IP Address, or Billing Phone, but they don’t have to match all selections.

When you select Device Layers, Link Analysis will locate all related transactions
that match your selections, but the results must possess all of your selections. For
example, if you select Layer 1, Layer 3, and Layer 5, specific transactions in the
results must match Layer 1, and Layer 3, and Layer 5. The more Device Layer
selections you make, the more restricted will be the search results.

Addresses:

Link Analysis treats attributes such as Email, IP Address, and Card as
individual tokens or items, but Billing and Shipping Addresses are made up of
multiple items. Addresses are made up of Line 1, which is typically a street
address, Line 2 which can contain an apartment or suite number, a City line,
State line, a postal code line and a Country line. Link Analysis does not perform a
search based on all of these items in the address.

Link Analysis performs a search of an address specifically as Line 1, Postal Code,
and Country Code. These are the elements in a Billing or Shipping Address that
return the most useful data relative to assessing a transaction for fraud.

Continued on next page
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Transaction Details, continued

Results:

Link Analysis results are returned in a standard table. The columns presented are
the default settings but the merchant can customize the table so that only the
desired columns appear by adding and removing column selections and then
dragging the desired columns into any order.

Elements in different columns of the results table are highlighted to indicate that
they match those same elements in the original transaction.

Displaying 1 -1 of 4 total resuls.
-

7 detsls R 4EOMO24006QCHAMPLE COM  DETOSCCDALC 22D4C0S0  MeMyNiadWzkOflzgdng [L0.1006.122 2003450076 2003450678 2001 06030 US  ST04 35247 US  205000441.10100503 CIO16CH1LA 34030
TAPIA

] LAKE
SE BIVD

—Status— 2| —Agent- :| Mot

4 Diplaying 1- 10f 11063 ReSns.

Update Results

Extended Variables (XTV) Definitions

The following information provides more details about the output of the Extended
Variables gadget.

Variable Name Purpose Details

Displays the number of credit cards associated

CARDS with the customer's purchasing behavior. Information is displayed as an integer.

COOKIES Indlc_ates if the customer’s web browser is Possible values are Y and N.
cookie-enabled.

COUNTRY Indicates if the device’s country of origin. ExpTesser) S 8 WD BEIEEEr CoUmiy

code.

Displays a value that represents numerous
DEVICE_LAYERS system identifiers considered basically constant
on a device.

Expressed as a 32-character
hexadecimal hash value.

Displays the number of computer devices
DEVICES associated with the customer’s purchasing Information is displayed as an integer.
behavior.

Continued on next page
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Transaction Details, continued

Variable Name  Purpose Details

Displays the number of email addresses

enabled.

EMAILS associated with the customer’s purchasing Information is displayed as an integer.
behavior.
Displays e vilies, oo sebaalea AP0 cach varatle s expressed as 2 10
FINGERPRINT representing 9 1 q o character hexadecimal hash, with five
identify different properties or characteristics of . -y
period-delimited values.
the computer.
FLASH Indicates if the customer’s web browser is Flash- Possible values are Y and N.

HTTP_COUNTRY

Indicates if the device’s country of origin.

Retrieves country information from a
different source and displays it as a two-
character country code.

Indicates if the customer’s web browser is

device.

JAVASCRIPT . Possible values are Y and N.
JavaScript-enabled.

LANGUAGE Indlf:ates if the language set on the customer’'s  Expressed as a two-character language
device. code.

LOCALTIME IellEiies F i e S o i CUsiomisrs Expressed as YYYY-MM-DD HH:MM:SS.

MOBILE_DEVICE

Indicates if the customer is using a mobile
device for purchasing.

Possible values are Y and N.

MOBILE_FORWA
RDER

Indicates if the customer’s mobile device is
using a wireless protocol.

Possible values are Y and N.

If the customer is using a mobile device,

The device name is expressed in a string

device.

MOBILE_TYPE indicates what type of mobile device. up to 32-characters long.
REMOTE_PC Indicates if the device being used for the Possible values are Y and N.
purchase is being remotely - controlled.
PROXY Indicates if the customer’s dewcg is making Possible values are Y and N.
the purchase through a proxydevice.
. . , Expressed as a three-digit integer,
TIMEZONE IENEEAES s Wiis 20 20 o7 U2 CHETmETs indicating the offset in minutes from

GMT.

VOICE_DEVICE

Indicates if the customer’s device is voice-
controlled.

Possible values are Y and N.
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Transaction Details, continued

Variable Name  Purpose Details

Displays the specific conditions that
triggered the autodecision, such as
Indicates which rule or rules (if any) were sending an order into Review if an order
triggered when the purchase was re-evaluated. is determined to originate within a
specific type of network as shown in
the following image.

RULES

See the Technical Specifications Guide: Risk Inquiry System (RIS) and the Rules
Creation section in this document for additional details on Extended Variables.

Transaction Status Definitions

The Transaction Summary gadget on the Transaction Details page sidebar has a Status
field that can be populated by various values. The following table defines each transaction
status in more detail.

Transaction Status Definitions

A transaction with this status has changed enough to cross any Risk Threshold
Changed including a Review or Decline threshold for Risk Score or Sale Amount.

A transaction with this status has been escalated by an Agent to a Lead Agent due to
Escalate extraordinary circumstances associated with the transaction. Because of these
circumstances, the transaction requires an expert review beyond the capacities of an Agent.

A transaction with this status is a Special Alerts case that was initially automatically or
_ manually approved and later declined. This change will not be acted on, usually because
Confirmed the item has already shipped. The F status meansthatthe changein score has been
observed.

) A transaction with this status has been automatically or manually designated for review due
Review to significant risk factors.

A transaction with this status has been in the Workflow queue beyond the time out threshold
and can have any status except Declined, including no status. The job will no longer be

Expired worked in the system and the data is preserved for statistical purposes.
Expired and A transaction with this status has been in the Workflow queue beyond the time out
Declined Credit threshold and has also been declined for credit card authorization. The job will no longer
Card Auth be worked in the system and the data is preserved for statistical purposes.
Continued on next page
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Transaction Details, continued

In addition to the standard status codes for transactions, a number of customized
values can appear. Customized reasons can be created and added to the standard
status codes by clicking Workflow -> Settings ->Reason Codes. See that section of

the documentation for more details.

TARGUSInfo®

The TARGUSInfo service is available by subscription only, and is not available in the system by

default. When you subscribe to this service, in the External
Services gadget on the Transaction Details page, both the
Billing Address and Shipping Address links appear. Clicking
either link allows you to connect to TARGUSinfo and obtain the
latest information on the validity of the address and phone
number information associated with the customer name.

Targus Services
Billing Address Shipping Address
sTARGUSInfo sTARGUSInfo

The TARGUSINnfo link can be enabled or disabled. If disabled, the links for TARGUSIinfo

in External Services will not appear.

When TARGUS information is called or updated for either link,
the data is cached and can be viewed again without an
additional call to TARGUSInfo. Information, such as the

Shipping CQR value and a mismatch between addresses will
appear directly beneath the links.

TARGUSInfo®Information Page

Targus Services
Billing Address Shipping Address
sTARGUSInfo sTARGUSInfo

Shipping CQR: 12
MName and phone DO NOT go together.

When you click on the TARGUSInfo link for either the Mailing or Billing address in the
External Services gadget, you are taken to the Targusinfo page for that transaction.
This page provides information on the validity of the address and phone number data for

the customer.

This page is constructed in the same way that most other pages are in the system,

possessing a Sidebar and a main information Table.
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TARGUSInfo®, continued

L O ©

[Transaction Info
Transaction INWVOCVO2KL6
a1 RS =
Customer JOHN DOE U
Name: =
Landline
Phone: 2083459876
Address Type: Billing Cstomer R ErsDE
Last Update: 2012-04-18 N
13:40:49 - 1780 S Doe Creek PI
Updated By: jmp@keynetics.com )( Boise
1D
Options Y =D
= Back to Details Page N
N
Update Targusinfo® QWEST CORPORATION

Section Purpose Details for Settings

e Transaction id: Contains basic data about the
suspect order.
Customer Name: Name of the customer.
Phone: Phone number of the customer
Address Type: Indicates billing or shipping address.
Last update: The date and time of the last
1. Sidebar The Sidebar contains three sections: update in the format YYYY-MM-DD HH:MM:SS
e Updated by: The email address of the agent who
requested the last update.
e Options: Contains the link that will take you
back to the transaction details page.
e Update Targusinfo: Click the Update button to get
the latest information from TARGUSinfo.

Continued on next page
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TARGUSInfo®, continued

Section

Details for Settings

2. Contact
Quality Rating

3.Transaction
Standardized
Address

4. Based on

The Contact Quality Rating section
displays a series of criteria that
measures the validity of the address
and phone number passed to
TARGUSinfo based on the ability and
type of contacts available (specific
information will be provided in the
Response Structure section on page
86).

This section presents the
standardized address information.

This section contains two lists that
compares data Based on Address
and Based on Phone. If there is a
mismatch, the section will highlight
in yellow.

CQR: This is a 17 point scale that indicates the
quality of contact with the address and phone
number listed.

Phone Verify: Indicates how well the customer
name matches the phone number provided.

Phone Type: The type of phone associated with
the number, including landline and wireless.
Listing Type: The type of listing associated with
the phone, including business, customer, and pay
phone.

Valid Address: Indicates if the address provided
can be standardized against US Postal Service
(USPS) valid address ranges.

Valid Phone: Indicates if the phone number
provided can be validated against the North
American Numbering Plan (NANP).

In Service 6M: Indicates if the phone number has
been in service 6 months or longer.

On Do Not Call: Indicates if the phone number has
been listed on the FTC or DMA national Do Not Call
lists or any state Do Not Call list.

Near Address: Indicates if the phone switch is
within 6 miles of the address provided.

Recent Change: Indicates if the phone number
was a removed from phone company listings
within the past 18 months.

Phone Provider: Indicates the name and type of
the phone provider.

Standardized address information is presented in two
lines and includes street name, city, state, and ZIP+4.

Name

Street Address

City

State

ZIP Code

Phone (This is TARGUSInfo®)
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Response Structure

The first section of the TARGUSInfo Information Page contains several categories that provide
multiple outputcodes.

Contact Quality Rating Details

The Contact Quality Rating (CQR) output result is a scale from 0 to 16 that provides
validity information regarding the address and phone number submitted.

0 No Result Available: The information submitted does not meet the CQR match
criteria.

1 Invalid Address and Phone: The address cannot be standardized against USPS
records and the phone cannot be dialed.

2 Match: The name, address, and phone number all go together.

3 Name and Phone Match, No Address: Although the name and phone number
go together, there is no address information available.

4 Name and Phone Match, Different Address: Although the name and phone
number go together, the address result is not linked to the other two pieces of
data.

5 Address and Phone Match, No Name: Although the address and phone
number go together, there is no name available.

6 Address and Phone Match, Different Name: Although the address and
phone number go together, the name result is not linked to the other two pieces
of data.

7 Address and Phone Match, Different Business Name: Althoughthe address
and phone number go together, the business name result is not linked to the other
two pieces of data.

8 Name and Address Match, Phone Invalid: Although the name and address
go together, the phone number cannot be dialed.

9 Name and Address Match, Phone is Business Phone: Although the name
and address go together, they belong to a residence, while the phone submitted
goes to a business.

10 Name and Address Match, Phone is Wireless: Although the name and
address go together, the phone submitted is wireless.

11 Name and Address Match: The name and address go together.

12 Customer Name and Phone Do Not Match: The person’s name and phone do
not go together.

13 Business Name and Phone Do Not Match: The business name and the
phone do not go together.

Continued on next page
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Response Structure, Continued

e 14 Wireless Phone Does Not Match Name and Address: The phone
submitted is wireless and does not go with the name and address.

e 15Valid Address and Invalid Phone: The address can be validated against
USPS records but the phone cannot be dialed.

e 16 No Information Available: No information is available for the name, address,
and phone number submitted.

Phone Verify

The output for this data type can be one of the following.

e Y: Name matches phone number

¢ N: Name does not match phone number

e |: No name submitted

e U: Nodata available

e X: Data missing from either the input record or the TARGUSinfo repository
Phone Type

The output for this data type can be one of the following.
e L: Landline
o W: Wireless
e U: No data available
¢ X: Data missing from either the input record or the TARGUSInfo repository

Listing Type

The output for this data type can be one of the following.

B: Business

C: Customer

P: Pay Phone

F: Fax

O: Other

U: No data available

X: Data missing from either the input record or the TARGUSinfo repository

Continued on next page

©2013 Chase Paymentech — All Rights Reserved 69
Safetech Fraud Tools Last Revised: 4/15/2013



Response Structure, Continued

Valid Address

The output for this data type can be one of the following.
e Y: Address standardized against USPS valid address ranges.
¢ N: Address cannot be standardized against USPS valid address ranges.
e X: Data missing from either the input record or the TARGUSinfo repository.

Valid Phone

The output for this data type can be one of the following.
e Y: Area Code and Exchange can be validated against NANP records.
o N: Area Code and Exchange cannot be validated against NANP records.
¢ X: Data missing from either the input record or the TARGUSInfo repository.

In Service 6M

The output for this data type can be one of the following.
¢ Y: The phone number has been active at the current address for 6 months or
more.
e N: The phone number has not been active at the current address for 6 months or
more.
¢ X: Data missing from either the input record or the TARGUSInfo repository.

On Do Not Call

The output for this data type can be one of the following.
e Y: The phone number is listed on FTC or DMA national Do Not Call lists or any
Do Not Call state list.
e N: The phone number is not listed on FTC or DMA national Do Not Call lists or
any Do Not Call state list.
¢ X: Data missing from either the input record or the TARGUSinfo repository.

Near Address

The output for this data type can be one of the following.
e Y: The address of the phone switch is within 6 miles of the submitted address.
¢ N: The address of the phone switch is not within 6 miles of the submitted address.
e X: Data missing from either the input record or the TARGUSinfo repository.

Continued on next page
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Response Structure, Continued

Recent Change

The output for this data type can be one of the following.
¢ Y: Directory Assistance records indicate that the phone was removed from phone
company listings within the past 18 months.
e N: Directory Assistance records indicate that the phone was not removed from
phone company listings within the past 18 months.
¢ X: Data missing from either the input record or the TARGUSInfo repository.

Phone Provider

The output for this data type can be one of the following.
e OCN: The Operating Company Name
e S: This is a Switched Provider, indicating the input phone is valid and has been
ported.
e U: The input phone is valid and has been ported but no OCN information is
available.
¢ X: Data missing from either the input record or the TARGUSinfo repository.

192.com

192.com is a service that is available by subscription only and is not available with system by
default. This service is primarily useful in verifying data for European customers, although the
exact results yielded from a 192.com check will vary, depending on the customer’s country of
residence.

192.com Services

In the External Services gadget under 192.com Services, you can
Billing Address Shipping Address

click the links under either Billing Address or Shipping Address to
acquire information from 192.com about the current transaction. If o P

. . . . . . . nProveld uProveld
this service is disabled, this section of the gadget will not appear. =Proveld KYC wProveld KYC

If 192.cominformation has previously been called, clicking on this
link will take you to a page where the information will be displayed, and if not, you willgo to a
page where you must call the data.

Continued on next page
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192.com, Continued

192.com Page

Depending on the nation of residence for the customer, some combination of the
ChecklID, ProvelD, and CheckID KYC links will be present in the External Services
gadget, but all three links will only be present if the customer’s residence is in Germany,
the United Kingdom, or in the United States of America.

ChecklID Data

Section Purpose Details for Settings |
The information includes the Transaction ID, the
customer’s name, and full address as displayed
inthe Sidebar of this page.

1. Transaction The information being passed from the
Info system to 192.com for verification.

e ChecklID: Checksformatches or
mismatches to the name and address
provided against telephone, electoral role,
and directors.

e ProvelD KYC: Checks against all records

2. Options Provides links to perform differenttasks: including telephone, credit reference,
electoral roll, directors, and death records,
and is compliance — based, specifically
checking against lists of known fraudsters.

e Back to Details Page: Click this link to
return to the transaction details page.

3. Update Displays when the data was last This information only changes when the
192.com updated and who called for the update. Update CheckID button is pressed.

Lets you update the information on this

page.

This button changes depending on
4. Update which link you have clicked in the P

P h h .

CheckID Sidebar, so it will update ProvelD or ress the button to initiate the update

ProvelD KYC (and the appropriate
text will be displayed on the button) if
you are on those pages.

Continued on next page
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192.com, Continued

o

Transaction Info CheckID
Transaction LNSWOY2R760)
1d: Summary

Mame: JOHN DOE

Address: 123 BILL ST. SUITE 13
BEVERLY HILLS CA US
90210 2083459876

Options

= CheckID
= ProvelD KYC

= Back to Details Page

Update 192.com™ _o
Last Update: 2012-04-19 09:59:31

Updated By: jmp@keynetics.com

a

Update ChecklID Data

The detailed information you receive when you click the Update CheckID button, is
based on telephone records, credit records, the electoral roll, director’s records, and
death records. A summary table is rendered first, followed by detailed information
from each information source, indicating matches or mismatches. If an entry is
underlined, you can click on it to receive more information about the entry. Hover your
cursor over each row title to get more information.

Section Purpose Details for Settings |
1. Telephony Provides a detailed list of results to the Information returned includes:
verification request based on telephone e Intl Dialing Code
records. e AreaCode
e Phone Number
e Country Code
e Customer Type
e Listing Type
e Do Not Call
e Provider
e Phone Type
If the result is clickable, it will produce more
information.

Continued on next page
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192.com, Continued

Section Purpose Details for Settings
2. Credit Provides detailed results based on credit The table returns detailed information regarding
Reference history. the person'’s credit history across time.

3. Electoral Provides detailed results based on electoral The table returns both detailed information such as

Roll roll information. name, DOB, and occupation as well as match and
mismatch information, with some data being specific
to the information source, such as electoral years.

4. Directors Provides detailed results based on The table returns both detailed information such
directors information. as name, DOB, and occupation as well as match
and mismatch information, with most data
mirroring the specific rows in the electoral roll

table.
5. Deceased Provides information regarding death The table returns match and mismatch
records. information regarding the identity of the

customer in relation to death certificates
indicating the name of a deceased person is being
used.

ProvelD Data

The results on the ProvelD page validate information specifically related to credit check

information.
Section Purpose ~Details for Settings |
1. Report Provides a brief summary of This check verifies specifically credit information and
Summary the information checked. offers a match or no match for that row in this table.
Continued on next page
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192.com, Continued

Section Purpose
The majority of information
. provided by the request is
Z CIEC T displayed in this table and is
Reference o . . :
specific to credit and financial
checks.
Provides detailed address
3. Address information based on credit and

financial checks.

Details for Settings

The results provided include:

Credit Reference Decision

Credit Reference Score

Total Number of Verifications

Open Accounts Match

Date of Birth Match

Electoral Roll Match

Electoral Roll DOB Match

Telephone Directory Match

Phone Number Match

Drivers License Match

Passport Match

DFAT Match: Department of Foreign Affairs
BOE Match: Match to the MH Treasury Sanctions
List, formerly Bank of England.

PEP Match: Politically Exposed Persons List.
OFAC Match: Office of Foreign Asset Control
Sanctions List (US Treasury).

Deceased Match

COA Match: Linked or forwarding address.
CIFAS Match: UK’s Fraud Prevention Service
(membership required).

Gone Away Match

High Risk Address Match

Commercial EaA Match: Commercial Entities at
Address.

No Commercial EaA: Number of Commercial Entities
at Address.

No of CCJ

No Open Accounts Lenders ID Verified: Confirms
identity documents of applicant verified by banking
or credit institution (Germany only).

Check the address information against other address
checks on the other available 193.com tabs.
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192.com, Continued

ProvelD KYC Data

The results on the ProvelD KYC page validate information against all five information

sources.
Section Purpose ~ Details for Settings |
1. Report Provides a brief summary of This check verifies that all of the information sources
Summary the information checked. were checked.
2. KYC Provides a brief summary of This check verifies that all of the information sources
Summary the KYC information checked. were checked.
Information returned includes:
e Intl Dialing Code
e AreaCode
e Phone Number
Provides a detailed list of e Country Code
3 Telephon results to the verification e Customer Type
: P y request based on telephone e Listing Type
records. e Do Not Call
e Provider
e Phone Type
If the result is clickable, it will produce more
information.
The information provided by the
4. Credit request |s'd|splay.e.d in this : See row 2 of the ProvelD Tab table for details.
Reference table and is specific to credit
and financial checks.
The table returns both detailed information such as name,
5. Electoral Provides detailed results based DOB, and occupation as well as match and mismatch
Roll on electoral roll information. information, with some data being specific to the information
source, such as electoral years.
Provides detailed results The table returns both detailed information such as
6. Direct based on directors name, DOB, and occupation as well as match and
-virectors inf . mismatch information, with most data mirroring the
Information. specific rows in the electoral roll table.
Continued on next page
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192.com, Continued

Details for Settings

The majority of information in the Deceased table is
relatively self-explanatory except forthe Deceased Record

area:
e Source: The source of the death record
eR— Provides detailed results |nforcr’n at:-?,zi_o
R'e cord _based on death records o READ
information. o Other

o Unknown
e Confidence Level: A range from 1 (least accurate) to
10 (most accurate)

e Date of Death: Formatted as YYYY-MM

LexisNexis®

LexisNexis is a service that is available by subscription only. All of the links for LexisNexis are
available under Billing Address and Shipping Address. Click on any link to land on the
desired page and find relevant information about the current transaction.

Regardless of which link you click on, the LexisNexis page that appears does not contain any
data when you first land on it. If data has not been previously called and stored in the system, this
page will display a "There is no data yet" message. You will need to click the Update button
(which will be different depending on the LexisNexis page you are on) for the information type
you want to retrieve from LexisNexis.

Lexis Nexis Services

. . . . .. Billing Address Shipping Address
Like most other pages in the system, this page is divided “Eind A Pereon \Eind A Pereon
into two sections: the Sidebar, and the main information alnstantld alnstantld
pane. =Phones Plus =Phones Plus

nChargeback Defender nChargeback Defender

The Sidebar

Section ~ Details for Settings

The information being passed
from the application to
LexisNexis for verification.

1. Transaction
Info

The information includes the customer’s Transaction ID,
Name, and Address.

Continued on next page
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LexisNexis®, continued

Section Purpose Details for Settings
e Find a Person
. . . e |Instantld
2.0ptons  [Ioves ks o hevaros . pronespls
' e Chargeback Defender Identity
e Back to Details Page
Displays when data on the
3. Update current page has been Shows the date of the last update and who performed
LexisNexis updated or if it hasn’t been the update.
updated.
The text on this button will vary depending on which page
4. Update I(;ﬁ:?e{]?u;pedate iz @i for (72 you are visiting in LexisNexis (in the current case, it
page. updates the Find a Person page).

Transaction Info

Transaction
Id:

Address:

1NSWOY2R760)
Name: JOHN DOE -o

123 BILL ST. SUITE 13
BEVERLY HILLS CA US
90210 2083459876

Options
= Find a Person

= |nstantld®

= PhonesPlus
= Chargeback Defender Identity
= Back to Details Page

Update LexisNexis®

e-' Last Update: Never retrieved

Updated By:

Update Find a Person

-0
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LexisNexis®, continued

Find a Person Data

Find a Person lets you perform “person-centric” searches designed to identify a customer
and return data relevant to that person. Both Find a Person and InstantID use the same
input data but generate different output. Find a Person performs a basic person search,
passing in no flags and producing a maximum of 50 results.

Section Details for Settings

The information can include:
Name
Gender
Type
Verified
SSN Valid
SSN Issued
DoB
Age
First Seen
® |ast Seen
The information can include:
2. Address Provides address-specific details ~ ®  Street
Details about the person. e Unit
e |ocation

1. Report

Summary General data about the person.

The information can include:

e Street

e Unit

e Location

e Reverse Location: City and State for the Reverse

Address.

Reverse Name: Name of address resident if different.

o Reverse Street: Street address based on customer
name rather than customer input.

e Reverse Unit: Unit or apartment number for the
Reverse Street, if any.

o Reverse Location: City and State for the Reverse
Address.

3. Telephone Displays telephone-centric data
Details about the person.

The results may not be limited to what is listed or may not produce all of the listed details
if they are not available. Record types searched include but are not limited to neighbor
reports, employment records, death records, and email search.

Continued on next page
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LexisNexis®, continued

InstantID Tab

Once you click the LexisNexis Instantld link, you can click the Update Instantld button and

alarge amount of information will appear.

Section Purpose Details for Settings

The information includes:

This section returns a

1. InstantID summary of the identity
Summary information about the
customer.

o
o
o

(0}

(¢]
(¢]

o
o

(0}

Personal Information

Verified Name

Verified DOB

SSN Valid: Returns a code indicating how the SSN
was validated or if it was validated.

SSN Location: Where issued.

CurrentName

Last Names: Any last names different than the
current and when they were lastused.

Contact Information

Verified Street: Street address verified for customer.
Verified Unit: Unit or apartment number for the
address, if any.

Verified Location: City and State for the
customer.

Verified Phone: Phone number for the customer.
Phone of address: Phone number for the listed
address, if different.

Reverse Name: Name of address resident if
different.

Reverse Street: Street address based on customer
name rather than customer input.

Reverse Unit: Unit or apartment number for the
Reverse Street, if any.

Reverse Location: City and State for the Reverse
Address.

Reverse Name: Name of address resident if
different.

Reverse Street: Street address based on customer
name rather than customer input.

Reverse Unit: Unit or apartment number for the
Reverse Street, if any.

Reverse Location: City and State for the Reverse
Address.

©2013 Chase Paymentech — All Rights Reserved
Safetech Fraud Tools

Continued on next page

80
Last Revised: 4/15/2013



LexisNexis®, continued

Details for Settings
The information includes for each residence under History:

e Street
- . e Unit
2. This section returns a summary of Location
Chronological  the residence history for the e First Seen: When the customer first was detected
History customer.

residing at this address.

e |ast Seen: When the customer was last detected
residing at this address.

The information categories include:

e Comprehensive Verification Index (CVI)
This section returns a series of risk ® Name Address SSN (NAS) Summary
3. Risk messages and codes based on the ¢ Name Address Phone (NAP) Type
Messages analysis of the customer’s identity e Name Address Phone (NAP) Status
data. e Risk Indicator
e RedFlag
e Follow Up

The Comprehensive Verification Index (CVI), Name Address SSN (NAS) Summary, and
Name Address Phone (NAP) Summary all return a wide variety for codes indicating the
results.

e CVI: This index returns values from 00 to 50 with the former indicating that nothing
was verified and the latter meaning all information was verified. Under Risk Messages in
the Message column, you can see both the code and the description of what was
returned.

e NAS Summary: This summary returns codes from 0 to 12 with 0 meaning nothing was
found for the input criteria and 12 meaning that all criteria matched. Under Risk
Messages in the Message column, you can see both the code and the description of
what was returned.

o NAP Summary: This summary returns codes from 0 to 12 with 0 meaning nothing was
found for the input criteria and 12 meaning that all criteria matched. Under Risk
Messages in the Message column, you can see both the code and the description of
what was returned.

o NAP Type: This indicates the information type of the NAP Summary source.

NAP Status: This indicates the status of the NAP Type.

Continued on next page
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LexisNexis®, continued

Under NAP Status, each risk element is listed and prioritized as more to less “risky”, with
Risk Indicator items being the highest risk, Red Flag items being of a lesser risk, and Follow
Up items being of the least risk while still posing a risk. Some elements can appear in more
than one category.

PhonesPlus Data

Clicking the PhonesPlus link allows you to view telephone information related to the
order.

Section Purpose Details for Settings

e The information under Address Details can include:
o Name
0 Street
o Unit
0 Location
e The information under Telephone Details caninclude:
Number
Time Zone
Dial Indicator
Phone Region City
Phone Region State
Carrier
Type
Central Office Code
Special Service Code

This section returns a
summary of the search
1. PhonesPlus result. Click the Update
Result PhonesPlus button toward
the right of the screen to
generate results.

OO0OO0OO0OO0OO0OO0OO0OOo

Chargeback Defender Identity Result Data

Clicking this link allows you to view all of the data output including the Chargeback
Defender Identity Score and associated Billing and Shipping Risk Indicators as well
as the Chargeback Defender Attribute and Response Descriptions.

Continued on next page
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LexisNexis®, continued

Section Purpose Details for Settings

1. Chargeback This section returns a e The Chargeback Defender Identity is the overall score

Defender summary of the search produced. Beneath this section are the results of Billing Risk

Identity result when datais Indicators and Shipping Risk Indicators.

Result available. There is no ¢ Billing Risk Indicators: This section produces a numerical code
update button for this for each item as well as items such as Unable to Verify Address
data. and the input phone was missing or incomplete.

e Shipping Risk Indicators: This section produces a numerical
code for each item as well as items such as the input phone
number may be disconnected and The input name was missing.

e Chargeback Defender Attribute: This section can contain an
extremely long list of attributes such as BillToAgeOldestRecord
and ShipToAgeNewestRecord. For each attribute, a numerical
Response score is produced, if available as well as a
Description of the attribute. For example, the description of the
BillToAgeOldestRecord attribute is Time since the oldest
recorded event for subject.
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Special Alerts

Overview

Orders that enter the Special Alerts queue were originally manually approved, but changed
because the application’s automatic review process determined that a threshold was passed.
Based on that determination, the system sent the order to the Special Alerts queue to undergo an
additional Manual Review by the Agent or Lead Agent who originally approved the order. The
original approver will be notified when a relevant order has been placed in this alert elevated risk
gueue. Both the assigned Agent and any Lead Agent can disposition the order on the
Transaction Detail page. The default disposition is Confirm.

The following list will outline the features of the Special Alerts page.

o® o o

090

2

0
0

1696232

E3

2107816 99 70
1566816 BHMHOQGEMHEZ 99 70

668129 6VAZ06C3WS9C 99 81

ESmEanED

DEFAULT

00
o oo

92365

E3

DGS6A5I98U 1696226

GMdXdX 92365 1566809

5Th3ee3323p 26344 547577

| --status— |7 || --Agent-- | v [Note: |

\| Apply Changes I

®

Section Purpose Details for Settings

1. Select You can select one or multiple check Click the top check box to select all items in the
boxes and then apply changes such as table or select individual check boxes for the
assigning an Agent or changing Status.  desired rows.

2. Details This link directs you to the Transaction Click the Details link to view a particular order’s
Details page for a specific order. Transaction Details page.

3. AGEO Identifies the age of the order in minutes. This is static information and cannot be changed.

4. TRAN Agents use the Transaction This is static information and cannot be changed,
identification number to identify the but clicking on a particular TRAN number will take
merchant. you to the Transaction Detail page for that

5. SCOR This is the current customer risk score.  This score is calculated by clicking Reevaluate

Risk on the Transaction Detail page.
6. XSCR This is the original customer score. This is static information and cannot be changed.
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Overview, Continued

Section Purpose Details for Settings

7. SITE This identifies the merchant-owned site  This is static information and cannot be changed.
from which the itemwas purchased.

8. ORDR Agents use the Order Number to This is static information and cannot be changed.
associate the customer to their purchase.

9. AMNT Identifies the purchase amount of the This is static information and cannot be changed.
order.

10. AGES Represents the elapsed time in minutes  This information changes by the minute

since the score was first generated.

automatically. Updated information will become
visible when you refresh the page.

11. Changes bar

Once you have selected one or more
transactions, use the available tools to
apply changes to the transactions and
then click the Apply Changes button.

e Status: Use this menu to select the desired
standard or custom status to assign to the
transaction.

e Agent: Use this menu to select the desired
Agent you want to assign to the transaction.

o Note: Type an informative note in the
available field.

e Apply Changes: Click this button to apply
your settings to the selected transaction or
transactions.
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Advanced Search

The Advanced Search feature in Workflow allows both simple and advanced searches of
information using the same search utility. Simple searches can be performed from the Advanced
Search page or from the Quick Search box in the upper-right of the console screen. Advanced
data queries must be conducted onthe Advanced Search page.

Simple Search

To perform a simple search, either enter the search term in the Quick Search box and press
Enter, or enter the search term in the Query Box on the Advanced Search page and then press

the Search button.

1. Order Search Filter

Sidebar: When search 1
results are available, kg gisesh
fllters for the results are Suspect Order | Special Alerts

displayed in the sidebar. Order Search
2l Qulck Search BOX: Th|S There are no filters available yet

Search Persona Orders

Settings * Auto Agent v Queue Assigner v Help

” Search I

Start by entering a search term here.

®

is present on all pages in
the console.

3. Query Box: The search box available on the Advanced Search page.
4. Search: Click this button once you've entered the search term in the Query Box.

In a simple search, once a search term such as "price" is put in the Query Box and the Search
button is pressed, a default data set of five columns is automatically searched. This default list
is used when the search string does not include a specified column or columns.

For example, typing "price" in the Query Box and pressing the Search button would return search
results on all of the transactions containing the word "price" in the Name, Email, Address, and
other fields available in the default list. The search term is case insensitive, so the search term
can be "price," "Price," or "PRICE," and the same results will still be returned. Searches are

always restricted to the current merchant.
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Simple Search, continued

Default List

These are the columns that are automatically searched when a simple search is

conducted.

Column Name Column Abbrev (syntax Column Type

Transaction Id transaction_id string
Website Name site_id string
Score score short
Browser Session Id session_id string
Transaction ID transaction_id string
First and Last Name name string
Hashed Card Value card string
Reason Code reason_code string
Ship to Full Name ship_to_name string
Ship to Email Address ship_to_emaill string
IP Address ipad ip

Email Address email string
Unique ID uniq string
Automatic Number Identification(ANID) anid string
Bank Address verification of Street Address (AVST) avst string
Bank Address verification of Postal Code (AVSZ) avsz string
CVV Number Match (CVVR) cwvr string
Billing Phone Number billing_phone string
Shipping Phone Number shipping_phone string
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Simple Search, continued

Column Name Column Abbrev (syntax Column Type

BIN plus four bin_plus_four string
Address Line 1 (Both Billing and Shipping) address.address1 string
Address Line 2 (Both Billing and Shipping) address.address?2 string
Address City (Both Billing and Shipping) address.city string
Address State (Both Billing and Shipping) address.state string
Address Country Code (Both Billing and Shipping) address.country_code string
Address Postal Code (Both Billing and Shipping) address.postal_code string
Targus CQR Billing targus_cqr_billing string
Targus CQR Shipping targus_cqr_shipping string
Distance in miles dist_* mi long

Distance in kilometers dist_* km long

A unique index is created for each UDF (type, label) combination. If multiple merchants
have a UDF with the same type and label they will be stored in the same index.

There are numerous distance values available. Each distance field follows the naming
convention: dist_start2end unit.

Start and end can be any of the following:
e px (proxy)

dev (device)

ba (bill address)

sa (ship address)

bp (bill phone)

sp (ship phone)

Unit can be any of the following:
e mi(miles)
e km (kilometers)

Continued on next page
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Simple Search, continued

The full list of valid distance fields is as follows:

dist_ba2bp_km dist_ba2bp_mi dist_ba2dev_km dist_ba2dev_mi
dist_ba2px_km dist_ba2px_mi dist_ba2sa_km dist_ba2sa_mi
dist_ba2sp_km dist_ba2sp_mi dist_bp2ba_km dist_bp2ba_mi
dist_bp2dev_km dist_bp2dev_mi dist_bp2px_km dist_bp2px_mi
dist_bp2sa_km dist_bp2sa_mi dist_bp2sp_km dist_bp2sp_mi

dist_dev2ba_km

dist_dev2ba_mi

dist_dev2bp_km

dist_dev2bp_mi

dist_dev2px_km

dist_dev2px_mi

dist_dev2sa_km

dist_dev2sa_mi

dist_dev2sp_km

dist_dev2sp_mi

dist_px2ba_km

dist_px2ba_mi

dist_px2bp_km dist_px2bp_mi dist_px2dev_km dist_px2dev_mi
dist_px2sa_km dist_px2sa_mi dist_px2sp_km dist_px2sp_mi
dist_sa2ba_km dist_sa2ba_mi dist_sa2bp_km dist_sa2bp_mi
dist_sa2dev_km dist_sa2dev_mi dist_sa2px_km dist_sa2px_mi
dist_sa2sp_km dist_sa2sp_mi dist_sp2ba_km dist_sp2ba_mi
dist_sp2bp_km dist_sp2bp_mi dist_sp2dev_km dist_sp2dev_mi
dist_sp2px_km dist_sp2px_mi dist_sp2sa_km dist_sp2sa_mi
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Simple Search, continued

Search Results Page

Once a search term has been entered into the Quick Search Box and Enter is pressed or in
the Query Box and the Search button is pressed, the Search page presents the results.

Sismpoct Ordars Spacial Alaris Searct Parsona Ordors Sattings Aulas Agent v f Assignes v Holp
Fifter by: i1, 98 Brent Search
" T
* Tansaction Dates (99 -
| Date Range
Start
2011/05/09
End:
]
2011/11/04 MILIS6 1L
+ Website GOXKMZGIGSK GED 127.0.01 & L
+ Order Stalus Brent Reed Agent nva Unig: OTQysDOSN, BasH $49.09
s sist| §4077e3e7amarampis.com 8in OG: r Order: $407703073 Rules Triggeret ibemm)
+ Score = 15 o May 2011 1.05m [
+Device Gountry Bode
GOMKOSRYASHM GEDX: FJ P: 172.001 atwark '
+Bill 10 Country Code ) Bror o Uriey NOORAADORN ESOTISASm Reasn Code X $40.90
+Ship 1o Country Codo. S407TedeTamerample.com 8in O e O 5407 Te3eT3 Rules Triggerad: 1 % o)
== o May 2001 Liopm isc
+Worst Country - GEOX
T BOMKOSDILGML GEON: R 1P: 122.00.1 tois
Brert Reed Ager Unily MTeyMDQSNZhNADNG $49.99
+Brand of Card 1 SA077e3eTIrmex; 2 Orger. 5407Ta3eT3 Rules Tr
+ BIN Country Code = 9 May, 2011 BMpm isc
+Carg Aumorizea o= | BOMKOHRTTAZG GEOX: F P 127001 e [
+ Refund Chargeback Brar fesc Agers: /s ML AIDOSNZ Iy - 219,09
sini | 4nFefiziafdMaxampie com Bin CC: wa Crtier: ab7esafass Rules Tr Py
+ Network ° 5 oMay 2011 1:350m Disc
+ Agent . .
i $40.09
' Rule o)
misc
|

1. Filter by Sidebar: The sidebar is populated with different elements by which the
search results can be filtered, with the Transaction Dates filter opened by default.

2. Filter by Graph: This graph allows the Agent to drag the computer cursor across a
Transaction Date range and filter the results.

3. Search Results: Search results displaying sore, customer name, and a variety of other
factors.

When the cursor hovers over any title item on the Search Results page, a tool tip will
appear displaying a brief description of the item. This includes column headings, data
element descriptions, and data value helps. Some names or values may be shortened in
the Search Results such as "BIN CC." Hover over the element to see the full name such as
"BIN Country Code."

Since the search results page is feature-rich, each area of this page will be examined in
detail.

Continued on next page
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Simple Search, continued

Filter By Sidebar

The sidebar contains a large number of filters that can be used individually or in
combination. When filters are applied, the search results are modified without refreshing
the page.

Transaction Dates

When the search results first appear, Transaction Dates is active by default, even though
the Date Range box is unselected. A default date range is displayed. Once the Date

Range box is selected, changing the dates in the 0

available fields will filter the results by the selected
date range. Removing the selection from the Date

Fiter by:
* Transaction Dates (99

Range box deactivates the feature and the range
present is fixed.
Start:

3

End:
2011/11/04

1. Search Results Total: Total number of results
returned (In addition to the total number of
results being displayed here, each filter displays
the number of results available when filtered by a

specific item).

2. Date Range: Select this box to activate the filter.
3. Start: Click this field and use the calendar to select the starting date for the desired
range.
4. End: Click this field and use the calendar to select the ending date for the desired
range.
Continued on next page
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Simple Search, continued

Website

1. To filter by one or more websites, select the boxes for the
desired websites. If the merchant has not created
additional websites, you can only filter by the DEFAULT
website.

Order Status

2. Orders can be filtered by one or more order status types
by selecting the available box or boxes. Notice that the
number of results available for each status type is already
displayed.

Score

-Website (99)

[ ) DEEAULT (99)

- Order Status (99)

) Review (7)

- Score (09)
(10-25 (13)

[D75-99 (20)

[ Expired (59)

[ approved (22)

[ Declined (11)

s Ao
[J50-75 (15)

3. Results can be filtered by a score range. Select the box or boxes for the desired

range(s) to apply the filter.

Device Country Code

1. Tofilter by the device’s country code, select the
available box.

Bill to Country Code

2. To filter by the "bill to" country code, select the
available box.

Ship to Country Code

3. To filter by the "ship to" country code, select the
available box.

- Device Country Code (14)
Ous (14)

- Bill to Country Code (399)
O us (99)

o..

- Ship to Country Code (99)

Cus (99

- Worst Country - GEOX [5Y)
O F1 (86)

Ous (13)

Worst Country - GEOX

4. To filter by one or more GEOX countries, select the desired box(es). Selections are

limited by those transactions that were returned in response to the search query.

©2013 Chase Paymentech — All Rights Reserved
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Simple Search, continued

Payment Type

1. Tofilter by payment type, select the desired
box or boxes available.

Brand of Card

2. To filter by brand of card, select the desired
box or boxes available. This option is only
available if the paymenttype is CARD.

BIN Country Code

3. Tofilter by BIN country code, select the desired
box or boxes available. This option is only
available if the payment type is CARD.

Card Authorized

1 Ocarp (99

- Brand of Card (99)
O pisc (99

- E‘H EO[II]IW ane (4£)

o CF1 (23)

- Payment Type (50

[Jus (19)

|+ Card Authorized (0) |—°

H + Refund Chargeback

1
o
o

4. To filter by card authorized status, select the desired box or boxes available. This
option is only available if the payment type is CARD.

Refund Chargeback
5. Tofilter by refund chargeback status, select the desired box or boxes available. This

option is only available if the any search results have refund, return, or chargeback

data available.

Network

1. To filter by network type, select the desired box or
boxes available.

Agent

2. Tofilter by a specific agent or agents, select the desired

box or boxes available.

©2013 Chase Paymentech — All Rights Reserved
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- Agent (25)
O BJIR (18)

OeiM (3)
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Simple Search, continued
Filter by Graph
When unfiltered, the graph at the head of the search results presents a bar graph of the

number of transactions relative to date. Toward the top-left of the graph, it indicates that
no filters have been applied.

Results Filter (99 of 99) — no filter

20

1

‘ 2011.05.16 20110601 2011-06-16 20110701 2011.07-16 20110801 2011.08-16 20110901 2011-09-16 20111001 2011-10-16 2011-11.01
When a single filter is applied, such as the Score filter, that is indicated at the top-left of
the graph and the search results are displayed using that filter.

Search Persona Orders Settings v Auto Agent » Queue Assigner v Help
Heei | Search
Results Filter (51 of 99) — score:([25 TO 50] l
EL]

10
! 201105-16 20110601 2011-06-16 20110701 201107-16 20110801 2011-08-16 20110901 20110816 2011-1001 2011-10-16 011-11401
GOXK08ZG1GSK 1P: 127.0.0.1

29 Brent Reed
wth stat | 54077e3e73d@example.com

Unig: OTQyMDOSNzZE1MTO3M
A X 9May 2011 1:05pm

Order: 54077e3e73

As more filters are applied, they are indicated at the top-left of the graph and the number of
search results displayed becomes more narrow.

Search
| Results Filter (2 of 93) — score:([25 TO 30]) AND device_country:(Us |
20
15
10
5
: 201105-16 20110601 2011.06-16 20110701 20110716 20110801 201108-16 20110801 20110916 20111001 201110-16 2 9
e GCISOTRYBPXD GEOX: US IP: 10.100.7.18 wor total
28  Brem Agent: n/a Unig: OTgyMDgSNDAWODU200Q Reason Code: X $49.99
auth siat | p7ec91160c@example.com Bin CC: US Order: b7ec91160c Rules Triggered: 2 (6 Rems)
A X 24 Jun. 2011 11:29am DISC
GCIS09VNDEHI GEOX: US IP: 10100718
28  Brent Agent: n/a Unig: NjlyMDgSNDAYODEXMA
auth siat | b7ec9l160c@example.com Bin CC: US Order: b7ec91160c
A X 24 Jun, 2011 11:32am

Continued on next page
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Simple Search, continued

Filter by:

You can also click and drag across the graph to filter your results by the selected date
range. In this case, the range selected by dragging was from June 1st to September
16th. This is shown in the Transaction Dates filter on the left, which was automatically
changed once the click and drag operation was complete, as well as the Results Filter
indicator at the top-right of the graph. The date range is indicated on the graph itself by
the darker color.

Transaction Dates

B pate Range
Stas.
2011/06/01
End:

2011/09/16 20110516 200601 20110616 20110701 20110716 20110801

Brent Search

Click in the middle of the graph to remove the filter.

Search Results

X

60XK08ZG1GSK GEOX: FJ P: 127.0.0.1 Network: n/a total

Brent Agent: n/a Unig: OTQyMDQ5NzEIMTQ3MQ Reason Code: X $49,99
stat 5407 7e3eT3@example.com Bin CC: n/a Order: 54077e3e73 Rules Triggered: 1 (6 items)

9 May. 2011 1:05pm DIsC

PN

oo

In the main area of the Search Results page are the search results themselves. They are
displayed in rows and some of the information displayed is "clickable" to allow access to
additional information.

Score: Theriskassessment score for the transaction

Auth: The authorization status of the transaction, such as Approve or Decline.

Stat: The disposition status for the transaction.

Transaction ID: The unique number used by the merchant to identify the transaction.
Click the link to be taken to the transaction.

Name: The customer name associated with the transaction.

Email Address: The

customer email address

associated with the o
transaction. Click the link

to filter search results by

this email address. o_

Continued on next page
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Simple Search, continued

Date: The initial date and time for the transaction.

GEOX: The geographic area of highest risk for the transaction.

Agent: The initials for the agent assigned to the case if available.

10. BIN CC: The BIN Country Code associated with the payment type for the transaction if
available.

11. IP: The IP address for the device used by the customer for the transaction. Click the
link to filter the search
results by this IP address

12. Uniq: Cookie customer

© © N

Unig: OTOvMDOSNzEIMTO3IMO)
Order: 54077e3e73

values used by the
merchant for tracking.
Click the link to filter the
search results by this
value.

13. Order: The unique order
number used by risk assessment staff to identify the transaction.

14. Network: The network type associated with the transaction if available.

15. Reason Code: The custom reason code for the disposition if available.

16. Rules Triggered: The number of rules triggered by the transaction.

17. Total: The total cost for all items in the transaction (highlighted).

18. Items: Number of items in the shopping cart making up the transaction.

19. Card Name: If the payment type is CARD, the name of the card such as VISA or DISC

A large number of results can be produced by a search query. Rather than having the
results paginated, the page scrolls “infinitely” down through the full length of the results.
The bottom of the page displays the message, there are no more matches.

Previous versions of the console used another tool to provide search abilities. That tool
is still available under the Reports menu.

Refining Basic Search

Even using the basic search capacities of this utility can provide a great deal of insight
into the data that is available to a merchant, and there are a number of ways to continue
to enhance how search queries are written to reveal this important data.

Continued on next page
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Simple Search, continued

Column Types

The search tool uses column types to perform searches. To improve the accuracy of search
results, knowledge of these column types is helpful. There are X columns types used for
search. These column types are:
e String: Most commonly used. All text separated by white space are considered
words or "terms".
e Sometimes quotes work (single or double).
e Integer/Long: Integral Numbers (i.e. 4, or 123456789) Longs are large integers.
Single quotes results in an error and using a decimal results in an error.
o Double: Floating point numbers (i.e. 45.32345 or 0.4567) Single quotes results in
an error
e Date: Date/Time value. MUST be in YYYY-MM-DD. Using this search method
makes getting an exact match difficult.
o |P: IP Address (4 octets separated by periods, i.e. 127.0.0.1). Any quoting (single
or double) results in an error.
e Boolean: True/False or Yes/No. In the system the values ('true’ or anything else)
and ('false’ OR 0) are used. Single quotes results in an always "true" response.
Using double quotes will be effective.

Each of these column types will assist in refining both basic and advanced search queries.

Email Searches: If an email address is entered into the Query Box and Search is pressed,
the search will look for the username OR the domain name. So if the email address is
james@domainname.com, the search results will include any transaction with the name
“james,” whether it's part of an email address or not, AND any transaction containing
“domainname.com.” To specifically search for an email address, enclose the address in
double-quotes, such as “james@domainname.com”.

To further refine your email search, you can access a special "raw" column that will
produce an exact match. You can also use the asterik (*) wildcard with this raw column.

For instance, to get an exact match in your results, search for:
email.raw:jamesdoe@domainname.com.

To use a wildcard, enter: email.raw:james*@domainname.com

You CANNOT enclose these queries in single or double quotes. If you do, they will
produce no results.

Continued on next page
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Simple Search, continued

Range Value Searches: There may be datathat youwantto searchforasarange suchasa
Score between zero and twenty-five, or 0-25. To run a search on a range, the upper and
lower bounds are included so if you search for a range of score from 0 to 25, the values O
and 25 are included in the search.

To search fora fraud score between zero and twenty-five for example, format the query
as: score: [0 TO 25}.

The square brackets and the capitalized TO are required. The results for this example
qguery would NOT include values above 25 (including fractional ones like 25.00001).

IP Address Range Searches: To search for a range of IP (IPv4) addresses, the search
utility understands that addresses are 4 decimal values separated by periods and that the
value range is 0-255, so a generic IP address search query for an IP address range is
formatted: ipad:[X.X.X.0 TO X.X.X.255]

The "class" of IPv4 addresses is also understood. So to search for the entire class D
network the query would be formatted: [127.0.0.0 TO 127.0.0.255].

To match the class A network of 127.0.0.0 you could use: ipad: [127.255.255.255].

Order Number Searches: To search for a specific order number, enter the order
number in the Query Box and press Search.
o If the number matches a specific transaction, you will be taken to the
Transaction Detail page for that order.
o If there is more than one search result, the results will be displayed on the
Advanced Search page.
e Ifthere are no matches, the message: “No Results. Try broadening your
search criteria” will appear.

When searching by order number, you may receive a larger number of results than you
expected. This may be due to the number matching other data about orders in the
common index. To narrow your search to results that only appear in the Order Number
field, format the number like the following example: order_number: MIL-12345-Q.

Youcanalsowidensearchresultstomatchthe ordernumberprefixandkeepthefocuson
the Order Number field, using a wildcard. To do so, format the number like the following
example: order_number:MIL-*.

The query will return all matching transactions with an order number beginning with MIL-.

Continued on next page
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Simple Search, continued

Transaction ID Searches: The process of searching by transaction ID number is the
same as searching by order number. Enter the exact transaction ID in the Query Box and
press Search.
o If the number matches a specific transaction, you will be taken to the
Transaction Detail page for that order.
o If there is more than one search result, the results will be displayed on the
Advanced Search page.
o Ifthere are no matches, the message: “No Results. Try broadening your
search criteria” will appear.

To search for a specific transaction ID number and receive results that match
transaction IDs, use the following example: order_number:123456789.

Payment Brand Searches: You may want to conduct a search for transactions by
payment brand name such as Visa or MasterCard. Each payment brand name has a
recognized abbreviation and the search must be conducted using that abbreviation in all
caps such as in the example: brand:VISA

The following table contains the full list of recognized payment brand hames and their

abbreviations.
Abbreviation Brand Name Abbreviation Brand Name
AMEX American Express JCB JCB
AUBC Australian Bankcard MSRO Maestro
BMLR Bill Me Later MSTR MasterCard
CHEK Check NONE or (empty) None
CHIN China Union Pay PYPL PayPal
DISC Discover SOLO Solo
DNRS Diners Club SWCH Switch
GIFT Gift Card VISA Visa
GOOG Google
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Highly Advanced Search

In addition to the previous information about how to define and refine searches, the search
utility is extremely powerful and can perform many other search types if the proper techniques
are used.

Searching on Multiple Terms: You can search using more than one search term in a single
query, such as by Brand and Geox.

If you want to search by two terms and have the results match BOTH terms, use an AND
statement such as: BRAND: VISA AND GEOX:US.

If you want to search by two terms and have the results match either one or the other, use an OR
statement such as BRAND:VISA OR GEOX:US.

You can also search by more than two terms. For instance, if you want to search for all
transactions paid by Visa and that have a Geox of US or CA, use the following example:
BRAND:VISA AND ( GEOX:US OR GEOX:CA).

The parenthesis are required to group an add precedence.

Searching Tokenized Values: When String values are tokenized in the search indexes, it
means the strings are broken into searchable pieces. The delimiter for those pieces is any
whitespace such as tabs, spaces, carriage returns or some special characters, such as @ in an
email address. When the data is tokenized it is lowercased, as are all search values, so searches
for these values are case sensitive.

For instance, an email address string such as james@domainname.com without being surrounded
by double-quotes is tokenized and searched as “james” and “domainname.com”.

A street address string such as 123 Main Stis tokenized and searched as "123", "main", and"st".

Continued on next page
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Highly Advanced Search, continued

Managing Column Types

Depending on the column type employed in a search query, it must be used in a specific
manner in order to produce valid results. Generally speaking:
e Single quotes should be avoided.
Use double quotes when trying to match on an exact phrase.
e Most numbers searched for are whole numbers, such as order numbers or
transaction IDs. Exceptions are cart prices and UDF numbers.
e When searching for prices, use only the decimal point but not other characters
such as the dollar sign ($) or commas ().

The following table provides a detailed description of each column type and how it is
to be used and managed.

Single Double Case

Notes

Sensitive

Emails, Names,
address.city,
cart.product_type,
cart.item_name,
cart.description

String- Tokenized  Tokenized Exact
Tokenizing matching  Matching Matching

agent_names,
notes.reason_code,
*raw, address.state,
note.status, geox,
netw, region,

payment_type, Sting-Case o No No No

Sensitive
brand, status,
reason_code, rule.*,
shipping_type,
refund_chargeback,
device_id

String-
order_number Something Yes No Yes Yes

Else

String-
postal_code Something Yes No Yes No

Else

Continued on next page
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Highly Advanced Search, continued

Column

Double Case

Columns Tvbe No Quotes . Single Quotes Ouotes Sensitive N[e] (=15
rule.rule_id, Throws a :stdeedc??\llirirser
paryquan}nm . Long Yes Numbngonnat Yes No Format Exception
instid_cvi_score Exception .
is thrown
If decimals are
vmax, velo Throws a used, a
kount_score Short ves Numbgr Format  Yes No NumberFormatEx
Exception L
ception is thrown
cart.price, Throws a
udf_numbe Double Yes Number Format  Yes No Onlz l.Jsed 55
. : two* fields
r_ Exception
e
agent_number Integer Yes Number Format  Yes No : y
. with an integer
Exception
type
LLEC Ic:poalllcji rrllsnthl\j uosrzlybe
ipad IP Yes Numbe_r Format  Yes No in dotted Decimal
Exception
format
Must be in the
YYYY-MM-DD
Format *Results
. Sensitive inconsistent, i.e.
* * * !
transaction_date Date Yes No No (YYYY- hard to get an
MM-DD) exact match,
ranges work
better
Throws an Format Must be in the
: Yes lllegal Yes Sensitive  YYYY-MM-DD
EMSEEE (e R (Ranged)* Argument (Range) (YYYY- *ranges work
Exception MM-DD) better
flash, cookies, Will match "true”
mobile_device, " "
mobile_type unless "false" or
— ’ * * nAn
mobile_forwarder, Boolean Yes Always true Yes Yes 0 (qgse
. sensitive on
voice, pc_remote,
false)
proxy
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Overview

Persona Orders

The Persona Orders page is made up of two basic areas:
1. Sidebar: Contains the selectors required to search by either Transaction ID or Order

Number.

2. Persona Orders Search Results table: Presents the results of a linked order search.

Before you enter any search criteria, the Persona Orders search results table displays the
message Enter Search Criteria. If you conduct a search and no results are found, the table
displays the message No Data For Search Criteria.

In the Sidebar, search by selecting either the

Transaction ID or the Order Number radio buttons,
then entering the relevant value in the available field.
Start the search by clicking on the Search button.

Section

1. Transaction ID
Radio Button

Purpose

Allows you to choose to search by
Transaction ID.

Persona Orders

Transaction 1d®

1K4N0QS5K2HK | |

Search

Detalils for Settings

Select this radio button if you want to
search for persona orders by
Transaction ID.

2. Order Number
Radio Button

Allows you to choose to search by
Order Number.

Select this radio button if you want to
search for persona orders by Order
Number.

3. Entry Field

Allows you to enter either a
Transaction ID or Order Number.

Depending on the radio button
selected, enter any valid transaction
ID or order number to determine if
the order is linked with any other
orders.

4., Search Button

Triggers a search for persona orders
once a valid transaction ID or order
number is entered into the Entry Field.

Click the Search button to initiate a
search for persona orders.

The columns that appear on the Persona Orders search results page can be assigned
dynamically by an Admin or Manager user. Your Persona Orders search results page
may appear differently than the example documented here. Also, custom column
headers created in User Defined Fields may be configured to appear, along with their
associated data. Mouse over the custom column title to see the type of data it contains.
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Overview, Continued

o O ©

|| SIAT | Toan 3

details
details
details
details
details

details

EEIEIE N

8f5205e96a R INWVOBXR]14X 04/18/2012 13:28
8f5205e96a R INWVOCVO02ZKLE 04/18/2012 13:27
8f5205e96a R 1INWVO4JRTPXL 04/18/2012 13:10
8f5205e96a R INWVOX4CGNRV 04/18/2012 13:09
8f5205e96a R INWVOMTXRTOD 04/18/2012 13:08
8f5205e96a R INWVOLKRPDGE8 04/18/2012 13:07

©
SE o

DEFAULT NTMyMzQ3NzczMDU3NG

DEFAULT NzkyMzQ3NzcyMzEOMQ

DEFAULT MjcyMzQ3NzYyNTISMA

DEFAULT NTgyMzQ3NzYxNzQAMQ

DEFAULT MjUyMzQ3NzYxMzc1Ng

DEFAULT NzZEyMzQ3NZYWNTU3Mw

--Status--

| ¥ I I-—Agent—- |w I MNote:

1. Check boxes

| Apply Changes

You can select an individual or several
orders using its check box, or bulk
select all orders in the table by using
the check box at the top of the column.

Details for Settings

Use the individual or bulk select check

boxes that fit your requirements.

transactions listed in the search results.

2. Details This link allows you to view the Click the Details link to view a
Transaction Details page for a specific particular order’s Transaction Details
order. page.

3. ORDER This column shows the Order numbers The items in this column can be sorted
for the items listed inthe searchresults.  but the values are static and cannot be

edited or deleted.

4, STAT This column shows the current status See Transaction Status Definitions for
of an order, whether it is under details on the definitions of the status
review, hasbeen escalated orthe status codes. The values in this column are
has changed. static and cannot be edited or deleted.
This column shows the Transaction The items in this column can be sorted

5. TRAN Detail numbers for items listed in the but the values are static and cannot be
search results. edited or deleted.

This column list dates in
. . MM/DD/YYYY HH:MM format and can
6. DATE This column lists the dates for the be sorted by oldest or newest

transaction. The values are static and
cannot be edited or deleted.
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Overview, Continued

Section Purpose Details for Settings
This column shows the merchant- . . .
. . The items in this column can be
7. SITE owned sites used to purchase items
. : sorted.
listed in the search results.
The items in this list can be sorted.
Clicking on a specific value will take you
. . to a search results page listing all orders
This column shows the unique ; . o
) . associated with the specific Customer ID.
8. UNIQ Customer ID numbers associated with .
) : If the previous results page was
items in the search results.
generated by a search by Customer ID,
the page will refresh but no new results
will be listed.
Lets you choose the Status you want
9. Status to give to selected transactions in the lf]se ire dr?p dowrp] =il 1 make select
table. the status of your choice.
You can assign an agent for selected Use the drop down menu to make the
10. Agent . .
persona orders desired selection.
The available field lets you enter a Type the desired message in the
11. Note . ) .
note for the assigned agent. available field.
12. Apply Once you have made your selections, Click the Apply Changes button to apply
Changes this allows you to save your changes. your selections.
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Settings

This tab in Local Navigation contains pages that let you configure scoring options and create
custom reason codes and custom web links.

Queue Options

The Queue Options page allows you to customize how the Transaction Age, and Rescore
Settings features work. For instance, you can adjust the length of time a transaction will
remain in the Workflow queue, and determine if a transaction will be rescored depending on
various circumstances. You can also enable or disable the Auto Agent feature and enable
Queue Assignment, including setting the Queue Escalation age in hours and selecting the
Queue Sorting Date Field.

To reach the Queue Options page from Global Navigation, on the Workflow tab, go to
Settings -> Queue Options. InLocal Navigation, click Settings and then Queue Options.

Section Purpose Details for Settings
L. Suspect A AU U S Set the numeric value between 1 and 99 depending on
Orders sent to the Suspect Orders .

: . the level of risk you want to be present to route an auto-
Rescore SPIEEeEs S approved order to Suspect Orders
Threshold threshold. bp P '

Auto-approved orders will be

2. Special . Set the numeric value between 1 and 99 depending
sent to the Special Alerts .

Alerts Rescore a0e if thev cross this on the level of risk you want to be present to route an

Threshold bag y auto-approved order to Special Alerts.

threshold.

When authorization for a transaction has been declined,
. . you can select this check box to remove the option to
. Prevent items from being ;
3. Rescore if rescored when Auth is re-score the item. For some merchants, once
Auth Declined . authorization of the customer’s credit card has been
declined. . . )
denied, there is no further reason to continue to assess
risk.

For items that have been shipped, you can select this check

. . box to remove the option to rescore such items. For
Prevent items from being

4.Rescoreif some merchants, once an item has been shipped, there
_ * rescored once they are : ; . :
Shipped . is no method of recalling the shipment should the risk
shipped.
change for the purchase and so, no further reason to
continue to assess that risk.
Continued on next page
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Queue Options, Continued

Section

5. Transaction
Agent

6. Enable Auto
Agent

7. Enable
Queue
Assignment

8. Queue
Escalation Age

9. Queue
Priority Field

10. Save

Purpose

Set transactions to age out of
the queue between 1 and 14
days.

Allows you to turn on or off
the Auto Agent feature.

Allows you to enable or disable
the Workflow Queue
Assignment (WQA) feature.

Allows you to set the
frequency, in hours, of how
often suspect orders will be
escalated in the queue.

Allows you to set the Date field
for suspect orders by a specific
event so that any two
transactions that are tied in
priority, can be further sorted by
which one is oldest.

Allows you to save your
changes.

Details for Settings

You can determine how long a transaction will remain
visible in the Workflow queue between 1 and 14
days by entering the desired value in the available
field. After an item ages out, it will no longer be
observed within 30 minutes of aging out.

Selectthe check boxto activate Auto Agent or
remove the selection to deactivate the feature.

Select Enable Queue Assignment to activate this
feature and allow suspect orders to be queued
according to the Agent Profiles that have been
created and configured. This feature is disabled by
default.

Set this value between 1 and 336 hours. If, for
example, you set the value to 6, every 6 hours an
order is unworked in the queue, it will receive an
escalated priority and move higher in the queue.

Use the drop down menu to select the Date field
type, such as Transaction Date.

Click this button to save any configuration changes
you've made on the Settings page.
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Queue Options, Continued

Only Admin and Manager users
have access to, and can make
modifications on, any of the
Settings pages.

Now, when WQA is enabled, Agents
cannot manually reassign orders
and must request a Lead Agent
perform the reassign function.

Reason Codes

o 00 of

Rescore Options
1¥| Suspect Orders rescore threshold:}| 70

i special Alerts rescore threshold:"@_o
=1_| Rescore if auth declined|
'ﬂ Rescore if shipped |—°

Transaction Age

'|Transaction5 age out after: IS ldays

Auto Agent
-Iﬂ Enable Auto Agentl

Queue Assignment

|2 Enable Queue Assignment}

|6 |hours a

] TRANSACTION DATE v |

=|Queue Escalation Age:

|Queue Priority Field

| Save :

o

Both on the Suspect Orders page and on the Transaction Details pages for individual orders, an
Agent and Lead Agent can select a system-defined Status for an order (Review, Escalate and
S0 on). Some merchants require their own, pre-defined, customized Status selections that come
with a specific reason for the status change. These are then intended to be added to the Notes
section of the relevant page, along with an internal code or identifier associated with said-reason.
These features can be created and modified on the Reason Codes page in Workflow.

To reach this page from Global Navigation, on the Workflow tab, go to Settings -> Manage
Reasons. From Local Navigation, click Settings and then Reason Codes.

Like most other pages in the system, this page is made up of two parts:
1. Sidebar: Contains the Filter Reasons tool. Type all or part of a custom reason in the
available field and then click Filter to see the results in the Reason Codes table.
2. Reason Codes Table: Displays all of the customized reason codes you have created. This
area also allows you to add and delete reason codes.
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Reason Codes, Continued

This column shows the customized codes
currently configured in the system. This will This information is static and cannot be
1. Code appear in the STAT fields on the Transaction edited.
Details page for a transaction.
This column shows the customized reasons
currently configured in the system. This will This information is static and cannot be
2.Reason  ghpear in the NOTE field on the Transaction  edited.
Details page for a transaction.
This column shows the status associated with  This information is static and cannot be
3. Status each customized reason and code. edited.
Click the Gears and then the Delete link
appears, click it and follow the
instructions to delete the custom reason.
4. Delete Lets you delete a customized reason. Once you do so, the customized reason
will not be available to use by Agents and
Lead Agents when dispositioning
transactions.
Click the Add Reason button and then
5. Add Lets you add a new, customized reason. follow the instructions to create anew,
Reason customized reason.
o0
Code  Reason Status
dl Risk factor too high D
eeg egeg E
P q A
b bb R
5
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Custom Web Links

Custom Web Links is a new feature that is displayed as a gadget on the Transaction Details
page but which must be configured on the Custom Web Links page under Settings. See the
Gadgets section of the Transaction Details page documentation for how Custom Web Links
appear in the Custom Web Link’s gadget.

Often merchants want to create a custom link that can then be passed into an order. For
example, a company may want to pass in the link of a specific order into the merchant’'s custom
order management tool. Rather than having to copy and paste the URL from the order as it
enters the merchant’s system into their custom management service, an administrator can create
a custom web link that, once an order comes in, the agent processing the order can click. This
process can also be used to call out to other third party vendors as the merchant desires
(411.com; whitepages.com, etc.)

Web links are created using both “human friendly” text and the actual URL of the link. Order
parameters can be used as part of the text and the link in order to produce a specific result
when the link is clicked, such as searching all orders for a specific IP address or displaying the
billing address of the customer in Google maps.

The Custom Web Links page has two main sections: a sidebar and a primary pane. Sidebar

Continued on next page
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Custom Web Links, continued

Avallable Parameters

NAME : Billing Name

B2Al: Billing Address Line 1

B2AZ2: Billing Address Line 2 Link for B2AL {{B2A L} I 2q={{B2ALY}

B2CI: Billing Address City

B25T: Billing Address State

B2PC: Billing Address Postal Code

B2CC: Billing Address Country

ANID: Customer Phone (Phone Orders
only)

Link for NAME {{NAMEJ} 4 iworkflowladvancedsearch hmi?g=({NAME}} x[1]+

B2PN: Billing Phone Number
S2NM: Ship-to Name

S2A1: Shipping Address Line 1

52A2: Shipping Address Line 2 o
S2C1: Shipping Address City

S525T: Shipping Address State

S2PC: Shipping Address Postal Code
S2CC: Shipping Address Country
S2PN: Shipping Phone Number

EMAL : Customer Email

S2EM: Ship-to Email

ORDR: Order Number

TRAN: Transaction ID
IPAD: IP Address
UNIQ: Customer D

Parameters in Web Links

Both Link Text and URLs may include any
number of parameters which will be
substituted with relevant values from the
current transaction on the Transaction
Details page.

Paramelers are included in the user input

in the form {{PPPP}} where the parameter
name PPPP is one of the listed
below.

Eg

= Google Customer [(NAME]}
http:/lwani.googie.com/search?g=
{{NAMEJ}

= Map of {{B2A1}} in {{B2CI}}, {{B2STH
httpi//maps.google.com/maps ?q=
{{B2AL]H{B2CIL{[B2ST]

Section Purpose Details for Settings

This section displays the available

valid parameters that can be used in  This information is static and

the link text and in the URL of a cannot be edited.

custom web link.

This section shows the correct

2. Parametersin Weblinks syntax for using a parameter in link
text and in a URL.

1. Available Parameters

This information is static and
cannot be edited.

Continued on next page
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Custom Web Links, continued

Custom Web Links Primary Pane

0

o

Link for NAME {{NAME}} r _I Jworkflow/advancedsearch. html?g={NAME]}

Link for B2A1 {{B2A1}}

Iworkflow/advancedsearch.htmi?g={B2A1}}

Section
1. Link Text

Purpose
This field contains the human-
readable link text including the
parameter.

Details for Settings
This text can be edited using the Edit
button.

2. Edit Button

This button makes the link text
editable. There is a corresponding
button for the URL.

Click the button to make the text editable.

3. URL This field contains the actual URL The URL can be edited using the Edit
string including the parameter. button.
4. Delete Lets you delete a custom web link. Click the “X” in the row for the web link to
be deleted.
5. Move Up Moves the web link up in the list. Moving the web link up in the list

causes it to also be moved up in the list of
web links in the custom web links gadget
on the Transaction Details page.

6. Move Down

Moves the web link down in the list.

Moving the web link down in the list
causes it to also be moved down in the
list of web links in the custom web links
gadgetonthe Transaction Details page.
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Auto Agent

This section addresses the different pages found under the Auto Agent tabin Local
Administration under Workflow.

Auto Agent Rules

A significant number of suspect transaction decisions made by Agents in the Workflow are actually
transactions that Agents treat the same way each time. These transactions present a set of
conditions resulting in Agents always looking up third-party data. Agents then make decisions
about those transactions based on what data is returned from the cited sources.

The Automated Agent feature in the application lets you automate this process, allowing you to
write rules and rule actions telling the system to autodecision such transactions without
involving a human Agent. To find the Auto Agent Rules List, under Auto Agent on the
Workflow tab, click Rules.

The Auto Agent Rules List lets you write rules in almost the same way as you do in the Fraud
Control Rules Engine. Unlike the Fraud Control Rules Engine, the Auto Agent Rules Engine
contains no default rule sets. For a description of the basic requirements and functionality of a
rules list, see the introduction to the Fraud Control Rules. The Auto Agent Rules List section of
this chapter first describes the features of the Auto Agent Rules List interface, and then tells you
how to write rules and rule actions that get additional data when a rule triggers, then makes a
decision based on that data.

Like the Fraud Control Rules page, the Auto Agent page contains two basic sections: the
Sidebar and the Auto Agent Rules Table.

Section Purpose Details for Settings

Use this feature to search for a rule in the
currently displayed snapshot. Search will query
the characters on either side of the operators in

EDE= {50 U0 (O St OF s FEis the Condition column and the text in the

of the rule you want to search for in

1. Filter Rules the available field and then click the Description column. After you press _F|Iter{ a list
. of the rules matching your search string will
Filter button. ;
appear. You can then click on the name of the
rule to review and edit the conditions of the
rule.
Continued on next page
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Auto Agent Rules, Continued

Section Purpose Details for Settings
This box contains a summary of The Rule Set Details box contains the unique
information about the Rules Set identifying number of the snapshot, the date and time
> Rule Set Youare cyrrgntly viewing. If the snaps_hot was first cr_eated, and whether or not the
Details you are viewing a snapshot snapshot is currently active.
with unsaved changes, a Although you can create multiple rule set, only one
message stating this will appear Rules Set can be active and applied to the system
here. at any given point in time.
The following is a list of all of the options that can
appear in this box. Some may not appear, depending on
the condition of the snapshot:
3. Rule Set This box contains a set of links . Cpmpare to parent: _Click this link if you want to
Actions that allow you to perform further view the difference in rules between the current
actions on Auto Agent Rule Sets. snhapshot and its parent snapshot.

e Printer-friendly page: Click this link to see a
printer-friendly version of the rules and
conditions in the snapshot.

The following is a list of all of the options that can
appear in this box. Some may not appear, depending on
the condition of the snapshot:
4. More '!'his box c_ontains additional e Switch rule sets: Click thi§ link to switch from this
dptions links of options you are able to snapshot to any other available snapshot.

act upon within rule sets.

Manage groups: Create, edit, and delete groups of
rules for a rule set.

Rule Set History: Click this link to go to a page
listing the history of rule sets for Auto Agent.

-| Filter Rules I

[

Rule Set Details
Rule Set Id: 9888

Created On: 09/09/2011 15:44

Last Active: currently active

Rule Set Actions

= Compare to parent
» Printer-friendly page

] Filter

o_
o
o
o

» Switch rule sets

= Manage groups
= Rule Set History
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Auto Agent Rules, Continued

Section Purpose Detalls for Settings

1. Rule Set The name of the currently This is static information and cannot be selected or

Name active rule set. changed.

2. Bulk Action Lets you select one, Select the top check box to select all rules or select

Check Boxes multiple, or all rules in the many but not all rules, by selecting the specific check
Rules Set and apply changes boxes for the desired rules, and then you can apply
to those rules. changes to all the selected rules in one action.

3. Action This column shows the Eachrule, when activated by atransaction that may
action a rule will take if the be fraud, will result in a particular action applied to
rule is invoked by a the transaction. The Actions are presented in order of
transaction. importance, first to last, or the order by which they

are executed when invoked:
e Approve
e Decline
e Escalate
e Review
4. Condition This column shows the rules  Clicking the links to one or more rules and editing

ex- pressed as conditionals, them and their conditions, will result in creating a
andyoucan click the link for new Rules Snapshot if you save the changes to each

any rule to review the rule and then save the snapshot.

conditions associated with The Rules Creation section of this chapter will
the rule, and to edit those describe the details involved in creating rules.
conditions.

5. Description This column shows the rules  This description is static. More details on rule
expressed in human readable  descriptions can be found in the Rules Creation
terms. section of this chapter.

6. Rule ID This column shows the Rule This information is static.

ID number for each rule row.

7. Group This column shows Rule The content in this column is static and is only
Editor the groups to which changed when groups are added or removed or when
rules belong. Groups are rules are added to groups.

organizational containers
only and adding rules to
groups does not change the
behavior of the rules.
Groups are not created by
default and so this column
may be empty.

Continued on next page
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Auto Agent Rules, Continued

Section Purpose
8. Rule The four symbols (plus, star,
Indicators no, and exclamation) indicate

the characteristics of the rule.
You can hover your cursor
over each symbol in the
column header to see what it
indicates.

9. Add Rule Lets you create a
completely new rule in the
current rule set. Once the
new rule is saved and then
the rule set is saved, a
completely new rule set will
be created containing all of
the original rules of the
parent rule set, plus the newly
created rule.

See the Rules Creation

section of this chapter for
details on how to create a
rule using the Rule Editor.

10. Choose Click the desired link in this
section to apply bulk changes
tothe rules selected with the
Bulk Action Check Boxes.

Detalls for Settings

e Plus Sign: Indicates that the rule is new.

e Star: Indicates that the rule has changed, meaning
that a condition has been added, removed, or
edited.

e No Sign: Indicates that the rule is disabled and
does not have any effect on the Rules Set.

e Exclamation: Indicates the rule is Important and
is at the top of the list of Actions, or the order of
how rules are processed when they are invoked
by a suspicious transaction. Actions in this
table. More about Important rules will be
presented in the Rules Creation section of this
chapter.

Click the Create New Rule button to be taken to a

blank Rule Editor where you can create the new

rule and the conditions associated with the rule.

Once you have selected the check boxes of the
desired rules, click one of the following links to apply
that change to all of the rules:

e Delete: Removes the rule from the Rules Set.

e Enable: Enables a disabled rule, applying the rule
in the Rules Set.

e Disable: Disables an enabled rule, preventing it
from applying in the Rules Set.

e Change Action: Lets you change the action of
the rule to Approve, Decline, Escalate, or
Review.

e Move to Group: When one or more Groups have
been created, this option lets you move specific
rules to a group. The check boxes for the rules to
be moved must be selected.
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Auto Agent Rules, Continued

- 1
| AA: Review when Brent 2 |

Displaying 1 - 2 of 2 total results.

Review der.name] contains [JAKE CUTTER]) &&

Review der.name] contains [BRENT]))

Chooe— - —4 T8

billing 12 74050

Review when: 73372

9

Transaction Flow and Rules

Since both the Fraud Control Rules Editor and
the Workflow Auto Agent Rules Editor work in
almost the same way, it can sometimes be difficult
to understand which editor to use and why you'd
want to use one or the other. The following
diagram shows the general path of transactions
entering a merchant’s system and how the
transactions are managed. The diagram assumes
that Auto Agent has been activated by the
merchant.

Merchant
System

0 : Agent 6
/ -

Lead

Agent
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Transaction Flow and Rules, continued

General Transaction Management

1. Transactions enter the merchant’s system and into the anti-fraud application and are
evaluated by the Fraud Control Rules Engine.
2. Transactions are either approved or denied (green and purple arrows).
e In the Fraud Control, rules set in the rules snapshot evaluate the
transactions and either approve or deny them.
¢ In Auto Agent, after third-party information is gathered and evaluated,
transactions are either approved or evaluated.
o Agents in the Workflow evaluate transactions and either approve or deny them.
e After transactions are escalated, the Lead Agent in the Workflow evaluates
them and either approves or denies the transactions.
3. Transactions are marked for review (red arrows).
¢ Inthe Fraud Control, rules set in the rules snapshot evaluate the transactions
and mark them for review.
¢ In the Fraud Control, rules set in the rules snapshot evaluate the transactions
and mark them for review while additional rules in the Auto Agent determine
that the evaluation can be automated and decisioned after a third-party has
been called.
4. Transactions are marked for escalation (blue arrows).
e Inthe Fraud Control, rules set in the rules snapshot evaluate the transactions
and mark them for escalation to the Lead Agent.
e InAuto Agent, after third-party information is gathered and evaluated,
transactions are marked for escalation to the Lead Agent.
e Agents inthe Workflow evaluate transactions and mark them for escalation to
the Lead Agent.
5. Auto Agent marks transactions for review by an Agent (red arrows).
o The Auto Agent evaluates a transaction after calling third-party data and marks
the transaction for review by an Agent.
e The transaction that has been routed to the Auto Agent does not trigger any
of its rules and cannot be evaluated and is marked for review by an Agent.
e An error occurs while Auto Agent is evaluating a transaction and the default
behavior in case of error is for the transaction to be marked for review by an
Agent.

Continued on next page
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Transaction Flow and Rules, continued

The Admin or Risk Editor user writes the majority of the rules affecting how transactions
are evaluated in the Fraud Control Rules Editor, and a large number of transactions are
evaluated and dispositioned by those rules. If you choose to use Auto Agent, you can
write a smaller set of rules in Auto Agent that apply just to those transactions that
possess specific issues that always result in third-party being called. Only in those cases
would the Auto Agent rules be applied and Auto Agent rule actions be executed as a
result.

Transaction Management in Auto Agent

The following diagram illustrates the
flow of transactions once they've

DMC entered the Auto Agent from the Fraud
Control Rules Engine.

6 1. A transaction enters Auto

Agent.
2. The transaction triggers a rule.
Auto Agent 3. A rule action associated with

the rule is triggered which calls third-

party data.
4, The result of the rule action

evaluating the called information
triggers another rule.

5. The result of the rule
evaluating the transaction plus the
evaluation of the additional data the
transaction being dispositioned.

6. The transaction exits Auto
Agent marked as either Approved,
Declined, Review, or Escalate and is
routed accordingly.

Rule 1 /
® o

Action
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Writing Rules and Rule Actions

To begin to create a rule and rule action for the Auto Agent, on the Auto Agent Rules List page,
click Create New Rule. You'll be taken to the Auto Agent Rule Editor page. There are three
parts to creating a successful Auto Agent Rule. You must create the rule that will trigger the Rule
Action when transactions meet a certain condition. Then you must write the Rule Action that
will respond when triggered by the rule. Finally, there must be a separate rule that, depending
on what results come back as a result of the rule action, will trigger and disposition the
transaction.

Creatlng the |n|t|a| TLI|e « Back to Rules List Create New Rule
Apply the following decision to the tmnsziqhen the conditions are met:
Customer Name
Start on the Auto Agent Cumomr i] contains 5] [ackie srown || 3
Rules page and click Add \ Shopping can e
Ru|e_ ' VIP Lists
» Extended Variables
* Persona
» Velocity
' Distance
¢ User Defined Fields
' Negative History
» Compare Variables
» Billing Address Services
¢+ Shipping Address Services
4
Fute 15.‘5 ﬁ:?ﬂiz:t Rule Descript\um‘gettal‘gus data | Create Rule
Section Purpose Detalls for Settings
1.Select a Rule Lets you select one, multiple, or all rules Expand the desired rule category and
in the Rules Snapshot. then select the specific rule you want to
add.
2. Configure the Lets you configure the specific conditions Use the available drop-down menus,
Rule of the rule, including properties, check boxes, and text and number fields
operands, andvalues. to set the conditions for the rule.
3. No Change Lets you select No Change as a Use the drop-down menu and select
disposition. This option is used only No Change. Although there are other
with a Rules Action. disposition choices available, you

must make the No Change selection to
allow Auto Agent to run the Rule
Action calling for third-party data.
4. Expand Rule Lets you select an action that the rule Expand Rule Actions to create an action
Actions will trigger. for the rule (see the next section:
Creating a rule action).

Continued on next page
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Writing Rules and Rule Actions, Continued

Creating a rule action - Rule Actions
- A&:!ol_'l':l: BNy Auuress N Query LexisNexis® InstantlD

VIP List: Shipping Address Check billing address?
VIP List: Email Address O check shipping address?
VIP List: ard Number
VIP List: Number

After you expand Rule VIP List: DV Fingerprint

i X VIP List: UD
ACtIOf‘IS n the Rule I & Query LexisNexis® InstantiD |

Query TARGUSinfo®
Query 192.com™ Check ID

Editor, expand Actions.

Query ™ Prove ID KYC
Query Xis® Phones
Plus
Query Chargeback Defender
Identity Sdore v
fule ES'E I[:\i‘nspaobrlt:?wt I Rule Desmptmn:[get targus data I ] l Create Rule I
Section Purpose Details for Settings |
1.Select an Lets you select an action to be associated  Select the specific action you want the
Action with a rule. rule to trigger when the rule is triggered
by a transaction.
2. Configure the  Lets you configure the specific conditions  Use the available check boxes to select
Rule Action of the rule action as related to calling the information that will be requested.
data from a third-party.
3. Disabled and Lets you select optional properties for You can choose Disabled if you want the
Important the rule. rule to not be active in Auto Agent
when it is created, and/or choose
Important if you want the result
selection to be set at a higher priority
than other rules.
4.Rule Lets you create a text description for the Use the available field to type a
Description rule. description for the rule.
5. Create Rule Lets you save your configuration and Click Save Rule to create the rule and
create the rule and rule action. associated rule action.
Continued on next page
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Writing Rules and Rule Actions, Continued

Create a separate rule to be triggered

« Back to Rules List

Create New Rule

by the rule action Apply the following decision to the transaction when the conditions are met:
~ Rule Conditions

Once the Rule Actlon has Ca”ed the " Orr.ler' [Eitiing Address LexisNexis® : Name Address Phone Summary]
: \s.-:':l::,l:,g cort is _|v [ 101 Nothing found for input criteria. 3

requested data from a third-party, you
must create one or more rules that will

» Extended Variables
* Persona

[1]1 Phone is not associated with the input nai
[2] First name and Last name matched.
[3] First name and Address matched.

addre...

locit
. . . . : ‘I;?s::::e [ 141 First name and Phone matched.
trigger, depending on the information o Fietds I (51 Last name and Address matched.
. . . + Negati e [ (61 Address and Phone matched.
that was retrieved. This rule is not . { (7] Last name and Phane matched.
Billi . [ (8] First name, Last name and Address matched.
= Billing Address Services

directly linked to the previous rule and
must be configured with a disposition
other than No Change so that
transactions that have triggered the

Credit Vprification Index

4 Name Address Phone
Summary

A [ 191 First name, Last name and Phone matched.
il [ (101 First name, Address and Phone matched.
= [ 1111 Last name, Address and Phone matched.
O [12] First name, Last name, Address and Phone matched.

+ Shipping Address Services

~ Rule Actions
~ Actions
Rule Counter

This rule has no actions.

previous rule and rule action can be
dispositioned and routed.

Choose an action to add.

VIP List: Email Address

VIP List: Billing Address 1
VIP List: Shipping Address
VIP List: Credit Card Number

Rule is:¥ Disabled

Pl RuleDescripti&mIM'_o 7!
5
Section Purpose Detalls for Settings
1.Select a Lets you select one, multiple, or all Expand the desired rule category and then
Rule rulesin the Rules Set. select the specific rule you want to add.
2. Configure Lets you configure the specific Use the available drop-down menus, check
the Rule conditions of the rule, including boxes, and text and number fields to set
properties, operands, and values. the conditions for the rule.
3. Disposition  Lets you select a disposition for events  Select the disposition you want applied to
that trigger the rule. transactions that meet the conditions of the
rule action that triggered the rule.
4. No Rule Do not associate a rule action to this The action taken by this rule when
Action rule. triggered is the disposition you set in
Step 3. DO NOT create arule action.
5. Disabled Lets you select optional properties for ~ Youcanchoose Disabled if youwant the rule
and the rule. to not be active in Auto Agent when it is
Important created, and/or choose Important if you
want this rule to be run before other
rules in the snapshot.
6. Rule Lets you create a text description for the  Use the available field to type a description
Description rule. for the rule.

7. Create Rule

Lets you save your configuration and
create the rule.

Click Create Rule to create the rule.
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Writing Rules and Rule Actions, Continued

The Rule Counter Rules Action

You've seen in the previous sections of Writing Rules and Rule Actions how to create
an Auto Agent rule, associate a Rule Action with that rule, and then create one or more
separate rules that are triggered, depending on the results returned by the rule action,

dispositioning transactions. The only rule action option not documented for Auto Agent
so far is the Rule Counter.

» Rule Actions
~ Actions

Rule Counter

2
~Billing Address Counter name: l [ lDeIta value
: Shipping Address

: Email Address

Credit Card Number

" Gift Card Number

VIP List: Device Fingerprint

VIP List: UDF

Query LexisMNexis® InstantiD

Query TARGUSInfo®

Query 192.com™ Check ID

Query 192.com™ Prove ID KYC

Query LexisNexis® Phones
Plus

v

Rule is:¥ pisabled

© Important Rule Description:[ l Create Rule
Section Purpose Details for Settings
1. Rule Counter  One of the Rule Actions options under Select the Rule Counter check box under
Actions. Actions.
2. Counter Provides a name for your custom Give the custom counter a descriptive
Name counter. name.
3. Delta value Provides the increment value for the Enter an increment number in the field,
counter. which can be either a positive or
negative number.

The details about how to configure a custom counter and how counters work with rules
and rule actions can be found under How a Rule Counter Works.
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Rule Set History

The Rule Set History page for the Auto Agent feature in Workflow is similar to the Rule Set
Scheduling feature in the Fraud Control Rules Engine, except that you cannot schedule an Auto
Agent Rules Snapshot to go into effect for a particular date or date range. You can select the
current date and select a snapshot that you want to be effective from the current date forward.
The rule set will be in effect until change your selection. A rule set can only be applied at the

current date.

Like most other pages in the system, this one is made up of a Sidebar and a main information

display pane.
Sele:tec@)etails April 2012 : May » E
Monday Tuesday Wednesday Thursday Friday Saturday Sunday

5 9888 26 2 28 29 30 31 1

Review when Brent 2 AA: Review when Brent 2 |

" 10/14/2011 08:54 5 3 2 5 6 7 8

Options for April 23 |$\A Review when Brent 2 |

--Choose-- |v || Activate Now | 3 0 [ 12 13 12 15

|£\A Review when Brent 2 |

16 17 18 19 20 21 22

AA: Review when Brent 2 |

Section Purpose Details for Settings \
. Click the link to the past month and continue
1. Navigate . . . . L
Past View calendars for past months. pl|ck|ng t_o navigate to prior months. This is for
information only.
Click the link to the future month and continue
2. Navigate ) clicking to navigate to months further into the
View calendars for future months. o . . ;
Future future. This is for information only, since you can
only apply a snapshot to the current date.
In the Sidebar, this displays the
3 shapshot ID information for the date
S.napshot selected in the calendar. If more Click on a date in the calendar to view the
D than one snapshot is applied for the snapshot ID information applied to that date.

date selected, multiple snapshot ID
boxes will appear.
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Rule Set History, Continued

Section Purpose Details for Settings
Allows you to select the rules snapshot Use the drop down menu to select the
4. Options you want to apply to the current date desired snapshot and then click Activate
forward and then activate it. Now to apply the snapshot.

Click the specific date you want in the
calendar to see the snapshot ID details
applied to that date in one or more snapshot
IDboxes.

Allows you to see the details of the
5. Date snapshot or snapshots applied to the
current date or any date you select.

The Past and Future month links described in items 1 and 2 of the previous table are also
available at the bottom of the calendar. The timezone applied to the calendar is shown near the
bottom right of the page, but you cannot modify the timezone here.

Rule Sets and Compare Rule Sets

Find Active Rule Set For a Date Displaying 1 - 20 of 82 total results. 12345
I [na ]
© AA: Review when Brent 11162 James 2012-04-20 13:37:23
B  aA: Review when Brent 11122 James 2012-04-20 13:29:55
On the WOI'kﬂOW tab B  pA: Review when Brent 10714 Greg 2012-02-28 16:31:29
under Auto Ag ent, you O AA: Review when Brent 10730 Greg 2012-02-28 16:29:04 w
can click the Rule Sets O AA: Review when Brent 10712 Greg 2012-02-28 15:06:31 w
and Compare Rule O AA: Review when Brent 10362 James 2011-10-04 10:41:01 view
Sets |inks to access O AA: Review when Brent 9888 James 2011-09-09 14:44:28 2012-04-23 08:12:07 w
those pages Those O  aA: Review when Brent 9322 Brent Reed 2011-07-01 15:03:50 2011-10-14 07:54:15 w
pages fUﬂCtIOﬂ |n the [} testing save 7878 Chris Galli 2011-03-29 08:20:11 w
same Way as dO their E  kount-3315 7480 Chris Galli  2011-02-28 08:42:50 2011-03-29 10:32:58 view
- E  one rule call LN 6838 Makho 2010-12-22 14:03:46 2011-02-28 08:43:04 W
counterpartsin Fraud g i
Disable all AA rules 6716 Makho 2010-12-22 14:00:53 2010-12-22 14:04:06 w
Control. See Rule Set -

R X ) 11 6824 John 2010-12-22 13:47:54 2010-12-22 14:01:22 view
List |nf0rmat|0n and H 11 6822 John 2010-12-22 13:46:13 2010-12-22 13:48:09
Com pare Ru l € Sets O 1a 6820 John 2010-12-22 13:44:47 2010-12-22 13:46:41
information- 0 11 6818 John 2010-12-22 13:43:20 2010-12-22 13:45:01

H 11 6714 John 2010-12-22 13:41:45 2010-12-22 13:43:34 i

O 11 6816 John 2010-12-22 13:40:02 2010-12-22 13:42:00 vi

O 11 6814  John 2010-12-22 13:38:34 2010-12-22 13:40:24 vi

H 11 6812 John 2010-12-22 13:37:06 2010-12-22 13:38:49
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Queue Assigner

The Queue Assigner (QA) functionality in Workflow allows risk management staff to be
organized into groups called Profiles. Transactions in the Workflow queue can be filtered and
assigned to different Profile groups based on how transactions are prioritized. Transactions are
prioritized based on the level of importance the merchant assigned to different types of
transactions.
There are three key groups involved in the Queue Assignment process:
e Agent: This is a member of the risk management staff responsible for working the
Workflow queue.
o Agent Manager: This is the person responsible for managing Queue Assignment Profiles
and Rules.
o Manager: This is the person responsible for managing Agent assignment to a Profile.

Each group has a distinct collection of permissions in the Queue Assignment tool, as
described above. As a merchant, if you want one person to be able to both create QA
Profiles as well as assign Agents to those profiles, that person will need to be a member
of both the Agent Manager and the Manager groups.

The following sections of this chapter will describe how the different features in QA can be
accessed and configured.

Profile Management

Opening the Queue Assigner menu lets you select the Profile Management option which
opens the Profile Management screen opens. The screen shows alist of the Queue Assignment
Profiles that have been created. When an Agent is assigned a profile, all of the rules applied to
that profile will be applied to the Agent. Suspect Orders will then automatically be assigned to
the Agent based on the rules in the profile.

Toreach this page, in Local Navigation, click Queue Assigner -> Profile Management. The
Profile Management page is made up of two parts:
e The Sidebar which contains the Profile Management Summary and link to unassigned
agents.
o The Profile Management list table, which shows which agents are assigned to which
profiles and lets you create a new profile.

Whenyou clickthe unassigned agents linkinthe Sidebar, you are taken to the Agent
Assignment page, which will be described immediately after the Profile Management section.

Continued on next page
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Profile Management, Continued

Section
1. Profile Name

Purpose
Lists the names of the available profiles.

Details for Settings
Click the link for a specific profile to go to
the Edit Profile page for that profile.

2.Description

Shows a brief, text description of the
purpose or characteristics of the profile.

This is static information and can only
be changed on the Edit Profile page for
the specific profile.

3. Agents Shows a list of the agents assigned to Click the link for the agents assigned to a

Assigned each profile. specific profile to go to the Agents
Assigned page. This will show a list of
just the agents assigned to the specific
profile and all unassigned agents.

4. Backlog Allows you to see how many suspect Click the number of backlog orders for a
orders are unassigned for a specific specific profile to be taken to the Suspect
profile. Orders page with a view filtered for just

the specific profile you selected.

5.Gears Allows you to edit a specific profile. Click the Gears for the row you want to

edit, click Edit, and then follow the
instructions.

6. Create New

Allows you to create a brand new

Click the Create New Profile link to be

Profile profile. taken to a blank Edit Profile box that lets
you create a new profile.
: : Ceaciios
IE8 Test Hello world! Agent Manager3,Brad.Dave,Mr 1]
IWantToBelnQA Why aren't we No Agents Assigned 1]
New Test Profile Creating a new No Agents Assigned 1]
New Test Profile Creating a New No Agents Assigned ]
Zhere was a profile along time A test profile Brent Reed.Fred.Greg 0

| Create New Profile |

o
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Agent Assignments

The Agent Assignments screen lets you assign a specific profile to an agent. You can either
assign different profiles to agents on an individual basis or assign a single profile to a group of
agents in a bulk assignmentprocess.

To get to the Agent Assignments page, in Local Navigation, click Queue Assigner -> Agent
Assignments.

You can also go to the Agent Assignments page for a particular profile from the Profile
Management page by clicking a specific profile name in the Agents Assigned column.

The Agent Assignments page is made up of two areas:
o Sidebar: Contains the Agent Assignments Filter that lets you view agents assigned to a
particular Profile.
e Agent Assignments list table: Lets you see which agents are assigned to which profiles.
You can also change an agent’s assignment here.

Agent Assignments Filter

To filter the Agent Assignments list, in the Sidebar:
e Openthe WQA Profile menu and select a particular profile.
¢ If youwantto include all unassigned agents in the filter, select the Include
Unassigned check box,
o Click Filter.

The list table will show a filtered list of agents by the profile you selected.

Agent Assignments list table

Section Purpose Detalls for Settings

Select the top box to bulk selectall
1. Selection Allows you to select one, more than agents, otherwise, select one or more
Boxes one, or all agents in the list table. individual check boxes for the agents to want

to choose.

Shows the names of the Agents in

2. Agent Name the system.

Allows you to see the profiles to
which agents are assigned and to
change an agent’s profile
assignment.

3. Profile
Assignment

This information is static and cannot be
selected or changed unless an agent is added
to or removed from the system.

Use the drop-down menu next to the name of
the desired agent to make a profile selection.
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Agent Assignments, Continued

Section Purpose Details for Settings

Click the Gears for the desired row, click
Edit, and follow the instructions to edit the
profile assignment for an agent.

Allows you to select a profile when Select one or more agents using the selection

Allows you to edit the assignment

4. Gears
for an agent.

5. Unassigned

Menu you want to change an agent’s check boxes and then open this menu and
assignment. select a specific profile.

6. Apply Onc;e you've mad(_e all of your profile

C.ha nges Allows you to save your changes. assignment selections, click the Apply

Changes button.

o

1
— | ]
L1 admin A new profile
Agent Manager3 IE8 Test
L] Brad IE8 Test
| Unassigned |¥ I Apply Changes I

(.

o

Rule Sets List

The Rule Sets List page functions very similarly to the Fraud Control Rules Manager that
governs the rules applied to Suspect Orders entering the risk management system. The rules
created in the Queue Assigner system are applied to a particular profile that is used to direct
suspect orders possessing specific characteristics to agent assigned to that profile. For instance,
you may want to direct all suspect orders from a regional office in Europe to a group of Agents
who are familiar with the payment methods used in that area of the world. You can create a set
of rules to perform that function, apply them to a profile, and then assign that profile to the agents
in the regional risk assessment group.

To getto the Rules Sets page, in Local Navigation, goto Queue Assigner -> Rules Sets.

Continued on next page
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Rule Sets List, continued

The Rule Set page is made up of two parts: The Sidebar, where you can click Create New Rule
Set to begin the rule set creation process, and the Rule Sets list table, where you can view the
currently created rule sets and compare the rules between any two rule sets.

Section
1. Selection
Check Boxes

Purpose

Allows you to select two rules.

Details for Settings

Select the two check boxes for the rules you
want to select. To be used with the compare
selection feature.

2.Description

Provides the name of the rules in

Click on the name of the specific rule to load and

the rule set. edit it.

3.1D The identification number of the  This is static information that cannot be selected
rule. or edited.

4. Author This displays the initials of the This is static information that cannot be selected

person who created the rule.

or edited.

5. Created Date

Displays the date and time the

rule was created

This is static information that cannot be selected
or edited.

6. Assigned Displays the name of the profiles  Clicking on the name of the profile will take
Profiles to which the rule is assigned, if you to the Edit Profile page.
any.
7. View Allows you see a printer-friendly  Click View to go to the printer-friendly page
page for the rule. for this rule.
8. Compare Allows you to compare any two  Once you've selected two rules, click the Compare

rules.

button to see the differences between the two
rules.

Default Site
website rule set
Score = 0
Score = 0

three rules

four rules

two rules

L
g
g
5
5
g
g
5
L

Score = 0

00 0 0 o

10952 Greg 2012-04-13 13:39:58
9718  James 2011-07-26 13:50:09
9320 Brent 2011-07-01 14:49:06
9318 Brent 2011-07-01 14:48:27
9286 Makho 2011-07-01 10:30:12
9284 Makho 2011-07-01 10:13:55
9282 Makho 2011-07-01 10:08:59

9178 Greg 2011-06-23 14:49:51

8

view

ie

<
=

Click on View in the row
for any rules set to view
the rules list for that rules

<.
m
=

<
m
=

view set.
IWantToBelnQA view

view
A new profile view
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Rule Sets List, continued

The Rules page for a specific snapshot is almost, but
Rules engine in Fraud Control.

The following screenshot is of the WQA rules list

not quite the same as a Rules List for the

and is presented here for comparison.

Compared to
the Rules List
for the Fraud

20 1: ({[persona.score] = [0]}) Our rule

| -- Choose -- |¥ |

Control Rules
Engine, the
primary
differences are
the presence of

a Weight

column in the table and the absence of an Important (!) indicator for a rule at the end of each of
the rule’s rows. All of the other features are the same for both Rules Lists (See the Fraud

Control Rules for details).

Weight is a specific value assigned to a rule that ind

icates how Important it is (as opposed to

turning Important on or off for a rule in the Fraud Control Rules Engine). The higher the

value, the more important a rule is considered by the
rule during creation or when you edit the rule. To edit
name in the Condition column to open the rule for ed

rules engine. You can assign a weight for a
the weight of a rule, click the condition
iting, and then change the value in the Add

the following weight to the matching transaction field. For a new rule, add the value in the

same field after

« Back to Rules List

Create New Rule

clicking Create
New Rule on the

| Apply the following weight to the transaction when the conditions are met: |?O

- Rule Conditions

- Order

4 Website
Date Customer Unique ID was set
Shipping Address State

Rules List.

Website

When two orders
are in the queue

[is |v] [BOMKERSS|v |

waiting to be manually reviewed, the order that triggers the rule with the greater weight is
assigned first when the “Get Next” function is invoked. If, for example, you have a higher weight
attributed to a rule that assigns orders from a region to agents in the profile that speak the
language of that region, those orders will be assigned before orders with a lesser weight, such

as those that have no specific language requirements.

See How a Rule Counter Works and Writing Rules and Rule Actions for information about

creating and editing rules and rule sets. Additional i
Rule Actions differ from Fraud Control and Auto A
following section.

nformation about how Queue Assigner
gent Rule Actions can be found in the
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Rule Sets List Creation

On the WQA Rule Set page, when you click Create New Rule Set, you are taken to a Rules
Editor page with one default rule.

Filter Rules Score > 0
[ I Fi
ilter
I—/ Displaying 1 - 1 of 1 total results.

Rule Set Details U

Rule Set Id: 9178 O 20 1: {{[persona.score] = [0])) Our rule

Created On: 06/23/2011 15:49

Last Active: never active godRule

Displaying 1 - 1 of 1 total results.
Rule Set Actions

= Switch Rule Set
= Printer-friendly page

Groups Actions

= Manage groups

Click the Add Rule button to access the WQA Rules Editor. The rules you can create in the
WQA Rules Editor differ from the other rules editors in the interface. They fall under the
categories:

e Order: These are qualities or attributes regarding the order itself, such as the
merchant website used to place the order, the stated name of the customer, or
the first line in the billing address.

e Extended Variables: These are the qualities regarding the customer that are
detected by examining variables about the customer’s computer or a proxy server
the customer is using to mask his or her identity. They can include User
Language, information gathered from the computer’'s browser if enabled for
JavaScript, and the country or state in which the customer’'s computer appears
to be located.

e Persona: These are qualities or attributes that are associated with an attempt by
the customer to mask their true identity and location, and methods used by the
application to pierce that mask. Examples are the number of credit cards or email
addresses the system determines are associated with the person making the
purchase. To provide this data, the system gathers information from the
purchases the customer has made from all of the merchants within the system’s
“awareness”.

o User Defined Fields: This feature allows you to create rules associated with
customized fields you have created in Fraud Control.

The following screenshot shows the four categories in the left pane of the Rules Editor with the
Order category expanded:

Continued on next page
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Rule Sets List Creation, Continued

« Back to Rules List

~ Rule Conditions

- Order
Website
Date Customer Unigue ID was set 1
Shipping Address State
Shipping Address Postal Code
Shipping Address Country
Order Total Amount
Order Fencible Value

This rule is empty.

Payment Type
Status
Decision Reason

+ Extended Variables
* Persona
» User Defined Fields

Start building the rule by adding a condition.

Create New Rule

Rule is:¥ pisabled .
Rule DESCFIptIOn:[

| Create Rule

The following tables describe each of the rules that you can create in each of the categories. The
process is substantially similar, but not identical to the other rules editors available in the

interface.

Order

Locator Description

Website Merchant Website used by the

customer to make the purchase.

Validation |
Merchant website names can be selected in

a drop-down menu, but only if they were
previously created on the Websites page in
Fraud Control.

Date Customer  The relative date, before or after in
Unique ID was number of days, the customer’s
set unique ID was assigned.

Use the drop-down list to select before or
after, and then enter the desired numeric
value in the available field.

Acts on a quality possessed by the
state shipping address such as what it
does or doesn’t contain.

Shipping
Address State:

Use the drop-down menu to selecta quality
such as contains, doesn’t contain, starts with,
and so on, and then use the available field to
enter the desired values, such as all or part of a
state name.

Shipping Acts on a quality possessed by the
Address Postal shipping address postal code such as
Code: what it does or doesn'’t contain.

Use the drop-down menu to selecta quality
such as contains, doesn’t contain, starts with,
and so on, and then use the available field to
enter the desired values, such as all or part of a
postal code.
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Rule Sets List Creation, Continued

Locator Description

Shipping Acts on whether the order does or
Address doesn’t originate from a particular
Country: country.

Order Total Acts on a quality of the total
Amount: monetary amount of the order such

as equals, does not equal, is
greater than, or is less than the
total amount.

Acts on a quality of the order’s
fencible value such as equals, does
not equal, is greater than, or is less
than the value.

Acts on whether or not the payment
type is a one or more specified
payment methods, such as Credit
Card, PayPal, Check, and so on.

Order Fencible
Value:

Payment Type:

Status: Acts on whether or not the order status
is a one or more status types such as
Change, Escalate, and Review.
Decision Acts on the type of decision reason
Reason: associated with an order.

Extended Variables

Description

Acts on whether or not the device
user's language is or isn't a specific
language.

Triggered by whether or not the
device’s country is one or more specific
geolocations.

Lets you set the rule to be triggered
or not triggered if the device being
used is amobile.

Locator
User Language:

Device Country:

Device Mobile:

User Country: Triggered by whether or not the
user’s country is one or more specific
geolocations.

Triggered by whether or not the

device region is a specific geolocation.

Device Region:

Validation

Use the first drop-down menu to select is or
is not, and then open the second drop-down
menu and select one or more countries.

Use the drop-down menu to select a
specific quality such as equals or does not
equal, and enter the total order amount in
USD in the format 0.00.

Use the drop-down menu to select a
specific quality such as equals or does not
equal, and enter the fencible value in USD
in the format 0.00.

Use the menu to select is or is not, and then
select one or more check boxesforthe
desired paymenttypes.

Use the drop-down menu to select s or is not
and then select one or more check boxes for
the desired status types.

Use the first drop-down menu to select is or
is not, and then use second drop-down
menu to selecta customized reason.

Validation

Use the first drop-down menu to select is or
is not, and the use the second drop-down
menu to select the desired language.

Use the first drop-down list to select is or is
not, and then open the second list and
select one or more nationcheckboxes.
Select either Yes if you want the rule triggered
by a mobile device or No if you want the
rule triggered when the user’s device is not
specifically a mobile.

Use the first drop-down list to select is or is
not, and then open the second list and
select one or more nation checkboxes.

Use the first drop-down menu to select is or
is not, and then open the second drop-down
menu to select a specific region.
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Rule Sets List Creation, Continued

Persona

Locator Description

Chase Acts on qualities applied to the

Paymentech Safetech Fraud Tools Score such as

Score: equals, does not equal, less than or
greater than.

Persona Triggered by whether or not the

Country: persona country is one or more

specific geolocations.

Triggered by whether or not the
personaregion is a specific
geolocation.

Allows you to select one or more
network types to either trigger the
rule or specifically not trigger the rule.
Triggered by whether or not kaptcha is
present.

Persona Region:
Persona
Network Type:

Kaptcha
Present:

Order Velocity
(2 week):

Acts on qualities applied to the
Order Velocity (2 week) value such
as equals, does not equal, less
than or greater than.

Acts on qualities applied to the
Order Velocity (6 hour max)
value such as equals, does not equal,
less than or greater than.

Order Velocity
(6 hour max):

Validation

Use the drop-down menu to make a selection
such as equal or does not equal and then
enter a score value in the available field.

Use the first drop-down list to select is or is
not, and then open the second list and
select one or more nation checkboxes.

Use the first drop-down menu to select is or
is not, and then open the second drop-down
menu to select a specific region.

Use the first drop-down list to select is or is
not, and then select one or more network
type check boxes.

Select Yes if you want the presence of
kaptcha to trigger the rule or No if you want
the absence of kaptcha to trigger the rule.
Use the drop-down menu to make a selection
such as equal or does not equal and then
enter a value in the available field.

Use the drop-down menu to make a selection
such as equal or does not equal and then
enter a value in the available field.

A subset of Persona rules are VIP rules. Expand VIP to view the Persona: VIP rules.

Persona: VIP

Locator Description

Total VIP Acts on qualities applied to the total

Reviews: number of VIP reviews, such as
equals, does not equal, less than or
greater than.

Total VIP Acts on qualities applied to the total

Escalates: number of VIP escalates, such as

equals, does not equal, less than
or greater than.

Validation

Use the drop-down menu to make a selection
such as equal or does not equal and then
enter a value in the available field.

Use the drop-down menu to make a selection
such as equal or does not equal and then
enter a value in the available field.
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Rule Sets List Creation, Continued

User Defined Fields

The default User Defined Fields (UDFs) are CAT1 and CAT2, but you may create any
number of customized UDFs. The following table will only provide a generic description
of how to configure a rule for any given UDF.

Locator Description

ANS: Acts on qualities of the UDF you
specify that will trigger the rule such
as contains, doesn’t contain, starts
with, and so on.

CAT1: Acts on qualities of the UDF you
specify that will trigger the rule such
as contains, doesn’t contain, starts
with, and so on.

CAT2: Acts on qualities of the UDF you
specify that will trigger the rule such
as contains, doesn’t contain, starts
with, and so on.

DATE: Acts on qualities of the UDF in
relation to the date, either before or
after a relative date or an absolute
date.

NUMBER: Acts on qualities of the UDF in
relation to a number

Validation

Use the drop-down menu to make a selection such
as contains or does not contain and then enter the
desired string or value in the available field.

Use the drop-down menu to make a selection such
as contains or does not contain and then enter the
desired string or value in the available field.

Use the drop-down menu to make a selection such
as contains or does not contain and then enter the
desired string or value in the available field.

Use the drop-down menu to select before or after,
then either enter arelative date of plus or minus
the desired value, or clear the Relative date check
box and use the calendar to select an absolute date.
Use the drop-down menu to select equals, does not
equal, greater than, or less than, and then enter the
desired value in the available field.
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Rule Sets List Creation, Continued

Queue Assigner Rule Actions

Using Queue
Assigner Rule
Actions differs
somewhat from
Rule Actions for
Fraud Control
or Auto Agent.

1. Inthe Rule
Actions sidebar,
there are only
three choices.

e Checklist
ltem: Select

~ Rule Actions

~ Actions
Checklist Item
Order Notice
Queue Assigner Weight

Rule is: & Disabled

Rule Description:

This rule has no actions.
Choose an action to add.

| CreateRule |

this check box to associate a Custom Checklist with the rule set you are creating.
o Order Notice: Select this check box to associate an Order Notice with the rule set you

are creating.

e Queue Assigher Weight: Select this check box to assign the rule set a "weight" (this
was previously done in a field in the upper-right of the rule set creation box on this

page).

= Rule Actions
~ Actions
Checklist Item
1 Order Notice
[ 4 Queue Assigner Weight]

Rule is: [] pisabled

Queue Assigner Weight

| WEIGHT 7 | [1

»

Order Notice

Good : | |Approve Order

Good
Bad

Rule Description:| Good: Approve Order

| SaveRule |

2. Queue
Assigner
Weight:
Select this
check box.
When the
Queue
Assigner
Weight tools
appearin the
primary pane,
select Weight
from the
menu (it is the

only selection) and then type a numeric value for the weight in the available field.
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Rule Sets List Creation, Continued

3. Order Notice: SRR
SeleCt th|S o 2?0:‘5“1 Queue Assigner Weight
. = WEIGHT |1
check box if — & —
¥ Queue Assigner Weight Ordes Notiee

yOU want o Good : | |Approve Order|

. n n Good
either a "good .

or "bad" notice
to appear in a
Transaction
Details page
gadget for any Ruie &5 [ Disabled
transaction that
triggers this rule. When the Order Notice tools appear in the primary pane, select either Good
or Bad from the list, depending on if you want orders that trigger this rule to be considered low
risk or high risk, and then type a brief message in the available field to accompany the notice.
Under Rule Description, add a description to this rule.

Rule Desn:npuurIjGond: Approve Order I | saveRule |

In order for this notice to appear in the Order Notice gadget, this rule must be associated
with one or more Queue Assigner Profiles and only agents belonging to the associated
profiles will see the notice once the rule has been triggered by a transaction. The
process of creating a Queue Assigner Profile and then assigning agents to a Profile was
documented previously in this chapter.

Checklist Action ltems

Checklist Action Items is a new feature that is tied to an agent’s Queue Assigner profile
and triggered by one or more Queue Assigner rules that results in specific checklist items
being displayed on a tab in the sidebar on the transaction details page. The checklistis
then used as a guide to assist the agent in working the order. There are a number of steps
required to make the desired checklist appear on the details page, the first being that the
Queue Assigner feature must be enabled and that one or more profiles populated with
agents must be created.

To see how to create a checklist and the outcome items, go to the Checklist portion of
this section of the chapter which immediately follows.

The checklist items and their outcomes must be configured first before enabling a
checklist for arule here.

Continued on next page
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Rule Sets List Creation, Continued

Rule Conditions

- Order

Date Customer Unique ID was sel
Shipping Address State

Shipping Address Postal Code
Shipping Address Country

Order Total Amount

Order Fencibie Value

Payment Type

Status

Website

is  : DEFAULT = 2

Decision Reason

» Extended Variables
» Persona
» User Defined Fields

= Rule Actions

Action
4 Checklist ltem 3

Checklist ltem
I ion: -
4

Queue Assigner Weight Fiter

i All Cheched
Compare with Targus
Escalate to manager
Look up order history

I Preneat the oven

" Reevaluate

") Call the customer please

Rule is: & Disabled
Rule Description:

Once a checklist and
accompanying outcome items
are created, create a rule and
then create a checklist that will
appear in a Queue Assignment
Profile once the rule is triggered.
To create the rule and associate
the ruleset:

1. Under Rule Conditions,
select a rule such as Website.

2. Use the available tools to
configure the rule condition.

3. Under Rule Actions and
under Actions, select the
Checklist Item check box.

4. Open the Select Options
menu to reveal the outcomes list.

| Create Rule

5. Select one or more
items in the list.

6. If you want the rule to
be enabled, clear the
Rule is Disabled check
box.

7. Create a description of
the rule in the Rule
Description field. 6

8. Click Create Rule.

+ Rule Actions
~* Actions
# Checklist ltem
Order Notice
Queue Assigner Weight

Checklist ltem

Look up order history -

Fitter

O Al Checked
["] Compare with Targus

"] Escalate to manager

5 @Lnnkup order history

| Reevaluate

Call the customer please

Rule is: (] Disabled

IRu\e Description: l

| Create Rule |

After this, give the rule set

a distinctive name. Then

create a queue assigner profile. When creating the profile, use the Assigned Queue Assigner
Ruleset menu to select the ruleset you created with the checklist action items feature enabled.
Once the profile is created, add agents to the profile. Then, when a transaction enters the system
and triggers the rule in the ruleset, any agent assigned to the transaction to is a member of the
associated profile will see the checklist gadget on the transaction details page for the order.
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Checklists

As previously stated, Checklist Action Items is a new feature that is tied to an agent’s Queue
Assigner profile and triggered by one or more Queue Assigner rules that results in specific
checklist items being displayed on a tab in the sidebar on the transaction details page. The
checklist is then used as a guide to assist the agent in working the order. There are a number of
steps required to make the desired checklist appear on the details page, the first being that the
Queue Assigner feature must be enabled and that one or more profiles populated with agents
must be created.

The first step in creating a checklist that will appear on the transaction details page for agents
assigned to review the transaction, who are members of a correct queue assigner profile, is to
go to the Checklist page. To do that, click the Workflow tab and under Queue Assigner, click
Checklists.

1. Managed Outcomes field:
Type the text for an outcome
item in thIS fleld Manage Qutcomes Checklist Items

2. Outcomes Add button: Once L add | | | Add |
you've entered the textin the o TooK up order history
field, click Add. e _
. No answer scalate to manager
3. Outcomes list: Once an Combare with Tar
. Postponed ompare with Targus
outcome has been created, it _
K L. Done Call the customer
will be added to this list. _
Do nothing

4. Checklist Items field: Type the
text for the checklist item in this
field.

5. Checklist Items Add button:
Once you've entered the text in the field, click Add.
6. CheckList Items list: Once a checklist item has been created, it will be added to this list.

Outcome items must be created first. Once created, then they can be shared among more than one
action item checklist. The checklist that appears will offer a sequential list of tasks an agent is
supposed to perform in order to “work a case.” Once the first item is worked, the agent will open
a menu next to that item and select from one of a list of outcomes. The outcomes list that is
created here populates that menu for each action item, but all desired outcomes must be created
before an action item list can be created.

Creating an outcomes list is straightforward. In the available field, type an outcome such as
Escalated or Done. Then click the Add button to add it to the outcomes list. Repeat this
process until all of the required outcomes have been created.

Then the first action item checklist list can be created.

Continued on next page
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Checklists, continued

1. Type the name of the
checklist item in the
available field.

Checklist ltems
QO

Checklist Items

Look up order history

i Look up order history Escalate to manager
2. Click Add. :

: Escalate to manager Compare with Targus
3. Click Save. Compare with Targus Call the customer

4. Once the item has been
added to the bottom of the
list, click the Edit button
to open the item for

ed|t|ng (The "X" tO the ch B Checklist Items
. . . ecklist Items
right of the edit button is (uadda) | Add |
the Delete button and |S L s Look up order history
. ook up order history
used to remove the item Escalate to manager Escalate to manager
i . Compare W o ' i
fl’0m the I|St) mpare with Targus Compare with Targus 6
Call the customer
5. Selectone or more z“‘“mg‘ 00 nothing
outcome items for the R a cecvaluate 0]
checklist item. = No outcomes chosen -8
. . I
6. To move the checklist item Fiter
up in the list, use the up _ ) e
arrow. Checklist Items ._. et
7. When you're finished, click | Add | - Nomneer
et || Postponed
d O ne ed Itl n g " i Look up order history M Dnn:
8. C“Ck SaVe tO save the |ISt Escalate to manager
Compare with Targus
Once this process IS Call the customer
completed, then the list is Reevaluate
. Lack of history, Postponed, Done  ~ n
ready for the next step in the
process, which is to enable Do nothing
the Checklist Item feature

under Rule Actions for a rule

Call the customer

Do nothing

Do nathing

Reevaluate

Add |

in a Queue Assigner rule set. Then name the rule set, create a Queue Assigner profile
naming the desired ruleset, and add agents to the profile. Then, when a transaction enters the
system and triggers the rule in the ruleset, any agent assigned to the transaction to is a member
of the associated profile will see the checklist gadget on the transaction details page for the order.

See the Queue Assigner Rule Sets section above and the Transaction Details Page Gadgets

Sidebar section near the beginning of this chapter for additional details on this feature.
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Reports

Reporting Overview

Reporting is a tool the Manager uses to generate financial and other statistical reports. These
reports help a merchant:

Identify customer order activity on a daily or monthly basis.
Generate an order summary for a specified timeframe.

Create workflow information for a specific day.

Issue a statistical report for any agent during a specified time period.
Gather daily or overall billing data.

Monitor security access information.

InGlobal Navigation, click the Reports tab to expand the menu of all Reports pages. Onceona
Reports tab, use Local Navigation to access the same pages and their subpages.

1.

Datamart is an application that allows you to generate and analyze reports using a suite
of utilities which provide a wide range of information regarding business organization
within the context of the Chase Paymentech Safetech Fraud Tools.

Orders allows you to create reports based either on a monthly summary or on a period
summary, as well as issuing a generalized summary of orders of specific time periods, and
providing statistical data on items listed in categories. The pages that perform these
functions are Order List, Order Summary, and Categories. You can also use Order
Search to search for specific orders.

Workflow lets you select a particular day and generate a detailed set of workflow metrics
for that day, as well as review any Agent's work statistics, and create a list of transactions
with conflicting or inconsistent dispositions. Pages performing these functions are
Workflow Metrics, Agent Metrics, and Mismatched Transactions.

Billing gives you the ability to generate reports based on your billing relationship with
Chase Paymentech, as well as creating reports that display daily billing statistics. The
pages that perform these functions are Billing Account and Daily Billing.

Security Audits performs a wide variety of checks in the system to make sure no
unauthorized person or automatic intruder has logged into the system or made any
harmful changes. The pages that performthese operations are User Logins, Fraud
Control Changes, Rule Changes, Workflow Settings Changes, and Active Users.

Continued on next page
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Reporting Overview, Continued

6. Ad Hoc Reports is a page allows you to generate a new Adhoc report based on the
search criteria in the existing Order Search functionality and to download existing
reports in CSV format.

REPORTS | FRAUD CONTROL | ADMIN I’ea”r e E

~ Datamart

= Orders
Order List
Order Summary
Categories
Order Search

- Workflow
Workflow Metrics
Agent Metrics
Mismatched Trans
Billing
Billing Account
Daily Billing

- Security Audits
User Logins
Fraud Control Changes
Rule Changes
Workflow Settings Changes
Active Users

» Adhoc Reports 6

| |
|Datamart| | orders v| | workflow v | Billing v] [Sectrity Audits v] Adhoc Reports

In Global Navigation, selections for each page or subpage are available, but in Local Navigation, you
must click on the items Orders, Workflow, Billing, and Security Audits to expand the menu displaying
the subpages.
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Datamart

Datamart is a Business
Intelligence application
suite that uses

integrated dashboard, p—— |
data mining, reporting, .
and workflow tools to
re-structure raw data

into a comprehensive New New
presentation of Analyzer Report ' \ Dashboard '
merchant-relevant

information. Datamart

reports can help the merchant plan and manage risk management staff workload, transaction
gueue organization, and other aspects of analyzing data gathered in Safetech Fraud Tools..

To open Datamatrt, click Reporting and then click Datamart.

Clicking New Analyzer Report opens a new Analyzer Report screen where you are prompted to
select a data source or "cube" for the report.

Clicking on New Dashboard opens a new, blank Datamart dashboard screen. Dashboards allow
you to view more than one report at the same time. A dashboard is the main interface by
which reports are viewed over the course of time as data is added and updated.

In addition to the content in the main Datamart screen, there are File and View items in the
top navigation bar at the upper-left of the screen. These menu items are available regardless of
what screen or feature you are using in Datamart, but not all options are available on all
screens (unavailable options are shown as “grayed out”).

The sidebar menu is hidden by default. To make if visible, use your cursor to grab and pull the
handle from left to right.

Continued on next page
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Reporting Overview, Continued

Click File to manage the following

Datamart Datamart Orders » Workflow » Selectlons
File View File ) View
e ]
E = Datamart —
@ 3 Analysis and Trends File | View
+ B3 Historical Results
£ My Repors New P | Dashboard

¥ (5 Operational Planning and Priorization ||| Open your reports Analyzer Report

Save
Save As
Print

° w Manage my reperts  F Edit

Properties Share
Schedule
r f
| I | |
Flles
File Section Purpose Details |
1. New Click this selection to open e Dashboard: Opens a new Dashboard.
a new Datamart feature. e Analyzer Report: Opens a blank Report screen
and prompts you to select a data source.
e You can choose to open a Dashboard and a
Report and both will appear in the Datamart
screen as tabs, allowing you to navigate
between them. Closing all tabs will return you to
the main Datamart screen.
2. Open your Click this selection to open a When the Open dialog box appears, navigate to
reports preexisting report. the location of the desired report, select it, and
then click Open.
Continued on next page
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Reporting Overview, Continued

File Section Purpose

3. Manage my reports  Click this selection perform
some management action on

a report.

Details

e Edit: Allows you to navigate to a report
and edit the contents.

e Share: Allows you to navigate to a report
and share the contents.

e Schedule: Allows you to navigate to a
report and schedule it to be run at a
specific date and time.

Click View to manage the following selections: 0

File Section Purpose

Click this selection to open
Datamart in “Explorer” mode.

1. Browser

File | View
M1
Workspace

Use Descriptions For Tooltips

Details

Refresh

‘ ‘ Browser

you browse Datamart files and folders.

Opens a left navigation pane that lets

2. Workspace

the contents.

Opens a workspace view of
your pending and completed
tasks and schedules and
allows you to view and edit

¢ Waiting: Opens any pending tasks.

e Complete: Opens completed tasks.

e My Schedules: Opens any report
schedules you previously created.

e Public Schedules: Opens any shared
report schedules.

3. Use Enables descriptive text in
tooltips within reports.

Descriptions for
Tooltips

When enabled, this feature allows text
descriptions to appear in Datamart
tooltips within open reports.

4. Refresh

currently available
information.

Updates data in an open
report or dashboard to the

Click this option to refresh data on an
open page.
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Datamart: New Analyzer Report

When you click on the New Analyzer Report button on the main
Datamart screen, you are taken to the Analyzer Report tab where you
are prompted to create a new report by selecting a data source.

A data source is also known as a “cube” and is made up of a schema
and a cube in the schema, which will determine the fields that will be
available in the new report.

1. Cube Selections: Click on a cube to select it.

Select Data Source

Specify which data source you want to analyze. Each data source consists of a schema and a cube in the
schema. This will determine which fiskis you will have available. ]

100100: Cart ltems A
100100: Rules
100100: Transaction Agent
100100: Transactions
° | Auto Refresh Report oK

New
Analyzer Report

2. Auto Refresh
Report: Selected by
default. Clear the
check box if you
don’t want the report
to automatically
refresh.

3. Help: Click the
question mark button
to open help for this
section.

4. OK: Click this
button once you are
ready to apply your
cube selection.

Once the Unsaved Report screen opens, you can begin building your report by dragging
selected data fields on the right into the primary pane on the screen. The report will be most
useful if you include at least one number field. Number fields are indicated by blue icons next to
their names and text fields are indicated by yellow icons next to their names. There are several

other features available in this screen that you can use to modify the report.
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Reporting Overview, Continued

File View

Analyzer Report & o
=

Hide Fiekd List Show Fiters Show Fieki Layout ° r”—‘ Fezet || More = | p—— o

Cart tems

© Unsaved Repor: viewas: | [ali[o] | [Fne ] View |
2L No litier in use o Cart ltem Count A
Cart Quantity
° Info - Transaction Score, Current
o Info - Transaction Score, Original
Item Merchant ID
ltem Name 0
Item No
| | ltem Price
ltem Quantity Q
Merchant ID

Merchant Name

Product Type

Relative Calendar Day

To build your report, drag available fields here Refative Calendar Month

Relative Calendar Quarter

) ) Relative Calendar Week

(. Click Here for Help Getting Started ) Relative Calendar Year

' ' Total ltems in Cart

Transaction Chargeback Type Code
Transaction Chargeback Type Name

Transaction Date

Transaction Day No

Transaction tem Chargeback Count
Transaction ltem Chargeback Count Perces
Transaction ltem Count

Transaction Month

Transaction Month Name
Transaction Month No

Transaction Month No

Transaction Quarter

Transaction Response Reply Code
Transaction Response Reply Name
Transaction Status Code

1. Hide Field List: Click to hide the available field list on the right. Click the Show Field
List button to open the list again.

2. Show Filters: Click to open the Filters area on the screen, and then to add a field, drag a
field into the Filters area.

3. Show Field Layout: Click to open the field layout. Click the Hide Field Layout button to
remove the field layouts from the screen. Field layouts are made up of:
e Row Labels
o Col Headers
e Numbers

Continued on next page
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Reporting Overview, Continued

4.

~

Edit Options: Edit options available from left to right are:

Undo: Remove your last change to the report.
Redo: Reapply the last removed change to the report.
Reset: Return to the last saved version of the report.
More: Select additional options:
o Export Report: Export your report as a PDF, Excel, or CSV document.
o0 About this Report: Displays basic properties information about the report.
0 Set Report Options: Opens a box that lets you set display options for the report
page,
such as showing grand totals for rows or columns.
0 Reset Column Sizes: Lets you reset the size of columns in the report.

. Disable Auto Refresh: Turns off the auto-refresh option for the report so it won’t be

updated with new data.

. View as: Lets you change the view of the report. Options from left to right are:

Switch to Table Format
Switch to Chart Format
More: Select additional format options:
o Column

Stacked Column
100% Column

Bar

Stacked Bar

100% Bar

Line

Pie

o Area

OO0OO0OO0O0OO0O0o

. Find: Type the name of the desired field to locate it.
. Hide Field List: Click to hide the available field list on the right. Click the Show Field

List button to open the list again.

. View: Changes the way the field list is displayed:

by Category: Lists all fields in the cube by their categories.

e A-Z (default): Lists all fields in the cube in alphabetical order.

Number-Text-Timeline: Lists fields by number fields, text fields, and then schema.
Schema: Lists all fields by their schema.

10. Text Field: Drag a field with a yellow icon to add a text field.
11. Number Field: Drag a field with a blue icon to add a number field.

Hover over any field in the field list to see a tool tip and click the Tell me more link in the tool tip
to see a more detailed description.

Continued on next page
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Reporting Overview, Continued

To open the Help page for using Analyzer Reports, click

\ Click Here for Help Getting Started the yellow Click Here for Help Getting Started button

in the center of the screen.

File View
Browse $
= 5 Datamart
Once you create a report, click File, click Save, navigate to the My F3 Analysis and Trends
Reports directory, give the report a descriptive name, and then click S Historical Results
Save. F5 My Reports
To open an already existing report, click View, and then click = & Operational Planning a
Browser. In the Browser pane on the left under Browse, click My B Dashboards v
Reports, and then under Files, double-click on the name of the < >

report to open it inthe Analyzer Report screen. Elos =015

[ Test Save BTJ

|| | Test Save JMP

Datamart: New Dashboard

When you click on the New Dashboard button, a new, blank Dashboard
screen appears. While you may open and close various reports
throughout the workday, if you are responsible for tracking reporting data,
you will likely keep one or more dashboards open at all times, adding and o
updating different reports.

can click My Reports under Browse, and then click and drag a report under Das'}',‘i,"o"a,d
Files into one of the dashboard panels.

When you open a Dashboard, no data is available, but in Browser view, you ‘-— 3 J

Continued on next page
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Datamart: New Dashboard, continued

There are a number of features available that let you manipulate the presentation of the
Dashboard.

Dashboard &

New Dashboard

% |

Hummem &1, 7| [Untitiea 2 5.

Untitled 3 &1 #| | untitied 4 £, 2|

Cbjecls ‘ Templates [ Themesl Properﬂes
- ) Ja
- el e - 000 | N
E Untitled 1 Q J J —] Q g ‘ J Q J |_J |_J ‘J ‘ J
=i HJJ HQ| L] L] HQI o000 | |l
Elummem 2by2 1and2 3 Column 3by3 Single 20 "
‘ >

1. Dashboard Panels: The name of a specific dashboard panel containing a report. In this
example, there are four dashboard panels visible

2. Insert Content: Click on this button to insert a Chart, Data Table, or File. Available
for each Dashboard Panel

3. Edit Content: Click on this button to edit the content of the Dashboard Panel. Available
for each available panel.

4. Objects: Allows you to select any of the available Dashboard objects such as a
Dashboard Panel for editing.

5. Templates: Allows you to choose the layout of the Dashboard you desire. The default
template is 2 by 2.

6. Themes: Click this tab to select the desired theme for the Dashboard. The default theme
is “Slate”.

Continued on next page
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Datamart: New Dashboard, continued

7. Properties: Click this tab to edit the page title for the Dashboard, resize panels, and
change the refresh rate.

Once a report has been inserted into a Dashboard Panel, there are additional options available
when you click on Actions.

Untitled 1 & #
T EE + Your report is readv. Rows: 84 Golumns: 1 @
o Show Report as Table/Chart B |

Info - Merchant Nam&l Chargeback Count A

Transaction Percentage Show Grand Totals for Rows

Soars, Current o Show Grand Totals for Columns

14 Click Sales Inc. .00

17 Click Sales Inc. 00 Export to PDF o

18 Click Sales Inc. 00 o Export to Excel

19 Click Sales Inc. .00

20 Click Sales Inc. .00

21 Click Sales Inc. .00

22 Click Sales Inc. .00

23 Click Sales Inc. .00

24 Click Sales Inc. 00

25 Click Sales Inc. .00

26 Click Sales Inc. .00

27 Click Sales Inc. .00 v

< [

1. Show Report as Table/Chart: Clicking on this option opens a sub-menu with the
following selections:
e Column
o Stacked Column
e 100% Column
o Bar
o Stacked Bar
e 100% Bar
e Line
e Pie
e Area
2. Show Grand Totals for Rows
3. Show Grand Totals for Columns
e Export to Excel
o Export to PDF

Continued on next page
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Datamart: New Dashboard, continued

Under Objects, you can click on the name of the panel to make editing options available.

Objects

} Title:

L& General Settings
|=F Fitters
[ Untitled 1
[ untitied 2
] untitied 3
[ Untitled 4

‘ [Untitled 1

Refresh Interval (sec)

N -

‘ [0
Content:

Test Save JMP xanalyzer

l

'Parameters  Content Linking |

Enabled Field

Info - Transaction Score
Current
| Current]{Info - Transaction Score

A
v
S

—_—

Apply

1. Title: The name of the selected Dashboard Panel. You can edit this field.
2. Refresh Interval (sec): The number of seconds that will elapse between auto-refresh of

data. You can edit this field.

3. Content: Displays the name of the content of the Dashboard Panel.
4. Parameters: Allows you to manipulate the parameters of the Dashboard Panel report

content.

5. Content Linking: Allows you to link two or more content fields in the Dashboard

Panel report content.

6. Apply: Press this button to apply the selections you made. The content in the

Dashboard Panel

7. Will refresh and show you the results of your selections.
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Datamart: New Dashboard, continued

Once your dashboard is fully configured it will look something like the following image.

Test Dashboard JMP &
New Dashboard
Test Panel 1 5. | [Test Panel 2 =
& No Fiter in use «# Your report is ready. Aows:9 Columns:3 | Actions dp No Filter in use ¥ Your report is ready. Rows: 63 Columns:2 | Actions  w
Info- Distance Band | Info - Distance Band,| T Count | © Count | da|| [T T T Count 9% of Transaction A
Order, Bill Addr to Bill Addr to Device Year / Month | Status Name Gount
L0 Approved 321,016 94.03%
[ NONE 756 8 Ghange 2% 007
1 0 6,147,835 17,426 2011-08 e 20,061 588%
2 1-100 3,895,610 17,706 — . 0%
3 101 - 500 511,597 2342 Aoproved 856,330 93.45%
4 501 - 1,000 194,166 1,112 Change " 000%
5 1,001 - 2,000 249,810 1916 e 50,205 Py
6 2,001 - 5,000 219,608 1815 0L — z 000%
7 5,001 - 10,000 325213 2325 ] P 000%
8 10,001 + 294914 997 ——er e 005%
Approved 821,537 93.35%
Declined 57,977 6.59%
4 N Timed Out 520 0.06% f
< > 4 >
Test Panel 3 5. /| | Test Panel 4 5. &
gk Mo Fiter in use " Your report is ready. Rows: 51 Celumns: 1 | Actions = 4 No Fiter in use ” Your report is ready. FAows: 483 Columns:8 | Actions =
Rule Name Rule Text | Transaction Count A Transaction Response Reply Code A
APPROVE VIP vip.approve in email GAT1_101|CAT2_195 15 A D
APPROVE VIP { vip.approve in emailCAT1_101/CAT2_19 110,228 Transaction Transaction Count 9% of Transaction Transaction Count % of T
Andro Matta { order.name equals ANDRO MATTA ) 45 Date Count G
BOOKDEMON score { udf. CAT2_195 equals BOOKDEMON | af 13 2011-08-12 27,107 95.28% 1,343
ROOKDFMON srore [ et CAT? 185 amusis ROOKNFAMON ar ap 2011-08-11 25,007 95.56% 1.163 ¥
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Orders

In Local Navigation, click Orders to expand the menu and then click on Order List.

Order List

The Order List page has two basic areas:

1. Sidebar: Under Report Filter, enter a date range to search for the statics on the orders
that have passed through the system for during that time period. Click the Monthly
Summary check box to have the data returned as summaries for each month rather than
daily events.

2. Order List Table: The filtered report data is displayed in tabular format in this list.

The Order List Sidebar has the following features:
1. Start Date: Enter the start date of the date range for which you want to filter.
2. End Date: Enter the end date of the date range for which you want to filter.
3. Monthly Summary: Optionally select this check box if you want data for the date range
presented as a monthly summary rather than by daily summary.
4. Create Report: Click the button to generate the report.

If you left the Monthly Summary check box blank, the list returns the following data in the
results table.

Section Purpose Details for Settings

1. Date Open a summary page for a In the Date column, click on the link for a date where
particular date. you want to see summarized customer activity.

2. Approved Daily transaction activity key  Each of these general columns is comprised of the
values columns. following three columns:

e Orders: Number of orders
e Amount: Total cost for all orders
e Average: Total cost of the orders divided by the
number of orders
3. Reviewed Daily transaction activity key Each of these general columns is comprised of the

values columns. following the same three columns found in Approved.
4. Escalated Daily activity of transactions Each of these general columns is comprised of the
that were escalated. following the same three columns found in Approved.
5. Declined Daily activity of transactions Each of these general columns is comprised of the
that were declined. following the same three columns found in Approved.
6. Totals Totals of all daily transaction Each of these general columns is comprised of the
activity. following the same three columns found in Approved.

Continued on next page
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Order List, continued

Section

| 7. Total

Purpose

" Identify the total for each
vertical column for all days
in the date range.

Details for Settings
These totals apply to the Orders, Amount and Average
for each section.

2009-01-19
2009-03-17
2009-03-18
2009-03-24
2009-03-25
2009-03-30
2009-04-06
2009-11-10
2010-03-18
2010-03-23

F o N S e

14

103
28

349.93
656.38
305.98
299.96
199.96
5,537.02
531.98
889.00
392.00
100.00

9,262.21

0. 9

49.99
131.28
152.99
74.99
49.99
395.50
265.99
8.63
14.00
7.69
50.89

80

20,688.81
45,521.34
1,595.94
199.96
149.97
35,461.78
38,949.76
0.00

0.00

0.00

142,567.56 1,782.09 14

o
e

1,034.44
7.586.89
265.99
49.99
49.99
2,364.12
1.498.07
0.00
0.00
0.00

4
=

20,279.98 6,759.99 0
4,553.23 2,276.62 0
0.00 0.00 ]
0.00 0.00 ]
0.00 0.00 ]
252,273.05 50,454.61 0
40.027.98 10.007.00 O
0.00 0.00 a
0.00 0.00 45
0.00 0.00 ]

317.134.24 22,652.45 45

o
o

0.00 0.00
0.00 0.00
0.00 0.00
0.00 0.00
0.00 0.00
0.00 0.00
0.00 0.00
0.00 0.00
248.00 5.51
0.00 0.00
248.00 551

30
13

34
32
103
73
13
321

o
=

41,318.72 1,377.29
50,730.95 3,902.38
1,901.92 237.74
499.92 62.49
349.93 49.99
293,271.85 8,625.64
79,509.72 2,484.68
889.00 8.63
640.00 8.77
100.00 7.69

469,212.01 1.,461.72

Setting a Date Range for Generating a Period Report: You can generate a period report within
a single month or encompassing multiple months. The output will display information on
orders for each day work was processed within the selected date range. Clicking on any
individual date in the Date column of the results, will take you to the Summary of Orders page
for that date. Clicking on Total at the bottom of the Date column will take you to the Summary of

Orders page for all orders within the date range.

Sorting on the Total Amount Field now results in the correct value appearing above the

highest number record rather than $0 record.
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Monthly Summary

If you selected the Monthly Summary check box, the list returns the following data in the results

table.

Section
1. Date

2. Approved

3. Reviewed

4. Escalated

5. Declined

6. Totals

7. Total

Purpose

Open a summary page for a
particular date. If the date range
spans several months, each

month shall be displayed in its
OWN row.

Daily transaction activity key
values columns of approved

transactions.

Daily transaction activity key
values columns of reviewed

transactions.

Daily transaction activity key
values columns of escalated

transactions.

Daily transaction activity key
values columns of declined

transactions.

Daily transaction activity key
values columns of all

transactions.

Identify the total for each

vertical column for all days in
the date range.

Details for Settings
In the Date column, click on the link for a date where
you want to see summarized customer activity. If you
click on a date for any individual month, a monthly
summary page will display with each day of the month
represented in individual rows.

These general columns each contain the following

columns of values:

Orders: Number of orders

Amount: Total cost for all orders

e Average: Total cost of the orders divided by
the number of orders

Each of these general columns is comprised of the
following the same three columns found in Approved.

Each of these general columns is comprised of the
following the same three columns found in Approved.

Each of these general columns is comprised of the
following the same three columns found in Approved.

Each of these general columns is comprised of the
following the same three columns found in Approved.

These totals apply to the Orders, Amount, and
Average for each section.

2009-01 7

2009-03 29
2009-04 2

2009-11 103
2010-03 4

7

349.93
6,999.30
531.98
889.00
492.00
9,262.21

o
e

49.99
241.36
265.99
8.63
12.00
50.89

20
34
26

80

2]
e

20.688.81
82,928.99
38,949.76
0.00

0.00
142,567.56

1,034.44
2,439.09
1,498.07
0.00
0.00
1.782.09

o o & N W

©
=

20,279.98
256,826.28
40,027.98
0.00

0.00
317.134.24

6,759.99
36,689.47
10,007.00
0.00

0.00
22,652.45

0
==

0.00
0.00
0.00
0.00
248.00
248.00

0
i

0.00 30 41,318.72 1,377.29

0.00 70 346,754.57  4,953.64
0.00 32 79,509.72 2,484.68
0.00 103 889.00 8.63
5.51 86 740.00 8.60

5.51 321 469,212.01 1,461.72
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Monthly Summary, Continued

Selecting a Date Range over Several Months: If you use the Start Date and End Date fields
to select a date range encompassing multiple months, select the Monthly Summary check
box and then click Create Report, the output will display a monthly summary for each month
encompassed within the date range. Each row in the output table will represent a single month.
Clicking on any individual month in the Date column will take you to a detailed summary page
for that month. Summary information for individual days within that month are displayed in
each row of the results table.

Selecting a Date Range within a Single Month: If you select a date range within a single
month, even if the range doesn’'t encompass the entire month, select the Monthly Summary
check box and then click Create Report, the output will show a result summary for the entire
month. If you clear the dates from the Start Date and End Date fields and run a Monthly
Summary report, the results will display a summary for the current month up to the current
date.

Orders Summary

In Local Navigation, click Orders to expand the menu and then click on Order Summary. You
can also create an Order Summary and arrive on this page by generating a report on the
Order List page and then clicking the Total link.

You can choose a range of dates and create a summary of all the orders that occurred within that
range. In the Sidebar, type the Start Date and End Date of the desired date range in the
available fields, and then click Create Summary.

Continued on next page
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Orders Summary, Continued

Section
1. Rows Data

2. Approved

3. Reviewed

4. Escalated

5. Declined

6. Total

Purpose

The rows for which
summary results are
generated. Rows in this
table are:

Daily transaction activity
key values rows of
approved transactions.
Daily transaction activity
key values rows of
reviewed transactions.
Daily transaction activity
key values rows of
escalated transactions.
Daily transaction
activity key values rows
of declined
transactions.

Total daily transaction
activity key values rows.

Details for Settings

Orders: For the date range, this row displays the
number of orders Approved, Reviewed, Escalated,
Declined, and the Total number of orders.

Amount: For the date range, this row displays the
monetary amounts Approved, Reviewed, Escalated,
Declined, and the Total monetary amounts.

Average: For the date range, this row displays the
average monetary amounts Approved, Reviewed,
Escalated, Declined, and the Total for all columns.

Total Orders: For the date range, this row displays the
percent of total orders Approved, Reviewed, Escalated,
Declined, and the Total of percents for all columns.

Total Amount: For the date range, this row displays the
percent of total amounts Approved, Reviewed, Escalated,
Declined, and the Total of percents for all columns.

This column displays a list of all values for Approved
transactions for each row listed above.

This column displays a list of all values for Reviewed
transactions for each row listed above.

This column displays a list of all values for Escalated
transactions for each row listed above.

This column displays a list of all values for Declined
transactions for each row listed above.

This column displays a list of Totals for each row listed
above..
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Categories

InLocal Navigation, click Orders and then click Categories.

By choosing the Categories link, you can see a report of Category items (CAT1 and CAT2), so
you can track those items specific to their sales. Often fraudulent purchases of fencible items
can be detected when a large number of items are purchased by relatively few online customers.
The table on this page specifically shows the relationship between total number of items
purchased and the number of online customers purchasing those items. Items in the table either
can be filtered by a specific category, or you can view all items in all categories in the report.

The Categories page contains two basic areas:
1. Sidebar: Under Viewing CAT1 and CAT2, click CAT1 to view all items in this category,
CAT2 to view all items in this category, or Both to view all items in both categories.
2. Categories Table: This area displays the results of your selection in the Sidebar.

Viewing CAT1 and CAT2 Displgying 1 - 1 of 1 total results.
= CAT1
= CAT2

CAT1 TESTING 676 65

Displaying 1 - 1 of 1 total results.

Section Details for Settings
The categories available to view depend

This column lists the categories

1. Category : o on the View selection. This information is
available in this view. . )
static and cannot be selected or edited.
2. Category This column lists the specific This information is static and cannot be
Name names of each category item. selected or edited.
The values in this column are the
number of online sources making  This information is static and cannot be
3. Factor e . X
purchases of the specific item in selected or edited.
each row.
This column lists the t.otal . This information is static and cannot be
4. Sales number of sales associated with )
. . selected or edited.
the items in each row.
Continued on next page
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Categories, Continued

To use this tool to detect fraud, you must compare the values in the Factor and Sales
columns. If the values are equal or nearly equal, this indicates a high probability of fraud.

The scores in row one of the following
figure, show a wide degree of difference SAFE
between the values in the Factor column,
illustrating the number of online

customers, and number of total purchases | category Category Name

in the Sales column. This indicates a low CAT1 WFSOUND |

probability of fraud. Row two displays a CAT1 EFFDATA

one to one relationship between the

values in Factor and Sales, indicating
fraudulent activity is very likely occurring.

The Category Report feature cannot be configured or generated from within Safetech Fraud
Tools. In order to include category data that will appear on this page, you must submit the
information to the Risk Inquiry System (RIS), usingthe Customer/Product Tracking codes. Seethe
Technical Specifications Guide Data Collector and Risk Inquiry System for full details.

Order Search

This Search interface is best used when entering one variable, such as the order number or
payment information. The most common search item is the email address. The following list
will outline the features of the Order Search page.

The primary search tool for the console is Advanced Search located under the Workflow
menu. The Order Search page is made up of two general areas:

1. Sidebar: This contains all of the Order Search fields and selectors that allow you to choose by
what information you want to search.

2. Order Search Results Table: This table displays a list of search results based on your search
criteria. The Order Search Sidebar offers a wide variety of search criteria to choose from when
initiating a search.

Continued on next page
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Order Search, continued

Order Search
[Start Date} - o

o—mm

Transaction ID)

Pay token © Hashed
O plain

Status

| Rfnd/Chrgbck

Website 1D} |ANY

| Agent

Q=
16

Score Max

Section Purpose Details for Settings |
Specify the start date for the timeframe by Click the empty field to create a starting
1. Start Date . ]
which you want to search for a transaction. date.
Specify the end date for the timeframe by Click the empty field to create an
2. End Date ; ) .
which you want to search for a transaction. ending date.
3 Identify a customer using the merchant
T.ransaction transaction number. This value is in the Enter the Transaction Id number and click
TRAN row of the Transaction section on Search.
ID ; .
the Transaction Detail page.
Identify a customer using their order number.
4. Order This value is in the ORDR row of the Enter the customer Order Number and
Number Transaction section on the Transaction Detail click Search.

page.

Identify a customer using their unique
5. Customer  customer ID. This value is in the UNIQ row of  Enter the customer’s unique ID number
ID the Customer Tracking section on the and click Search.

Transaction Detail page.

Continued on next page
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Order Search, continued

Section Purpose

Identify a customer using their email
address. This value is in the EMAL row of
the Customer section on the Transaction
Detail page.

Identify a customer using their computer’s
IP address. This value is in the IPAD row of
the Customer Tracking section on the
Transaction Detail page.

Identify a customer using their payment
type. This value is in the PTYP row of the
Payment Credentials section on the
Transaction Detail page.

6. Email

7. IP Address

8. Payment

Once you've entered the Payment type,

9. Pay Token  oject the Pay Token type:

Select the order status by which you want

10. Status
to search.

11.Refund /  Use this option to search by refund or
Chargeback chargeback status. Options are:

12. Website  Select the specific merchant website

ID against which you want to search.

13. Agent Select the name of the agent who handled
' the order to search by agent.

Details for Settings

Enter the customer Email address and click
Search.

Enter the IP address of the customer’s
computer and click Search.

Enter the customer Payment type.

e Hashed: Selectthis radio button to
search for payment information after it
has been encrypted.

e Plain: Select this radio button to
search for payment information as it
was originally entered by the customer.

Use the drop down menu and select one of
the following:

e A-Approve

R-Review

C-Change

E-Escalate

D-Decline

X-Aged Out

Y-Aged Out Auth Declined
A-Approve with Reason

R-Review with Reason

E-Escalate with Reason

D-Decline with Reason

ANY

R - Refund

C — Chargeback

Neither

Use the drop-down menu to select the
desired website ID.

Use the drop down menu and select the
initials of the desired agent.
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Order Search, continued

Section Purpose Details for Settings
Select this check box to search for blank
14. Missing  Allows you to search for transactions with  emails.
Email blank or no email addresses. You cannot use this option if you also
are searching by an email address.
Select this check box to search for blank
15. Missing Allows you to search for transactions with  IP addresses.
IP blank or no IP addresses. You cannot use this option if you also
are searching by an IP address.
16. Min E’:lnrfgg té‘;\lw]'ig';]n ;(;Tl: Sv(\:/g:ﬁ ftoor Esheearr';l]( sfg(r)re Enter the minimum value of the score
Score range in the available field.
orders.
17. Max Enter the maximum score for the risk score Enter the maximum value of the score
range by which you want to search for X . .
Score orders. range in the available field.
18. Search Execute the search for entered You must select the Search button to execute

information.

the search.

Once you click the Search button, you'll see a set of search results formatted as seen on the
following page.

Search Results

The columns that appear on the Order Search Results page can be assigned dynamically
by an Admin or Manager user. Your Order Search Results page may appear differently
than the example documented here. When no search criteria have been entered, the table
contains the message, Enter Search Criteria.
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Order Search, continued

O

.22

=T e 3
O 03/27/2012 15:36 1KZGO1)6BL2ZM DEFAULT R
O 03/27/2012 15:36 1KZGOBXKV|GV DEFAULT R
O 03/27/2012 15:36 1KZG084S34HZ DEFAULT R
O 03/27/2012 15:36 1KZGOZS1INTDD DEFAULT R
O 03/27/2012 15:36 1KZGOCTKT8GK DEFAULT R
O 03/27/2012 09:32 1KCD023KBWQL DEFAULT MjQyMzI4NjizNDk3Nw R
O|| details 03/27/2012 09:32 1KCDOD7WSZ5M DEFAULT OTYyMzI4NjlzMzAOMg R
I|——Status—— |v H --Agent-- | v |Note:[ | Apply Changes I

(&

Section Purpose Details for Settings
You can select one or multiple check Click the top check box to select all itemsin
1. Select boxes and then apply changes such as the table or select individual check boxes for
assigning an Agent or changing Status. the desired rows.
. This link allows you to view the Transaction  Click the Details link to view the order’s
2. Details . . : .
Details page for a particular order. Transaction Details page.
This column list dates in MM/DD/YYYY
This column lists the dates for the HH:MM format and can be sorted by oldest
3. DATE : . ; . X
transactions listed in the search results. or newest transaction. The values are static
and cannot be edited or deleted.
This column shows the Transaction Detail Th_e !tems in this cp!umn can be _sorted. )
. ' . Clicking on a specific value in this column will
4. TRAN numbers for items listed in the search N . .
results take you to the item’s Transaction Details
’ page.
This column shows the merchant-owned The items in this column can be sorted but the
5. SITE websites used to purchase the items values are static and cannot be edited or
listed in the search results. deleted.
The items in this list can be sorted. Clicking on
a specific value will take you to a search results
This column shows the unique Customer page listing all orders associated with the
6. UNIQ ID numbers associated with items in the specific Customer ID. If the previous results

search results.

page was generated by a search by Customer
ID, the page will refresh but no new results
will be listed.
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Order Search, continued

Section  Purpose _
This column shows the current status of
an order, whether it is under review,
has beenescalated orthe status has

changed.

Details for Settings

See Transaction Status Definitions for details on

the definitions of the status codes. The values in
this column are static and cannot be edited or
deleted.

Once you have selected one or more
8.Changes transactions, use the available tools to
Bar apply changes to the transactions and

then click the Apply Changes button.

e Status: Use this menu to select the
desired standard or custom status to
assign to the transaction.

e Agent: Use this menu to select the
desired Agent you want to assign to
the transaction.

e Note: Type an informative note in the
available field.

o Apply Changes: Click this button to
apply your settings to the selected
transaction or transactions.
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Workflow

On Local Navigation, click Workflow and then select the desired Workflow page, such as

Workflow Metrics.

Workflow Metrics

When you select the Workflow Metrics link, you are presented with a series of metrics for the

transactions that have occurred on the current day.

The Workflow Metrics page contains two general areas:

1. Sidebar:

e Totals: The total values for the generated report for the date selected are
displayed here (values are zero if no report has been generated).

o Report Filter: Click the Date field and use the calendar to navigate to the desired
date, then click Create Report to generate the daily summary for the Workflow

queue.

2. Daily Summary Table: Contains the details for the daily summary of the Workflow

queue for the selected date.

Section Purpose

This column lists the names of the
Agents, including Auto Agent,
generating the Workflow statistics
for the selected date.

1. User

This column lists the total number of
transactions assigned to an agent on
the selected date.

2. Assigned

This column lists the total number
of transactions approved by an
agent on the selected date.

3. Approved

This column lists the total number
of transactions declined by an agent
on the selected date.

4. Declined

Details for Settings

Click on the Agent's name to be taken to
the Agent Metrics page for that Agent and
view the Agent’s statistics for the month
containing the date you selected in the
Workflow Metrics Sidebar.

These are the total number of jobs assigned
to the agent, regardless of their status or any
other factor. The value is static and cannot be
selected or edited.

These are the total number of jobs that were
reviewed and approved by the agent on the
specified date. The value is static and cannot be
selected or edited.

These are the total number of jobs that were
reviewed and declined by the agent on the
specified date. The value is static and cannot be
selected or edited.
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Workflow Metrics, Continued

These are the total number of jobs that were
reviewed and escalated by the agent on the
specified date. The valueis static and cannot
be selected or edited.

These are the total number of jobs that
expired or “aged out” of the system due to
inactivity. The value is static and cannot be
selected or edited.

This column lists the total number
5. Escalated of transactions that were escalated
by an agent on the selected date.

This column lists the total number
6. Expired of transactions that expired for an
agent on the specified date.

Totals Displaying 1 - 1 of 1 total results.

Assigned: O D
Approved: O

l | | | | | | . |
Declined: 0 A¥o Agent ] 0 0 72 0
Escalated: 72
Expired: O
Report Filter o

Date | create Report
2011-03-01

Agent Metrics

On Local Navigation, click Workflow and then select the desired Workflow page, such as Agent
Metrics.

The Reporting utilities in the system let you monitor the performance metrics of any agent
working jobs in the system. The Agent Metrics page has two general areas:

1. Sidebar:

e Totals: The total values for the generated report for the date range selected are
displayed here (values are zero if no report has been generated).

e Report Filter: Allows you to select a date range and either Auto Agent or a specific
Agent from your risk management team, then click Create Report to produce the
desired information (NOTE: To find metrics for a single date, enter that date in the
first field only).

2. Agent Metrics Table: Contains the Agent Metrics data for the selected Agent and date
range in tabular format.

Continued on next page
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Agent Metrics, Continued

Section Purpose ~Details for Settings
This column lists all of the individual dates the agent

=[50 @F &) BEHES W) (9 worked jobs in the date range. Click on any individual

1. Date :i;ﬁ;gent I e SRS e date to be t_aken to the Workflow Summary for that date
' and see which other agents worked jobs on that date.
List of all cases assigned to This column lists the number of cases assigned to the
2. Assigned the agent during the date agent on a day-by-day basis. The values are static and
range, regardless of status. cannot be selected or edited.
List of all cases approved by This column lists the number of cases approved by the
3.Approved the agent during the date agent on a day-by-day basis. The values are static and
range. cannot be selected or edited.
List of all cases declined by This column lists the number of cases declined by the
4. Declined the agent during the date agent on a day-by-day basis. The values are static and
range. cannot be selected or edited.
List of all cases escalated by This column lists the number of cases escalated by the
5. Escalated  the agent during the date agent on a day-by-day basis. The values are static and
range. cannot be selected or edited.

This column lists the number of cases assigned to the
agent that expired or “aged out” of the system during
the selected time frame. The values are static and
cannot be selected or edited.

List of all cases assigned to
6. Expired the agent that expired during
the date range.

Totals Digplaying 1 - 7 of 7 tothl results. i i
Assigned: 0
| | | | | ] |  Expired.
Approved: 0
i 2011-03-01 0 0 0 72 0
Declined: 0
Escalated: 405 2011-03-02 0 0 0 159 0
Expired: 0 2011-03-03 0 0 0 25 0
2011-03-04 0 0 0 24 0
ST 2011-03-07 0 0 0 a9 0
Start Date [2011-03-01 I | 5011-03-08 0 0 0 >3 0
End Date [2011-03-09 | | 20110300 0 0 0 53 0
User | Auto Agent |v Displaying 1 - 7 of 7 total results.
Create Report
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Mismatched Transactions

There are occasionally transactions in the system that have a mismatched or inconsistent
disposition, being recorded as both a denied and approved transaction. The Mismatched
Transaction reporting feature allows you to search for such transactions by date and then
select the particular transaction you want. The following provides you with information about
the different aspects of this feature.

InLocal Navigation, click Workflow and then Mismatched Transactions.

Like the other pages in Reports, the Mismatched Transactions page has two major areas:
1. Sidebar: Under Report Filter, enter a Start Date and an End Date and then click
Create Report to view a list of all mismatched transactions for that date range.
2. Mismatched Transactions Table: The tabular list of mismatched transactions for the
desired date range.

Section Purpose ~Details for Settings

You can click on an individual Transaction 1D
to be taken to Transaction Details page for
the specific transaction, where more detailed
information is displayed.

This column displays the list of
1. Transaction ID transaction ID numbers for orders
with mismatched dispositions.

This column lists the dates the

2. RIS Declined . - The values in the column are static and
corresponding transactions were .
Date . cannot be edited or deleted.
denied.
3. Payment This column lists the dates the . .
Authorization corresponding transactions were VIS WIS 1) Birs GO ER SENS Eh

cannot be edited or deleted.

Approved Date approved.

o © @

Total mismatched transactions: 7
=} 20 50 100 500 Page 1 of 1

Transaction |0 & RIS Declined Date Pavment Authorization Approved Date

792 2008-07-07 2008-07-07

733 2008-07-07 2008-07-07

754 2008-07-07 2008-07-07

738 2008-07-07 2008-07-07

758 2008-07-07 2008-07-07

1048 2008-09-03 2008-09-03

1048 2008-09-03 2008-09-03
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Billing

In Local Navigation, click Billing and then select the desired Billing page such as Billing

Account.

Billing Account

This page has two general areas:

1. Sidebar:

e Summary: This presents the most recent billing
statement including your current balance, your last
statement date, and the last payment date.

e ReportFilter: By selecting adate range and clicking
Search, you can generate aBilling Event Summary,
containing your billing cycle activity for the specified
time period.

2. Daily Billing Table: The grid near the right of the page will
display your Current Balance as well as the dates of your
Last Statement and Last Payment.

Summary
Current Balance: 4,260.89
Last Statement Date: 2009-10-01
Last Statement Amount: 4,260.89
Last Payment Date: 2008-07-02
Last Payment Amount: 250.00

Report Filter

Start Date | 2008-07-22 |

End Date | 2009-10-01 |
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Billing Account, Continued

%

0

©
=

B3 “ossaipton =
2008-07-22 INVO0000000000047 Invoice 15.95
2008-07-22 INVO0000000000050 Invoice 3.80
2008-07-22 INV0O0000000000052 Invoice 9.30
2008-07-22 INV00000000000055 Invoice 12.95
2008-07-22 INVO0000000000058 Invoice 3.00
2008-07-22 INVO0000000000060 Invoice 6.65
2008-07-22 INVO0000000000063 Invoice 14.75
2008-07-22 INVO0000000000066 Invoice 15.95
2009-04-09 INVO0000000000103 Invoice 4.59

Section Purpose Details for Settings

1. Date This column in the output lists the These values are static and cannot be selected

dates of each account item.

or modified.

2.Description

This column in the output lists the
unique identifiers of each accountitem.

Click on the name of an individual identifier to
see a detailed description of the accountitem.

This column in the output lists the

There are three different account items
available:

3. Type different categories of account items. ° Cash_Rece|pt
e Credit Memo
e Invoice
This column in the output lists the :
4. Amount monetary amounts associated with These values are static and cannot be selected

each of the account items.

or modified.

Account Item Detail

When you click on the unique identifier link of an account item in the Description column,
you are taken to a separate page listing the details for that item. The detail options
presented are the same, regardless of the type (Cash Receipt, Credit Memo, Invoice) of

the item.

Summary

Type: Invoice

Total Price: 15.95

Date: 2008-07-22

Doc Id: INV00000000000047

Displpying 1 - 1 of 1 total fesults.

319 1RIS

Displaying 1 - 1 of 1 total results.

Level 1 Risk Inquiry

22

15.95
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Billing Account, Continued

Section Purpose
1. Summary Provides summary information about
the selected invoice.
. This is the amount of items for which
2. Quantity . .
you are being noticed.
This is the name of the item or
3. Item service for which you are being

noticed.

This is the description of the item or
service for which you are being
noticed.

This is the price per unit for the item

4. Description

5. Price or service for which you are being
noticed.
6. SubTotal This is the cost of the amount of items
) listed in this row of the account detail.
Daily Billing

Details for Settings

Information includes Date, Type, Doc ID, and
Total Price.

This value is static and cannot be selected or
modified.

This value is static and cannot be selected or
modified.

This value is static and cannot be selected or
modified.

This value is static and cannot be selected or
modified.

This value is static and cannot be selected or
modified.

In Local Navigation, click Billing and then click Daily Billing.

This feature allows you to view how many of each item in your inventory you have sold on any
particular date. For example, let's say you want to find out how many Terminal brand T-101
laptops you sold each day between June 23rd and 27th. Use Daily Billing to search that date
range and receive a result that lists all items sold day-by-day during that time period, including T-
101s. The following will show you the available items that comprise Daily Billing.

The page has two major sections:

1. Sidebar: In Report Filter, enter a start and end date by clicking in the
available fields and using the calendars to navigate to the desired dates. Then

click Search to generate the report.

2. Daily Billing Table: Presents each item in your inventory in tabular format.

©2013 Chase Paymentech — All Rights Reserved
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Daily Billing, Continued

Section Purpose Details for Settings

This column displays the individual The values in the column are static and cannot

1. Date dates when items were sold in the date [ g

range.

.Th's column displays th‘? Item name or The values in the column are static and cannot
2. ltem inventory number of each item sold on

each day within the date range. be edited or deleted.

This column displays the number of
3. Quantity  each item that was sold on each day
during the date range.

The values in the column are static and cannot
be edited or deleted.

Report Filter Displaying 1 - 4 of 4 total results.
Start Date [2008-07-22 |
End Date [2008-07-30 | | 2008-07-22 1RIS 24
2008-07-28 1RIS 3
2008-07-29 1RIS 15
2008-07-30 1RIS 3

Locating a Specific Item Sold on a Specific Day: If you are looking for how many T-101
laptops you sold on June 23rd, first locate the row or rows for that date in the search results.
Then review the Item column for those rows until you locate the entry for the T-101 item. Once
located, look to the far right in that row to see how many T-101s where sold. The value will be
in the Quantity column entry for that row.
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Security Audits

On Local Navigation, click the Security Audits tab to see a list of pages related to checks the
system performs to verify that unauthorized users have notlogged into the system or
unauthorized changes have not been made.

User Logins

This utility allows you to monitor user access to the application. This is particularly useful in
letting security staff track user access to the system in terms of when users log in, log out, the
duration of their sessions, and the pattern of their system access over any period of time.

The User Logins page has two basic areas:

1. Sidebar: Under Login History Filter, select a specific user or All Users with the drop down
menu, define a time frame using the Start Date and End Date fields, and then click Get
Login History.

2. Login History Table: Displays the results of your search.

Section Purpose Details for Settings

: Once you have generated search results, user names will
Lists the search results by user

1. Name name be listed in this column of the list. This is static
’ information and cannot be selected or edited.
Once you have generated search results, users’ email
. Lists the search results by the addresses will be listed in this column of the list. When
2. Email X . L .
user email address. you click on an individual email, you are taken to the
user’s Edit User page.
Once you have generated search results, this column will
3. Login Lists the date and time the user contain the precise time the user logged in and began
Time logged into the system. their session. This is static information that cannot be
selected or edited.
Once you have generated search results, this column will
4. Logout Lists the date and time the user contain the precise time the user logged out and ended
Time logged out of the system. their session. This is static information that cannot be
selected or edited.
Once you have generated search results, this column
will contain the amount of time in HH:MM format,
Lists the total amount of time the thattr_\e user.was_logged into the s‘)l/stt_am.” Fpr instance, if
5. Elapsed USEr's Session was active the display in this column reads “01:23", it means your
' session lasted for 1 hour and 23 minutes. It does NOT
denote a time such as 1:23 a.m. or p.m. This is static
information that cannot be selected or edited.
Continued on next page
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User Logins, Continued

Section Purpose Details for Settings
The following lists the reasons a user session can end:
e Duplicate Login: The current session ended
because the user logged into the interface from
a different computer. The right edge of this
. : row is color coded red.
6. Reason L|sts'the reason the user's e Logged Out: The current session ended
session ended. because the user logged out. The right edge of
this row is color coded green.

e Timed Out: The current session ended
because the session timed out. The right edge
of this row is color coded yellow.

Login History Filter Displaying of 1 total results.
User | jmp@keynetics.d v

Start Date [2012-04-02 | James mp@keynetics.com 2012-04-02 08:41:35 2012-04-03 06:24:52 21:43 Duplicate Login
End Date | 2012-04-03 Displaying 1 - 1 of 1 total results.
Get Login History

Fraud Control Changes

Ensuring the integrity of your Fraud Control configuration settings is very important. How rules
are set up can be extremely specific to the needs of any individual company. To be effective for
you, those rules must adhere to the overall plan developed and maintained for your
organization by your Risk Editor. The Risk Editor, or other staff responsible for system
security, has the ability to monitor any changes in Fraud Control configuration using the Fraud
Control Changes console.

The Fraud Control Changes page has two basic areas:

1. Sidebar: Under Fraud Control Changes Filter, use the Audit Type drop-down menu to
choose the type of audit you want to generate, and then create a date range using the
Start Date and End Date fields and click Create Audit Report to see the results.

2. Fraud Control Changes Table: Shows the results of the audit you ran, displaying the
email address of the person who made the change, the name of the person, and the date
the change was made. Specific columns will differ depending on the type of audit you
run.

Continued on next page
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Fraud Control Changes, Continued

The Fraud Control Changes Filter lets you perform audits for:
e User Defined Fields

o0 Users
o VIP Lists
o Websites

When you select User Defined Fields and define a date range, the following information is
presented.

Section  Purpose Details for Settings
Displays the email address of the user making the
The Emailaddress of the user change. This information is static and cannot be selected

2 Eel] who changed the feature. or changed. This column will appear on all report types
you generatein Fraud Control Changes.
Displays the actual name of the user making the change.
> Displays the name of the user This information is static and cannot be selected or
. Name . .
who made the feature change.  changed. This column will appear on all report types you
generate in Fraud Control Changes.
This displays the date and This is static information and cannot be selected or
3. Change . . . X
time the change was made to edited. This column will appear on all report types you
Date .
the feature. generatein Fraud Control Changes.
Displays the name of the Label
4. Label of the User Defined Field that This is static information that cannot be selected or edited.
was added or deleted.
This is static information that cannot be selected or edited.
5 Displays the attribute of the Shows one of the following value types:
A.ttribute Label that was added or e Label: The actual name of the Label.
deleted. o Type: Thetype of attribute assigned to the Label.
e Description: The description given to the Label.
Displavs the e of change This column shows you if the change was adding a Label or
6. Action piay typ g deleting a Label. No other actions are available. This is
that was made. . . )
static information that cannot be selected or edited.
This column will only be occupied if the Label was
7. Old Displays the previous value of deleted. The Old Value will be the value of the now
Value the Label. deleted Label. This is static information that cannot be
selected or edited.
8. New Displays the current value of This column will only be occupied if the Label was created.
Value the Label. This is static information that cannot be selected or edited.
Continued on next page
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Fraud Control Changes, Continued

When you

select

Users and

define a 1 1 ] 1 | 1

date ame _Label [Aibute __ Acion _ OldValue _ ]
dwml@keynetics.com Dean  2012-02-03 12:06:53 ™ LABEL ADDED m

range, the X

f ” . dwml@keynetics.com Dean 2012-02-03 12:06:53 JiM TYPE ADDED AMOUNT

oliowin

. g dwml@keynetics.com Dean  2012-02-03 12:06:53 JiM DESCRIFTION  ADDED total jim

information _

iS dwml@keynetics.com Dean 2012-02-03 09:05:22 JiM LABEL DELETED  JIM
dwml@keynetics.com Dean  2012-02-03 09:03:14 M LABEL ADDED M

presented. _
dwml@keynetics.com Dean 2012-02-03 09:03:14 JiM TYPE ADDED AMOUNT
dwml@keynetics.com Dean  2012-02-03 09:03:14 Jm DESCRIFTION  ADDED total jim

Section Purpose Details for Settings |

Shows the email address and

Email: The email address of the person who has

1. Name of name of the person who has changed the target user account’s properties.
Changer changed the target user e Name: The name of the person who has changed
account's properties. the target user account’s properties.
Shows the email address and e Emaill: Email address of the user account whose
2. Target name of the user account properties have been changed.

User Account whose properties have been

changed.

Namel: Name of the user account whose
properties have been changed.

Actions can include:

Shows you the type of

Added: When a user is added to the system.

3. Action change that occurred to the « Updated: Any change to a user account.
user account. i
e Deleted: When a user is deleted from the system.
Changes can include:
e Email: When the email of the user has been
added (email addresses cannot be changed in
Safetech Fraud Tools once added).
e Initials: When the initials of the user have been
Shows you the type of change changed.
4. Column that occurred when Added or e Name: When the name of the user has been
Name Updated is displayed in the changed.

Action column.

Password: When the user's password has been
changed.

Phone: When the user's phone number has been
changed.

Status: When a user’s roles and access
permissions have been changed.

©2013 Chase Paymentech — All Rights Reserved
Safetech Fraud Tools

Continued on next page

178
Last Revised: 4/15/2013




Fraud Control Changes, Continued

Section

5. Old Value

Purpose

Displays the prior value of
the attribute of the user’s
account before it was changed.

Details for Settings

The value related to the attribute listed in the Column
Name column (if a password, the value is expressed in
asterisks).

6. New Value

Displays the current value of
the attribute of the user’s
account now that it has been

changed.

The value related to the attribute listed in the Column
Name column (if a password, the value is expressed in
asterisks).

0

jmp@keynetics.com
jmp@keynetics.com
jmp@keynetics.com
jmp@keynetics.com
jmp@keynetics.com
jmp@keynetics.com
jmp@keynetics.com
jmp@keynetics.com

jmp@keynetics.com

James
James
James
James
James
James
James
James

James

2012-03-26 13:17:23
2012-03-26 13:15:38
2012-03-26 13:15:38
2012-03-26 13:15:38
2012-03-26 13:15:38
2012-03-23 12:28:20
2012-03-23 12:28:20
2012-03-23 12:28:20
2012-03-23 12:28:20

Q Ipllollellol

delete@delete.com
delete@delete.com
delete@delete.com
delete@delete.com
delete@delete.com
jmp_api@100100
jmp_api@100100
jmp_api@100100
jmp_api@100100

Delete
Delete
Delete
Delete
Delete
jmp_api
jmp_api
jmp_api
jmp_api

UPDATED
ADDED
ADDED
ADDED
ADDED
ADDED
ADDED
ADDED
ADDED

STATUS
EMAIL
STATUS
NAME
INITIALS
EMAIL
STATUS
NAME
INITIALS

E

D1
delete@delete.com
E

Delete

DDD
jmp_api@100100
API

jmp_api

JMP

When a new user is added for the first time, the change isn’t displayed on the Fraud Control
Changes: Users page. When a user is deleted, the change is noted in the Action column as
UPDATED and in the Column Name column as STATUS. The Old Value is E and the New Value is
D1. If you make two separate changes to a user account at the same time, such as Name and

Phone Number, the changes appear on separate rows in the table.

When you select VIP Lists and define a date range, the following information is presented.
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Fraud Control Changes, Continued

©

90 §

00

]
VipType Action | I I
dwml@keynetics.com Dean 2012-03-23 ADDRESS DELETED 917 SLUSK STBOISEID 83706 1 Decline
08:31:39 T
jdm@keynetics.com  Joey 2012-03-20 EMAIL UPDATED APITEST3@EMAIL.COM Approve Decline
15:06:02
jdm@keynetics.com Joey 2012-03-20 EMAIL UPDATED APITEST3@EMAIL.COM Review Approve
15:05:52
Section Purpose Details for Settings
: . Types of lists that appear are:
1. VIP Tvpe Displays the type of VIP list w e Card L
’ yp that has been changed. :
e Email
Types of actions that can occur are:
Thi | indicates th e Added: An item has been added to a VIP list.
. IS column Indicates the e Updated: An item on a VIP list has been
2. Action type of change that has o
: modified.
happened to the VIP list. _ _
e Deleted: Anitem on a VIP list has been
removed.
List item attributes can be varied, depending on
3 VIP Value This is the attribute of the list the nature of the item and on what list it is
' item that has been changed.  contained. See Email Lists and Card Lists for
more details.
Possible values are:
e Allow: The purchase request associated with
This is the previous value of the list item is automatically approved.
4. Old Value the list item attribute before e Decline: The purchase request associated

being changed.

with the list item is automatically denied.
e Watch: The purchase request associated with
the list item is routed for manual review.

This is the value of the list
item attribute after being
changed.

5. New Value

Possible values are:
o Allow: The purchase request associated
with the list item is automatically approved.
e Decline: The purchase request associated
with the list item is automatically denied.
e Watch: The purchase request associated

with the list item is routed for manual review.

When you select Websites and define a date range, the following information is presented.

Continued on next page
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Fraud Control Changes, Continued

0 000 00
Dt Websteld _Feld ____ OdValue _ Newvalie

imfl@keynetics.com John 2010-12-07 08:21:40 UFPDATED BONKERS5S DESCRIPTION sdfsd sdfsdhgfhgfh

Section Purpose Details for Settings

e Email: The email address of the person
who has changed the website’s properties.
e Name: The name of the person who has
changed the website’s properties.
2. Action This column indicates the type  Types of actions that can occur are:
of change that has happened e Added: An item has been added to a Website
to the Website. configuration.
e Updated: An item on a Website configuration has
been modified.
e Deleted: An item on a Website configuration has
been removed.

1. Name Shows the email address and name of
of the person who has changed the
Changer target user account’s properties.

3. This is the name of the This column contains the names of the websites that have

Website website that has been added been modified in Fraud Control.

ID or modified.

4. Field This is the attribute of the Possible values that can be listed in this column are:
website that has been e Description: The text string that briefly describes
changed. the website.

e Enabled: Indicates the enabled/disabled status
of the website has changed.

5. Old This is the previous value of Possible values are:
Value the website attribute before e Description Text String: When the Description
being changed. has been changed, this value will contain the old

value of the actual text string of the description.

e Y/N: When the website has been enabled or
disabled, this value will indicate Y, the old value
of the site was enabled or N, the old value of the
site was disabled.

Continued on next page
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Fraud Control Changes, Continued

Section Purpose Details for Settings

6. New This is the value of the Possible values are:

Value website attribute after being e Description Text String: When the Description
changed. has been changed, this value will contain the new

value of the actual text string of the description.

e Y/N: When the website has been enabled or
disabled, this value will indicate Y, the new value of
the site is enabled or N, the new value of the site is
disabled.

Rule Changes

Just as you can generate change reports in Fraud Control Changes, you can also create audit
reports for any changes in rules snapshots in your rules engines. This includes changes in both
the Fraud Control Rules Engine and the Auto Agent Rules Engine. The functionality of the
audit report generator is identical.

In the Sidebar, under Rules Changes Filter, use the drop-down menu to select either Rules
or Auto Agent, select the desired date range, and then click Create Audit Report.

The results will appear in the Rules Changes Table. Auto Agent Rules was selected to
generate the image you see after this table, but the table is essentially the same regardless of
which rules type you select.

606 O ©O6 o
“Name ] | ~hcion

gjdl@keynetics.com Greg 2012-02-28 16:31:29 10714 ADDED

gjdl@keynetics.com Greg 2012-02-28 16:29:04 10730 ADDED
gjdl@keynetics.com Greg  2012-02-28 15:06:31 10712 ADDED
Section Purpose Details for Settings
1. Email Displays the email address of the person This is static information that cannot be
who made the rules engine changes. selected orchanged.
2. Name Displays the name of the person who made  This is static information that cannot be
the rules engine changes. selected orchanged.

Continued on next page
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Rule Changes, Continued

Section Purpose Details for Settings

3. Change Displays the date and time on which the rules  This is static information that cannot be
Date engine was changed. selected orchanged.

4. Old Rule Displays the ID number of the original rule This is static information that cannot be
Set ID set that was selected to be changed. selected orchanged.

5. New Rule  Displays the ID number of the rule set This is static information that cannot be
Set ID after the change. selected orchanged.

6. Action Displays the actual change that occurred. This is static information that cannot be

selected orchanged.

In the Email and Name columns, if a change was scheduled for the Fraud Control Rules
Engine in the scheduler, the email and name of the system account will be indicated. Also, in
the entry in the Action column may indicate SCHEDULED. This will only occur for Fraud
Control Rules Engine changes. The application of Auto Agent Rules Engine snapshots cannot be
automated.

Workflow Settings Changes

You can generate reports on changes that have been made to Workflow related pages such as
Queue Options and Reasons. Like any other similar page, in the Sidebar, under Workflow
Settings Changes Filter, use the Filter by drop-down menu to select the page, choose a date

range, and then click Create Audit Report.
1 1

The report results will appear in the Workflow Settings Changes Table.

@ 00 O
5 e &

dwml@keynetics.com
dwml@keynetics.com
dwml@keynetics.com
dwml@keynetics.com
dwml@keynetics.com

dwml@keynetics.com

Dean
Dean
Dean
Dean
Dean

Dean

2012-02-23 09:38:26
2012-02-22 14:31:09
2012-02-22 14:30:40
2012-02-22 11:53:09
2012-02-20 14:09:55
2012-02-20 14:09:55

Enabled/Disabled WQA
Enabled/Disabled WQA
Enabled/Disabled WQA
Enabled/Disabled WQA
Enabled/Disabled WQA
Enabled Auto Agent

zZ 2 < =z =< =z
<= =< =z < =z =
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Workflow Settings Changes, Continued

Section Purpose Details for Settings |
1. Email Displays the email address of the person who This is static information that cannot be
made the rules engine changes. selected orchanged.
2. Name Displays the name of the person who made the  This is static information that cannot be
rules engine changes. selected orchanged.
3. Change Date Displays the date and time on which the This is static information that cannot be
settings were changed. selected orchanged.
4. Field Displays the settings field that was changed. This is static information that cannot be
selected orchanged.
5. Old Value Displays the original value of the field that was This is static information that cannot be
changed. selected orchanged.
6. New Value Displays the new value of the field that was This is static information that cannot be
changed. selected orchanged.

Active Users

If you want to see who is currently logged into the system, in Local Navigation under Security
Audits, click on Active Users. You will see information about users currently logged into the
system.

© 2 o ©)
[oner o i Gmcaase

kac@keynetics.com 10.100.6.229 9:55 am, 04/02 %ﬂg minutes
cigl@keynetics.com 10.100.6.101 2:27 pm, 04/04 1 hour 17 minutes
mp@keynetics.com 10.100.4.64 7:37 am, 04/04 8 hours 7 minutes
gjidl@keynetics.com 10.100.6.33 11:28 am. 04/03 28 hours 16 minutes
1. User This identifies the logged in users by their email addresses.
2. Remote IP This identifies the IP address of the computer the user is employing to log into the
system.
3.Since This displays the local time and date when the user initiated the current session.
4. Duration This gives the duration in hours and minutes that the user has been logged into the
system for the current session.

The only item in this table that you can manipulate is the email address in the User column.
Clicking on an email address will take you to the Manage Users page under the Users and
Groups tab, for the selected user where you can modify the available fields
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Ad Hoc Reports

The Ad Hoc reporting feature gives you the ability to generate ad hoc reports, based on the search

criteria in the existing Order Search functionality.

InLocal Navigation, when you click the Ad Hoc tab, you are taken to a page where you can see a

o O o
Cm— s

o o
oo ronc]

tabular list of any Ad Hoc Reports already created.

Changes VIP Lists Purpose

10/05/2011 14:55 Make New Report Ready 2 KB download
New Report |

Details for Settings

1. Date This is the date and time the report This data is static and cannot be
was originally run. selected or edited.

2. Description This is the name or description given  This data is static and cannot be
to the report when it was run. selected or edited.

3. Status This is the status and size of the This data is static and cannot be

report. Ready indicates that it is
available and can be read.

selected or edited.

4. File Size Displays the file size of the Ad Hoc Click the spreadsheet applet to open
report. and read the report.

5. Download Allows you to download the Ad Hoc Click the available link to download the
report in CSV format. report.

6. New Report This allows you to create a brand Click the New Report button to be taken
new report on any transaction inthe  to the New Ad Hoc Report page where
RDM system. you can create a new report.

Downloading a Report

When you click the download link, depending on what
web browser you use, you will be given the option to save
or open the report.

Opening adhoc_81.csv

You have chosen te open
|| adhoc_8l.csv

which is a: €SV document
from: https://awc.dev.kount.net

What should Firefox do with this file?

@® Open with | OpenOffice.org Spreadsheet (default) | v ‘ -

O save File

[ Do this automatically for files like this from now on.

o = 1+
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Ad Hoc Reports, Continued

Text Import - [adhoc_81.csv]

Import
Character set
Language
From row
Separator options
O Fixed width
@ Separated by
O Tab
Semicolon

[J Merge delimiters

[Unicode (UTF-8) 2] 4 { o J
i - l Once you open the report, you will be
prompted to perform a text import.
Configure any of the available options as
U comme C ather you desire and then click OK.
Space

Text delimiter

Other options
Quoted field as text

[0 Detect special numbers

Fields

Standard

DATE, "TRAN", "MERC", "STTE", "ORDR" , "NAME
2e12-81-82

2012-81-03

[2012-81-03

[2012-81-04

812-81-085

Pe12-81-18 v

[a
T TOTLT, "AUTH™, "SCOR”, "REAS™, ™

Once imported, the report opens in read
only format for your review.

REEEEEEN

f B adhoc_163-1.csv (read-only) - OpenOffice.org Calc

File Edit View [nsert Format Tools Data Window Help

@@ m

B T

= |DATE,"TRAN”,"MERC”,”SITE",”ORDR”."NAME”.”TOTL”.”AUTH"."SCOR"."RF_AS"."GEOX”.”NETW”.”VN

Y-

B [ 3
1 TE,"TRAN","MERGC","SITE","ORDR","NAME","TOTL","AUTH", 'SCOR","REAS","GEOX","NETW","VMAX","VELO","AGNT","AGTD","AGEO","

2 [¢07:50:23, 6WWP0YZ0Q6V.J 900200, DEFAULT,c56554d4f Mark  Marsupial 4999,A,32,.SCOR,US, A,0,0,,,6158,, CARD,6011713CR1B07RUKCJBU.
3

10
11
12
13
14
15
16
17
1R
] hsheern /] [ O

Default STD Sum=0 O— & —— @ 100%

Sheet1/1

New Report

The New Report page lets you generate a report on any transaction in the system
using an interface similar to the Order Search form in the Workflow section of the RDM.

Continued on next page

186
Last Revised: 4/15/2013

©2013 Chase Paymentech — All Rights Reserved
Safetech Fraud Tools



Ad Hoc Reports, Continued

Search Criteria

Start Date

I l
Min Score

T ]

End Date

Max Score

Report Data

Select the additional data that will be included in
this report.

All reports will contain a base set of data (e.g.
Transaction ID, Order Number, Order Date, etc.)

Order Number

—06

Search for blank emallsl

Transaction ID
| ]

Customer 1D

Emall |
IF Address
Search for blank IPs

Transaction Data:
O user Defined Fields
] Original Reply
O extended variables
O pmc Rrule IDs
O auto Agent Rule IDs

_@

CBD Data:

O score

O

(] Billing/Shipping Relationship:
] Billing Address Related

] Shipping Address Related

Payment
O Hashed © Plain

Gee°09°¢

u Status Website ID _@
ANY |w ANY |w
Refund/Chargeback iAgent _@
[ANY 17| ANY v
17
Section Purpose Details for Settings
1. Allows you to add a descriptive name to  Type the desired description in the available
Description the new report. field.
2. Order Specify a timeframe for a transaction e Start date: Click the empty field or the
Date with a specific customer. calendar icon to create a starting date.
e End date: Click the empty field or the
calendar icon to create an ending date.
3. Score Enter the risk score range by which you Enter the minimum value of the score range in
Range want to search for orders. the Min field, and enter the maximum value in the
score range in the Max field.
4. Identify a customer using the merchant Enter the Transaction Id number and click Search.
Transaction transaction number. This value is in the
ID TRAN row of the Transaction section

on the Transaction Detail page.
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Ad Hoc Reports, Continued

Section Purpose
5. Order Identify a customer using their order
Number number. This value is in the ORDR

row of the Transaction section on
the Transaction Detail page.

6. Customer ID Identify a customer using their
unigue customer ID. This value is in
the UNIQ row of the Customer
Tracking section on the
Transaction Detail page.

7. Email Identify a customer using their email
address. This value is in the EMAL
row of the Customer section on the
Transaction Detail page.

8. Search for Allows you to search for

blank emails transactions with blank or no email
addresses.

9. IP Address Identify a customer using their

computer’s IP address. This value is
in the IPAD row of the Customer
Tracking section on the
Transaction Detail page.

10. Search for Allows you to search for

blank IP transactions with blank or no IP
address addresses.
11. Payment Identify a customer using their

payment type. This value is in the
PTYP row of the Payment
Credentials section on the
Transaction Detail page.

12. Status Select the order status by which
you want to search.

Details for Settings
Enter the customer Order Number and click
Search.

Enter the customer’s unique ID number and click
Search.

Enter the customer Email address and click
Search.

Select this check box to search for blank emails.
You cannot use this option if you also are
searching by an email address.

Enter the IP address of the customer’s
computer and click Search.

Select this check box to search for blank IP

addresses.

You cannot use this option if you also are

searching by an IP address.

Enter the customer Payment type, select one of

the following, and then click Search.

e Hashed: Selectthis radio button to search for
payment information after it has been
encrypted.

e Plain: Select this radio button to search for
payment information as it was originally
entered by the customer.

Use the drop down menu and select one of the

following:

e Approved
e Reviewed
e Declined

e Escalated
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Ad Hoc Reports, Continued

Section Purpose Details for Settings
13. Refund / Use this option to search by e ANY
Chargeback refund or chargeback status. e R -Refund
Options are: e C-Chargeback
o Neither
14. Website ID Select the specific merchant Use the drop-down menu to select the desired
website against which you wantto  website ID.
search.
15. Agent Select the name of the agent who Use the drop down menu and select the initials

handled the order to search by
agent.

of the desired agent.

16. Transaction
Data and CBD
Data

Select the specific data types you
want included in the report.

Select any combination of the following check
boxes for Transaction Data:
e User Defined Fields
e Original Reply
e Extended Variables
e Fraud Control Rule IDs
e Auto Agent Rule IDs
Select any combination of the following check
boxes for CBD Data:
e Score
e |P
e Billing/Shipping Relationship
e Billing Address Related
e Shipping Address Related

17. Run Report

Once you've configured the
desired parameters, use this
button to run the report.

Click on the Run Report button to generate
the report. It will become available on the My
Reports page.

Once you click Run Report, a success message appears and the Status for the new
report is shown as Submitted. Click the Dismiss button to remove the success message.
You may have to refresh the web page to change the Status of the new report from
Submitted to Ready.
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Fraud Control

Fraud Control Overview

The Fraud Control Console is the heart of the system because it contains all of the rules and
information that the rest of the application uses. This is where, as the Admin or Risk Editor user,
you can:

¢ Review the default set of rules in the default rules snapshot that are used to autodecision
transactions which potentially could be fraud.

o Create a new rule with the conditions associated with that rule, constructing and
activating a new rules snapshotbased onyour needs.

e Compare the rules contained in two or more Rules Snapshots and determine which one
fulfills your current fraud detection requirements.

¢ Sort Email addresses, card numbers, and addresses by level of risk.

o Clearly identify Product Categories to help you keep a closer eye on items that you
consider fencible.

e Track potentially fraudulent transactions based on the website used to make the purchase.

In Global Navigation, click the Fraud Control tab to show all of the pages and subpages that
allow you to configure the Fraud Control system. Once on any Fraud Control page, in Local
Navigation to access the same pages and subpages, you will have to expand Rules
Management and VIP Lists to see all of the subpages available.

1. Rules Management: Under Rules Management, there are several pages that give you
access to the WQA Rules Engine:

e Rules: This gives you access to the current rules set and allows you to enter the
Rules Engine configuration and create a new rules set.

o Rule Sets: This offers you a list of the currently existing rules set where you can
see which snapshot is currently active, view the rules of any rules snapshot, and
compare the rules configured in any two rule set

o Rule Set Scheduler: This page lets you select any rules set and schedule it to
become active and inactive on specific dates where you can see which snapshot is
currently active, view the rules of any rules snapshot, and compare the rules
configured in any two rule set.

Continued on next page
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Fraud Control Overview, Continued

2. VIP Lists: Under VIP Lists, there are several pages that allow you to create and modify
lists:

¢ Email List: A merchant can flag email addresses within customer orders and add
themto a list.

e Card List: A merchant can flag credit card numbers within customer orders and
add them to a list.

e Gift Card List: A merchant can flag gift card numbers within customer orders and
add them to a list.

e Address List: A merchant can flag a shipping and/or billing address associated
with transactions and flag them for review or decline.

¢ UDF List: A merchant can designate and define specific UDF lists and the values
they contain for review and escalation, making sure that any fencible inventory is
accounted for during the customer purchasing process.

o Device ID List: A merchant can assign a particular unique identifier of a
computing device so that, when the system detects the ID associated with a
transaction,

that transaction |_H
is automatically e s FRAUD CONTROL  FADHI

= Rules Management

approved, —
declined, or Rule Sets
sent for manual Rule Set Scheduler
review. Compare Rule Sets
. i = VIP Lists
3. Websites: Amerchant ——
can create one or more [
websites associated Gift Cards
with the company, Addresses
assign a website ID, a HSEEDEHREE FISIEs
description, and either : :::‘;;tee;”‘i
enable or disable the —
website in the
application.

4. User Defined Fields:
Allows the merchant to o
create up to 99

customized fields that 1 1 1

can be accessed to I Rules Managementvl IVIF Lists vl IWebsiteSI | User Defined Fields)

make rules, displayed
for transactions on their detail page, and be used to create a VIP List.
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Rules Management

The pages organized under this heading allow you to create, configure, schedule, and apply
different rules and rule sets to you risk management environment.

Rules

In Local Navigation, click Rules Management and then click Rules.

The Rules page is the core of the Rules Engine configuration interface. From here, you can
access the default Rules Set that comes pre-configured when you first begin to use the
application, as well as any subsequent Rule Sets that you create, based on the parent/default
snhapshot.

A Rules Set is a collection of different rules designed to autodecision transactions. Based on the
rules in the snapshot, transactions with certain characteristics are either automatically approved,
sent to the Workflow for manual review, or automatically declined. A Rule within a snapshot is
created with one or more conditions that test transactions for characteristics that may indicate
fraud.

JavaScript must be enabled in your browser for the Rules Engine to properly function. If
JavaScript is not enabled, you will not be able to use any

of the Rules Engine functionality!

Search
Keywords

There are two basic sections of the Rules page:

1. Sidebar: You can filter rules, view the characteristics of
the current rule set, and manipulate rule sets using the
utilities located here.

2. Rule Set Table: This table shows you the specific rules
organized in the current Rules Set and lets you
manipulate individual rules or the entire Rules Set.

Rule Groups O Group

Rule Set Details

Rule Setid: 10892
Created On: 04/13/2012 07:08

Last Active: currently active

Rule Set Actions

= Compare to parent

= Printer-friendly page

More Options

= Switch rule sets

600 o

= Manage groups
= Schedule Rule Sets

Continued on next page
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Rules, continued

Rules Sidebar

Section  Purpose Details for Settings

1. Filter Enter the name or part of the Use this feature to search for a rule in the currently

Rules name of the rule or a group displayed rules set. Search will query the characters
you want to search for in the on either side of the operators in the Condition column
available field and then click the  and the text in the Description column. Select the Rule
Filter button. Groups check box if you want to search for a group of

rules.

2. Rule Set  This box contains a summary of  The current Rule Set is identified by the Rule Set ID

Details information about the Rule Set number, the date on which it was created, and the
you are currently viewing. last time it was active.

3. Rule Set  This box contains links to all of the  The following is a list of all of the options that

Actions options you are able to act upon can appear in this box. Some may not appear,
within the Rule Set. In a new, depending on the condition of the rule set:
default Rule Set, the only available e Compare to parent: Click this link if you
option is Switch rule sets. want to view the difference in rules between
If you have just the default rule the current rule set and its parent rule set.
set, clicking the Switch rule set e Printer-friendly page: Click this link to switch
link will only give you the default from the current view to a printer-friendly
selection. page for the rule set.

4. More This box contains additional linksto e  Switch rule sets: Allows you to make a

Options all of the options you are able to act different rule set active and applied to your
upon within the rule set. risk management environment.

e Manage groups: Allows you to manage groups
to which rules belong. If rules are not in groups,
you will receive a message saying that no
groups exist for the ruleset.

e Schedule Rule Sets: Allows you to schedule
different rule sets to be applied to your risk
management environment on specific dates and
to stop the application on a specific dates.

Rule Set Table

Any changes you make to a Rules Set will create a new Rules Set with a unique
numerical identifier. The original or parent snapshot will still exist. If you create
and save a new rule, you must still save the new snapshot before the new rule is
final. Otherwise, the rule and the snapshot will be lost when you navigate away
from the page. Only one snapshot can be active at any given point in time. All
other existing Rule Sets are inactive. Also, when you click on the Rules link, you
are always taken to the Rules Set.

Continued on next page
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Rules, continued

To see how to create a rule in the Fraud Control Rules Engine, visit Rules Creation. When you
create a rule, you can also optionally associate a Rule Action and Rule Counter with the rule.

©

Testing UDF delete

Displaying 1 - 3 of 3 total results.

o O . er.unique_epoc ;efore [2010-01-100))
|
O

Review 3: (([udf.UDF123_656] contains [FOO]))

Review

Review

-- Choose --

70692

review default site 70810

udf contains foo 76044

Add Rule

Section Purpose Details for Settings |
1. Rule Set The name of the currently active rule set. This is static information and cannot be

Name selected or changed.

2. Bulk Lets you select one, multiple, or all rules  Select the top check box to selectall rules
Action in the Rules Set and apply changes to or select many but not all rules, by selecting

Check Boxes those rules.

the specific check boxes for the desired rules,
and then you can apply changes to all the
selected rules in one action.

This column shows the action a rule will
take if the rule is invoked by a
transaction.

3. Action

Eachrule, when activated by a trans- action
that may be fraud, will result in a particular
action applied to the transaction. The Actions
are presented in order of importance, first to
last, or the order by which they are executed
when invoked:

e Approve

e Decline

e Escalate

e Review

4, This column shows the rules ex- pressed

Condition as conditionals, and you can click the link
for any rule to review the conditions
associated with the rule, and to edit
those conditions.

Clicking the links to one or more rules and
editing them and their conditions, will result
in creating a new Rules Snapshot if you save
the changes to each rule and then save the
shapshot. The Rules Creation section will
describe the details involved in creating rules.
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Rules, continued

Section Purpose
5. This column shows the rules expressed
Description in human readable terms.

6. Rule ID This column shows the Rule ID number
for each rule row.

7. Group This column shows Rule Editor the
groups to which rules belong. Groups
are organizational containers only and
adding rules to groups does not change
the behavior of the rules. Groups are not
created by default and so this column
may be empty.

8. Rule The four symbols (plus, star, no,and e

Indicators exclamation) indicate the o
characteristics of the rule. You can
hover your cursor over each symbol
in the column header to see what it .
indicates.

Details for Settings

This description is static. More details on rule
descriptions can be found in the Rules
Creation section.

This information is static.

The content in this column is static and is
only changed when groups are added or
removed or when rules are added to groups.

Plus Sign: Indicates that the rule is new.
Star: Indicates that the rule has changed,
meaning that a condition has been added,
removed, or edited.

No Sign: Indicates that the rule is disabled and
does not have any effect on the Rules Set.
Exclamation: Indicates the rule is Important
and is at the top of the list of Actions, or the
order of how rules are processed when they
are invoked by a suspicious trans- action.
Actions in this table. More about Important
rules will be presented in the Rules Creation
section.

9. Add Rule Lets you create a completely new  Click the Create New Rule button to be taken to
rule in the current rule set. Once a blank Rule Editor where you can create the
the new rule is saved and then the  new rule and the conditions associated with the
rule set is saved, a completely new  rule.

rule set will be created containing
all of the original rules of the parent
rule set, plus the newly created rule.
See the Rules Creation section for

details on how to create a rule using
the Rule Editor.
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Rules, continued

Section
10. Choose

Purpose

Click the desired link in this
section to apply bulk changes to
therules selected with the Bulk
Action Check Boxes.

Details for Settings

Once you have selected the check boxes of the
desired rules, click one of the following links to apply that
change to all of the rules:

Delete: Removes the rule from the Rules Set.
Enable: Enables a disabled rule, applying the rule
in the Rules Set.

Disable: Disables an enabled rule, preventing it
from applying in the Rules Set.

Change Action: Lets you change the action of the
rule to Approve, Decline, Escalate, or Review.
Move to Group: When one or more Groups have
been created, this option lets you move specific rules
to a group. The check boxes for the rules to be
moved must be selected.

Rule Sets

In Local Navigation, click Rules Management and then Rule Sets. When you click on the
Rule Sets link, you are taken to a page where you can view a list of all the different Rule Sets that
have been created in the system, see which snapshot is active, and where you can select which

rule set page to visit and edit.

This page is composed of both a Sidebar, which allows you to choose a date and find which Rule
Set was active for that date, and a Rule Set List table, which lists all of the available Rule Sets

that have been created in the system.

Section Purpose Details for Settings
1. Find This feature allows you to locate the  Click in the available field, use the calendar to
Active Rule rule set that was active on a specific  navigate to the desired date, and then click Find.
Set for Date  date.
2. Selection  This feature lets select two rule sets  Selectthe check boxes in the rows of the two rule
Check when you want to compare the sets you wish to compare. You will not be able to
Boxes differences in the rules each one select more than two check boxes.

contains.
3. This column lists the descriptions for  Click the name of the description of the desired rule
Description each of the available rule sets. set to be taken to the rules list page for the rule set.
4. 1D This column lists the ID numbers for ~ This column cannot be selected or edited.

each of the available rule sets.
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Rule Sets, continued

Section Purpose Details for Settings

5. Author Lists the name of the user who created Only Admin and Risk Editor users are able to
the rule set. create and edit rule sets. If the rule set was

converted, it will not list an author.

6. Created Lists the date on which the rule set Time and date are formatted as

Date was created. MM/DD/YYYY HH/MM.

7. Last Lists the rule set that is currently active, Time and date are formatted as

Active Date  and the most recent date and time MM/DD/YYYY HH/MM.
any other rule set was active. Dates
and times for rule sets that have
never been active will not appear.

8. View This feature lets you view the details for Click View in the row for the desired rule set
all of the rules configured for a to examine the rules and conditions contained
specific rule set in a printer-friendly in the rule set.
format.

9. Compare Once you have selected two Click Compare to see a comparison of the rules

snapshots, this feature begins the
operation of comparing the rules they
contain.

and conditions between the two selected rule
sets.

Only one snapshot can be active at any time.

Rules r.'.\n.\.';i\'nnr . VIP Ligts ¥ Defi
Find fctive Rula Set For a Date || pisplaying | - 20 of 112 total results.

Find
— |
Default rule snapshot 10856
" Testing UDF delete 10764
Testing UDF delete 10762
Testing UDF delete 10720
Testing UDF delete 10718
Testing UDE delate 10716
Testing UDF delete 10710
Testing UDF delete 10708
Testing UDF delete 10728
Testing UDF delete 10726
Testing UDF delete 10724

10722

Testing UDF delete 10680

10678

10706

10704

10676

10674

10702

HEEH EHEEBEBEDEDEEEESD DB EJI[. 0 E B

10672

Greg

Greg
Greg
Greg
Greg
Greg
Greg
Greg
Greg
Greg
Greg
Greg
Greg
Greg
Greg
Greg
Greg
Greg
Greg

Greg

2012-04-03 15:34:18

2012-02-29 0T:42:17

2012-02-29 07:37:45

2012-02-29 07:34:29

2012-02-29 07:20:52

2012-02-28 16:32:19

2012-02-78 15:01:18

2012-02-28 14:59:59

2012-02-28 14:58:41

2012-02-28 14:47:03

2012-02-78 14:42:55

2012-02-78 14:38:14

2012-02-28 14:21:36

2012-02-28 14:16:42

2012-02-28 14:13:24

2012-02-28 18:12:06

2012-02-20 14:08:55

2012-02-28 14:05:12

2012.02-28 14:01:45%

2012.02-28 13:51:39

£

2012-04-09 11:51:14
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Rule Sets, Continued
To make a currently inactive rule set active, click the name of the rule set in the Description

column, and then on the Rules page for the rule set, in the Sidebar under Rule Set Actions, click
Activate Rule Set.

Rule Set Scheduler

In Local Navigation, click Rules Management and then Rule Set Scheduler.

Each rules set applies a specific set of conditions on the autodecisions the application makes
on the transactions being processed through the merchant system. However no one set of rules
can be applied to all purchase activity universally. Holidays, sales, and other date-related
purchasing behavior can require different rules snapshots be applied on different calendar
dates. The Rule Set Scheduling tool lets merchants configure, in advance, the snapshot to be
applied for a date or set of dates, much in the same way you would set an appointment in a web-
based calendar system.

The Rule Set Scheduler page is made up of to basic parts:

1. Sidebar: This contains The Selected Day Details box which provides details about
whatever day is selected on the calendar, the Options for the Selected Day area, which
lets you perform different actions depending on what activity is set for that day, and the
Changing your time zone field, which will reset your entire schedule if the time zone is
changed.

2. The Rule Set Scheduling Calendar: This lets you navigate to and select a date and then
schedule a snapshot for that date, which can include a range of dates.

Continued on next page
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Rule Set Scheduler, continued

Rule Set Scheduler Sidebar

Sectio

Purpose

n

Details for
SIS

1. Displays information about the specific rule set including the The information in
Selecte  description, start date and end date of the schedule. this area cannot
d Day be directly selected
Details Selected Day Details Selected Day Details or modified. More
than one Snapshot
Snapshot Id 6388 Snapshot Id 10672 _o ID box may appear
Ifone schedule
SRt Dt e stops and another
02/28/2012 13:53 starts on the
selected date.
2.Options  The available options in this e If a date is chosen where the default rule set is
area will appear different applied. You can use the Choose a snapshot to
depending on what date is activate drop-down menu to select the desired rule
chosen and what is scheduled set, then choose either the On this day or For
for that date. Weekdays/Weekends (depending on whether or not
the selected date is on a weekday or weekend) radio
button, and then click Schedule to apply your
choices.

e |f adate is chosen where a specific rule set has been
scheduled, you can open the Choose drop-down
menu and select the desired rule set and then click
Activate Now to apply it for the selected date.

3. This field allows you to change Click in the field and start typing the name of the
Changing the time zone that is applied to desired time zone. The specific time zone name will
your time  the scheduler, but if you auto-complete as you type.

zone change the time zone, the entire

schedule will be reset and you
will need to reconstruct your
entire schedule again.

2,

Weekend Options for April 22 Options for April 9

| --Choose--

Choose & |—Choos&-.h |v |
snapshot to
activate

|w || Activate Now

@ on this day Changing your timezone will RESET
@ For weekends your schedule
Schedule [Ameﬁcaﬂ_os_Angeles ] Save

Changing your timezone will RESET

your schedule
I Save

I[Am erica/Los_Angeles
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Rule Set Scheduler, continued

April 2012

Monday

Tuesday Wednesday Thursday

Friday

Saturday

Sunday

26 27 28

|Testmg UDF delete

Testing UDF delete

Testing UDF delete

Section  Purpose _Details for Settings
1. Previous Click this link to navigate to months in  Click the link repeatedly until you arrive at the
Months the calendar prior to the current desired month.
month. Once a month has passed, you can- not
schedule a rules snapshot to be applied. This
feature only allows you to review prior
schedules.
2. Future Click this link to navigate to future Click the link repeatedly until you arrive at the
Months months beyond the current month. desired month, and then selectthe desired
snapshotand schedule it to be applied for the
required day or days in that month.
3. Click a Select any date prior to the current Selecting any date prior to the current date
Previous date to see the Selected Day Details in does not offer you any con- figuration options.
Date the Sidebar.
4. Click the Clicking on the current date allows You can change the rule set applied to the
Current you to see the Selected Day Details, current date by performing these actions.
Date select a specific rule set, and then
click Activate Now to apply it to the
current date.
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Rule Set Scheduler, continued

Details for Settings |
You can apply a rule set to an individual
date or to a week or weekend by performing
these actions.

Section
5. Click a
Future Date

Purpose

Selecting a future date lets you choose a
rule set, offers you the option of applying it
only to the selected date or to the entire
week or weekend (depending on whether
you clicked on a date between Monday and
Friday or on the weekend), and then click
Schedule to apply your choices.

If you select a future date and choose to apply the rule set to weekdays or weekends, the rule

set will be applied to all future weekdays or weekends. To apply a different rule set to
weekdays, weekends, or a specific date in the future, you will need to navigate to the desired

dates and make your changes.

Compare Rule Sets

In Local Navigation, click Rules Management, and then click Compare Rule Sets. You will
be taken to the Compare Rule Sets page where you can select any two rule sets and compare

them based on the rules they contain.

The Compare Rule Sets page is made up of two parts:

1. Sidebar: Under Compare Rule Sets, use the First Rule Set drop-down menu to select
one rule set and then the Second Rule Set menu to select another rule set. Click

Compare to run the comparison.

2. Compare Snapshots Screen: Displays the results of the comparison.

| Section Purpose ~Details for Settings

1. First Rule Lets you choose a rule set by ID Use the drop-down list to choose the ID number

Set number and description for comparison  and description of the desired rule set.
with another rule set.

2. Second Lets you choose the second rule set by  Use the drop-down list to choose the ID number

Rule Set ID and description for comparison and description of the desired rule set. It must be
with the first. a different rule set than the one you selected in

the First Rule Set list to generate the comparison.

3.Compare Use this feature to produce a list of the Click the Compare button to produce a
differences between the two selected comparison of the differences in rules between
rule sets. the two selected snapshots.
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Compare Rule Sets, continued

Section Purpose Details for Settings |
4. Rules for  Displays the rules that are contained This is static information. Areas may state that a
First Rule within the first rule set. rule does not exist in the rule set where the
Set second rule set contains the rule but the first
rule set does not.
5. Rules for  Displays the rules that are contained This is static information. Areas may state that a
Second within the second rule set. rule does not exist in the rule set where the first
Rule Set rule set contains the rule but the second rule set
doesnot.

Compare Rule Sets

First Rule Set] 10762: Testing Ul

rSecond Rule sgm 10718: Testing u|v Rule ID: 76262 - no description provided - (gisabled)
This rule does not exist in this set.

- MTCK
| Compare |
Rule ID: 76264 - no description provided - (disabled)
This rule does not exist in this set.

The display is a one-to-one comparison between each rule that exists between both rule sets. If
arule exists in one rule set but not the other, the cell in the row for that rule will display a
message to that effect. Depending on the number of rules in each rule set and how many rules
can be compared between rule sets, the output on this page can be extensive.
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Rules Creation

Overview

This section is focused on the 4.x Rules Engine and the process of creating rules with the Rules
Editor. The heart of the system’s ability to autodecision the large number of transactions
entering a merchant’s online shopping area and detecting fraud is the Rules Engine. The rules
determine which orders are automatically routed for approval, which ones are routed for manual
review by Agents and Lead Agents, and which transactions are considered so risky, that they are
immediately declined by the system.

The Rules Editor utility in Safetech Fraud Tools is the tool employed by the Risk Editor user
to create a collection of rules in a Rules Set, which then is applied to all transactions entering
the merchant’s system. Each individual rule in a rule setis composed of one or more conditions.
The Rules Editor was introduced in the Rules section, and the basic operation of the editor is
shown in the online help. While the basic process of creating a rule is straightforward, the large
variety of rules and conditions available per rule can be complex. The Rules Editor is an
extremely powerful and scalable tool and there is a virtually limitless number of combinations of
rules and conditions that can be created and enabled in a rule set.

When a merchant first integrates the anti-fraud application into the purchasing system, the
application comes with a single default Rules Snapshot, containing a set of rules created with
one or more pre-set conditions per rule. If the merchant was using a version of the application
that was pre-Rules Engine, once they upgrade to version 4.0 or higher, all pre-existing rules
are converted to a single snapshot where the rules behave exactly as they did in the previous
rules system.

A merchant can elect to use the default or converted snapshot to manage fraud detection, but
can also choose to modify the existing rules in the rules set or to create entirely new rules.
Each time a rule is modified or created, both the rule and the snapshot must be saved. Once
the original or “parent” snapshot is saved, rather than overwriting the original snapshot, the first
shapshot remains the same and a “child” snapshot, with a new ID number, is created. Once any
snapshot is created, it cannot be deleted. Modifying any snapshot and saving it, creates a brand
new snapshot.

Continued on next page
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Overview, Continued

Only one snapshot can be active in the system at a time and the rules in the active snapshot are
the ones used to make autodecisions regarding how transactions are routed and dispositioned.
Individual rules within any rule set can be enabled or disabled, changing the behavior of the rule
set. If a merchant wants to change how transaction autodecisioning is performed in the company
based on changing conditions, a Rules Snapshot can be created for each of those decisions.
Also, within a single snapshot, different rules can be enabled, disabled, or have the Action
changed, to change the behavior of the snapshot.

You can create or make multiple edits to rules in a snapshot, but they do not become final until
both the rulesandthe snapshot are saved.

The Default Rules Set

O

e EEEEEEEEEEEEE DR EE ®

Decline
Decline
Review
Review
Decline
Review
Review
Review
Review
Review
Review
Review
Review
Review
Review
Approve
Review
Decline
Review

Review

Default rule snapshot.

Displaying 1 - 20 of 26 total results.

01: ({[persona.geox] in [CU|EG|GHIIR[IQILY|MY|NGIKP|PKITRIVN]) &&

02: ({[xtv.country] in [CU|EG|GHIIRIIQILYIMY|NGIKPIPKITRIVN]) &&

03: ({[persona.geox] lin

04: (([persona.network_type] in [O]A|S]))

05: (([persona.network_type] in [P])

06: (([persona.cards] > [3]))

07: ({[persona.emails] > [4]))

08: (([persona.velo] > [7]))

09: ersona.vmax] > [4]))

10: ({[persona.score] > [S0I))

11: (([persona.kaptcha]l == [N]))

12: ({[xtv.proxy] == [Y]))

13: (([distance.device_to_billing] > [500]) &&
14: (([distance.device_to_billing] > [10001))
15: ({[order.total] > [15000]))

16: (([vip.approve] in [email]})

17: ({[vip.review] in [email|card|bill_address|ship_address]))

18: (([vip.decline] in [email|card|bill_address|ship_address]))
19: ({[xtv.country] lin
20: (([order.site] == [BONKERSS5]))

GEOX Decline
Device Location
GEOX Review
Review Network
Decline Prison
More than 3 unique
More than 4 unique
Order Velocity >7
Order Velocity >4
Score > 50
Kaptcha Missing
Device Proxy
Distance from
Distance from
Order Amount >
Email whitelist
VIP List Review
VIP List Decline
Device Location

test

67934

67936

67938

67940

67942

67944

67946

67948

67950

67952

67954

67956

67958

67960

67962

67964

67966

67968

67970

68808

L]
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The Default Rules Set, continued

As described in the Rules section, the default snapshot, and all rule sets, contain a list or
collection of rules, each with its own associated conditions. An individual rule can be reviewed
or modified by clicking on the name of the rule in the Condition column to open the Rules
Editor. To create an entirely new rule, you can click on the Add Rule button. The following

sections describe how to edit and create rules in the Rules Editor.

Rules Editor Basics

The following screen capture
shows arule in arules
shapshot opened in the editor.

Each rule has certain
conditions associated with it
but many of the options
depend on which type of rule
you are editing or creating. All
rules give you the ability to
configure:

e Action: Youcansetaruleto
apply adisposition when

« Back to Rules List

~ Rule Conditions

- Order
Website
Transaction Date

» Customer

+ Billing Address

¢ Rillinn Phana

» Shopping Cart

» VIP Lists

» Extended Variables

» Persona

» Velocity

» Distance

» User Defined Fields

» Negative History

» Compare Variables

* Rule Actions

Rule is:¥ Disabled
O important

Create New Rule

Apply the following decision to the transaction when the conditions are met:

j ¥

v

Rule Description

This rule is empty.
Start building the rule by adding a condition.

Create Rule

invoked, suchas Approve, Review, Escalate, or Decline.

e Condition: Each rule must have at least one condition associated with it. The currently open
Persona Country rule can have only one Relational Condition with the options is or is not
associated with the countries selected. Most rules display a plus (+) sign to the right of the

condition that, when clicked, lets you add another operator to the condition.

¢ Add a new condition: You can create other conditions in this rule by hovering your
cursor to the left of the current condition until the plus sign appears, and then clicking the

plus sign to add another condition.
e Ruleis: You can enable or disable a rule or mark a rule to be Important.

Rule Description: You can add or modify a rule’s description, which appears in the

Description column of the snapshot.
e Create Rule: This button lets you save the edits you made to the rule.
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Rules Editor Basics, Continued

While options in configuring a pre-existing rule are taken from the conditions available for that
type of rule, onthe Rules List page, for a particular Rules Snapshot, you can click the Create
New Rule link and have a clean slate by creating a rule “from scratch”.

A new rule is completely devoid of conditions and at least one condition must be created for the
rule to be considered valid. To start creating a rule, open one of the expandable menus under
Rule Conditions on the left of the rule pane and choose both the type of rule you want and
the specific conditions you want associated with that rule.

Rules Conditions Basics

Rule Conditions

order The list presented in the menu displays each
general category of rule available for creation,
however each category is expandable and when

e 7 customer Name YOU Open any particular category in the list, a sub-
menu of options with all of the selections available

for that rule is displayed.

The following screen capture displays what the first [~ Ruie conditions - Rule Conditions
three rules categories, Order, Shopping Cart, and o G gordary
) - Website A - Shopping Cart
VIP LIStS, |00k ||ke When eXpanded Transaction Date l Cart Product Type Quantity
* Customer Cart Product Type Price
. L. v Billi Cart Product Type Total Price
Notice that within the Order menu, Customer, | Biling Addre= v| | o cort item Quantity
Billing Address, Shipping Address, Payment | Shoping Cart WC:“L_“:"" Price v
. r I1STs » IStS
Amounts, Payment Credentials, and Order » Extended Variables » Extended Variables
Status are all expandable as well, each containing |’ Persena * Persona
. . . + Velocity » Velocity
sub-menus with additional rule conditionals » Distance » Distance
available. Of the other conditions categories in the * User Defined Fields * User Defined Fields
. . * Negative History ' Negative History
list, only Extended Variables has sub-menus that » Compare Variables » Compare Variables

add to the complexities of rules creation.

The rules categories displayed when you click on the Create New Rule or Add a new condition
links are collectively known as Locators. Each condition you can add to a rule is made up of
three parts:

Continued on next page
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Rules Conditions Basics, Continued

1. Subject Locator: This identifies some quality of the transaction that triggers the rule,
such as order.bill.state or vip.approve. This value exists to the left of the Operation.

2. Operation: This is the relational or equality operator that provides the rules for
comparison betweenthe Locator and Predictive Value (Not all operators are available
for all rules and rule types.):

o Greaterthan

Lessthan

Greater than or equal to

Less than or equal to

Equal to

Not equal to

is

is not

or

e and

3. Predictive Value: This is the value being compared with the Locator by the Operation.
It can be numerical such as the amount of items being ordered in a transaction or the
number of kilometers between the customer’s detected location and the mailing address.
The value can also be text or be set using a drop-down menu. This value is to the right of
the Operation.

Distance from Device to Billing Address
equals d lem

In the previous example, the Subject Locator is Distance from Device to Billing Address, the
Operation is equals, but it could be set to less than or greater than, and the Predictive Value is
any numeric value that represents distance in kilometers between the computer being used by the
purchaser and the billing address the purchaser entered into the merchant’s system.
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Rules Conditions Operator Issues

You can also add multiple operators to the same condition Pistance from Device to Billing Address
using the plus sign shown the previous screen capture. You cauals 7| km
can also use the minus sign to remove an operator. o
1. Minus: Click the minus sign to remove a condition. o

Removing the last condition from a rule invalidates

the rule.

2. Plus: Click the plus sign to add a condition to a rule
and then configure the condition.

As you can see from the following screen capture, adding multiple operators to the same
condition, while possible, can result in unpredictable and even contradictory behavior from the
rule. Chase Paymentech recommends that you limit the number of operators in a condition to
one or to the least number required to accomplish your goals.

Distance from Device to Billing Address

To add an operator to

cquals 7] km a condition, click the

less than | kem plus (+) sign to the

greater than | km rlght of the Predictive
and | equals ~ km Value. To remove an

operator, click the

and lessthan 7| km . .
minus (-) sign to the

right of the
Predictive Value. If you have only one operator in the rule and you click on the minus (-) sign,
the result will be an empty rule.

Multiuser Access

Only the Admin and Risk Editor users can create and modify rules and Rules Snapshots,
however, if two or more users have this authority, it's possible for both users to be creating or
modifying rules in the same snapshot at the same time. Snapshots are not locked when an
authorized user begins an edit, so a user who is editing a snapshot will be unaware that any
other user is making edits in the snapshot as well.

Continued on next page
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Multiuser Access, Continued

When this circumstance occurs, the changes that are successfully applied are those made by the
last user to save their modifications and create the new child snapshot from the parent. This is
also true if two users attempt to make different snapshots the active snapshot. For this reason,
even if the merchant grants permission in Safetech Fraud Tools to more than one user to make
Rules Snapshot changes, Chase Paymentech recommends that the merchant authorize only
one person to implement such changes in order to avoid confusion.

Important

Inthe Ruleis: box, if you select the Important! check box, you can change the priority by which
rules are processed by the system when multiple rules are triggered by a transaction. Normally,
when a transaction triggers multiple rules in a snapshot, the rules are prioritized by Action,
with the rule at the top of the list having the highest priority: 1. Approve, 2. Decline, 3.
Escalate, and 4. Review.

The rule with the Approve disposition will be applied above all of the others. However, when you
create a rule and set it to Important, regardless of the Action set for that rule, it will be
configured as the highest priority when processed, even ahead of rules with the Approve
disposition. Set arule as Important only if you want it to “win” in situations when multiple rules
are triggered by a transaction.

Rules Conditions Details

As previously mentioned, there are a wide variety of rules you can create, and a large number
of conditions to apply to each individual rule. While there are many operators that can be
assigned between the Subject Locator and the Predictive Value, as previously mentioned, not
all of them are available for every rule. Specific operators become available depending on the
type of rule that is being created. Also, the type and value of the Predictive Value can vary
widely, depending on what the rule requires, and be selected from check boxes, radio buttons or
be alphanumeric values entered into a field.

The remainder of the Rules Creation document will focus on the specific characteristics of
Locators and how they can be assigned. This information is considered a reference, although
initially, the users responsible for using the Rules Editor may wish to review all of the content to
become aware of the full body of possible variables.

Continued on next page

©2013 Chase Paymentech — All Rights Reserved 209
Safetech Fraud Tools Last Revised: 4/15/2013



Rules Conditions Details, continued

There are several general categories of Locators:

e Order: These are qualities or attributes regarding the order itself, such as the merchant
website used to place the order, the stated name of the customer, or the first line in the
billing address.

o Shopping Cart: These are qualities or attributes possessed by the merchant’s shopping
cart and the items placed within the cart due to the customer’s order, such as the type
of the item being purchased or the purchase price.

o VIP Lists: These are qualities of any item in a VIP List that triggers a rule as a
result of the transaction, such as an email on the Email List set to Review or a credit
card number on the Card List that is set to Denial.

¢ Extended Variables: These are the qualities regarding the customer that are detected by
examining variables about the customer’s computer or a proxy server the customer is using
to mask his or her identity. They can include User Language, information gathered from
the computer’s browser if enabled for JavaScript, and the country or state in which the
customer’s computer appears to be located.

e Persona: These are qualities or attributes that are associated with an attempt by the
customer to mask their true identity and location, and methods used by the application
to pierce that mask. Examples are the number of credit cards or email addresses the
system determines are associated with the person making the purchase. To provide this
data, the system gathers information from the purchases the customer has made from all
of the merchants within the system’s “awareness”.

e \Velocity: In general, this is the amount of purchasing activity generated by the customer
within a specific time frame, such as 2 weeks. Examples of conditions that can be set are
CAT1 Velocity, Item Velocity, and Item Price Velocity.

¢ Distance: This is the relationship between two locations, such as between the
apparent true location of the customer and the proxy server used to mask the
customer’s location, or between the shipping address and the billing address.

o User Defined Fields: This feature allows you to create rules associated with customized
fields you have created in the DMC.

e Negative History: Enables you to create a rule around negative chargeback history
associated with the customer’s persona and/or the order.

o Compare Variables: Lets you create a rule by selecting any two related variables and
then comparing those variables. Examples are comparing two different variables for
Velocity or two different variablesfor Distance.
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Rules Conditions Locator Detalils

The following tables provide a mapping of the various Locators, including the Locator name,
the description, and the options that can be set for the validation values, such as number of
characters. In the Locator column of the following tables, if the Locator contains a sub-menu,
the menu name will be bolded and followed by a colon, and then the locator sub-menu name will

appear as a bullet point.

Order
Locator Description
Website Merchant Website used by the

customer to make the purchase

Transaction Date The date of the suspect

transaction

Customer: The stated name of the customer.
Customer Name

Customer: The validity of the name or, is it
Customer Name arealname.

Validation

Customer: Sets the rule for whether the

Customer Gender customer is male, female,

neutral by name, or unknown

Customer: The stated email address of the
Customer Email customer.

Customer: The validity of the stated email
Customer Email address.

Validation

Customer: The name of the person to whom
Ship-to Name the item is to be shipped.
Customer: The validity of the ship-to name
Ship-to Name or, is it a real ship-to name.
Validation

Customer: The email address of the person
Ship-to Email to whom the item is to be shipped.

Validation

Merchant website names can be selected in a
drop-down menu, but only if they were
previously created on the Websites page in the
DMC.

Use the drop-down menu to select either
before or after the date or select the relative
date check box and enter the desired value
for plus or minus so many days.

This is a text field that can take up to 64
characters.

Select is or is not and then one or more check
boxes such as if the name seems invalid,
seems suspicious, or contains a vulgarity.

Use the is or is not menu and then the
gender options menu.

Enter any of the standard text and symbols
that can be used in an email.

Selectis oris not and then select one or more
of the available check boxes such as valid email
domain or unverified email domain.

Select a drop-down list qualifier and text in the
field, which can take up to 64 characters.
Select is oris not and then one or more check
boxes such as if the name seems invalid,
seems suspicious, or contains a vulgarity.
Select a drop-down list qualifier and enter any
of the standard text and symbols that can be
used in an email.
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Rules Conditions Locator Details, Continued

Locator Description Validation

Customer: Validity of the Ship-to Email Selectis oris not and then select one or more
Ship-to Email address. of the available check boxes such as valid email
Validation domain or unverified email domain.

Customer: The stated phone number of the Can contain up to 32 characters.

Customer Phone customer

Customer: The unique ID number Can contain up to 32 characters.

Customer Unique  representing the customer.

ID

Customer: The date the customer’s unique Use the menu to select a condition and either
Date Customer ID  ID numberwas created. Canbe select the check box and enter a value for a
was set setasa relative date using + or - relative date, or clear the check box and use

the calendar applet.

For Date Customer ID was set, you can select before or after in the drop-down menu and, if
you want to enter a date to indicate, for example, a person who has been a customer before
or after a certain number of days, leave select the check box and enter the value in the
available field. If you want to enter an absolute date, clear the check box and use the
calendar applet to select a date. Allows the merchant to create a “prior to 30 days from now”

or “within some qty of days from now” setting.

Locator Description Validation

Customer: The customer’s IP address.

Customer IP Address

Can contain all of the characters typically
found in an IP address.

Billing Address:
Billing Address Line 1

The first line in the Billing
address, which is usually the
street address.

Can contain a maximum of 256
characters.

Billing Address:
Billing Address Line 2 address, which is usually a

suite or apartment number.

The second line in the Billing

Can contain a maximum of 256
characters.

Billing Address: The name of the city.

Can contain a maximum of 256

Billing Address City characters.
Billing Address: The name of the state. Can contain a maximum of 256
Billing Address State characters.

Billing Address:
Billing Address Postal
Code

The postal code.

Can contain a maximum of 20 characters.

Billing Address:
Billing Address Country

The name of the country.

Selected from a drop-down menu.
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Rules Conditions Locator Details, Continued

Locator Description Validation
Billing Address: The type of billing address. Select is or is not from a drop-down menu
Billing Address Type and then select the type of address.
Billing Address: Is the billing address a deliverable  Answer yes or no.
Billing Address address.
Deliverable
Billing Address: Characteristics of the carrier Select from a list of options for the carrier
Billing Address Carrier route name route, such as contains, does not contain,
Route and so on.
Billing Address: Characteristics of the delivery Select from a list of options for the
Billing Address Delivery  point delivery point, such as contains, does not
Point contain, and so on.
Billing Address: Validity of the delivery point Select is or is not and then select from a
Billing Address Delivery list of options such as Matched to ZIP+4
Point Validation or Present but invalid.
Billing Address: Set a rule by a characteristic of  Select from a list of options such as
Billing Address County the country name. contains or does not contain and then
Name add the desired string in the available
field.

Billing Address: Set a rule by a characteristic Select from a list of options such as
Billing Address of the company name. contains or does not contain and then add
Company Name the desired string in the available field.
Billing Address: Set a rule by the time zone Select is or is not and then select the specific
Billing Address Time for the billing address. time zone from a list.
Zone
Billing Address: Set a rule by the type of zip Select is or is not and then select the specific
Billing Address Zip Code code zip code such as Standard, Military, PO
Type Box, or Unigue.
Billing Address: Is the Billing Address a Answer Yes or No.
Billing Address is Commercial Mail Receiving
Commercial Mail Agency?
Receiving Agency
Billing Address: Is the billing address a type of  Selectis or is not and then select the type of
Billing Address Delivery delivery facility? facility such as Airport Mail Facility or Bulk
Facility Classification Mail Facility.
Billing Address: Is the billing address valid? Select is or is not and then select a
Billing Address validation option.
Validation

Continued on next page
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Rules Conditions Locator Details, Continued

Locator
Billing Phone:
Billing Phone Number

Billing Phone:

Billing Phone Area Code
Billing Phone:

Billing Phone City
Billing Phone:

Billing Phone State
Billing Phone:

Billing Phone County
Billing Phone:

Billing Phone Country
Billing Phone:

Billing Phone Time Zone
Billing Phone:

Billing Phone Validation
Shipping Address:
Shipping Address Line 1

Shipping Address:
Shipping Address Line 2

Shipping Address:
Shipping Address City
Shipping Address:
Shipping Address State
Shipping Address:
Shipping Address Postal
Code

Shipping Address:
Shipping Address
Country

Shipping Address:
Shipping Address Type

Description

The phone number.

The area code.

The city for the phone number.

The state for the phone
number.

The county for the phone
number.

The country for the phone
number.

The time zone for the phone
number.

Determine the validity of the
billing phone number.

The first line in the
Shipping address, which is
usually the street address.
The second line in the
Shipping address, which is
usually a suite or apartment
number.

The name of the city.

The name of the state.

The postal code.

The name of the country.

The type of shipping address.

Validation
Make a selection from the menu and then
enter the phone number in the available
field. Can contain a maximum of 32
characters.
Make a selection from the menu and then
enter the phone number in the available
field.
Make a selection from the menu and then
enter the city in the available field.
Make a selection from the menu and then
enter the state in the available field.
Make a selection from the menu and then
enter the county in the available field.
Selectis or is not and then select one or
more countries.
Select is or is not and then select the desired
time zone from the menu.
Selectis or is not and then select one or
more validation options.
Can contain a maximum of 256 characters.

Can contain a maximum of 256 characters.

Can contain a maximum of 256 characters.

Can contain a maximum of 256 characters.

Can contain a maximum of 20 characters.

Selected from a drop-down menu.

Select is or is not from a drop-down menu
and then select the type of address.
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Rules Conditions Locator Details, Continued

Locator

Shipping Address:
Shipping Address
Deliverable

Shipping Address:
Shipping Address
Carrier Route
Shipping Address:
Shipping Address
Delivery Point
Shipping Address:
Shipping Address
Delivery Point Validation
Shipping Address:
Shipping Address
County Name
Shipping Address:
Shipping Address
Company Name
Shipping Address:
Shipping Address Time
Zone

Shipping Address:
Shipping Address Zip
Code Type

Shipping Address:
Shipping Address is
Commercial Mail
Receiving Agency
Shipping Address:
Shipping Address
Delivery Facility
Classification
Shipping Address:
Shipping Address
Validation

Shipping Phone:
Shipping Phone Number

Description
Is the shipping address a
deliverable address.

Characteristics of the carrier
route name

Characteristics of the delivery
point

Validity of the delivery point
Set a rule by a characteristic
of the country name.

Set a rule by a characteristic
of the company name.

Set a rule by the time zone
for the billing address.

Set a rule by the type of zip
code

Is the Shipping Address a
Commercial Mail Receiving
Agency?

Is the shipping address a type
of delivery facility?

Is the shipping address valid?

The phone number.

Validation
Answer yes or no.

Select from a list of options for the carrier
route, such as contains, does not contain,
and so on.

Select from a list of options for the delivery
point, such as contains, does not contain,
and so on.

Select is or is not and then select from a
list of options such as Matched to ZIP+4 or
Present but invalid.

Select from a list of options such as
contains or does not contain and then add
the desired string in the available field.
Select from a list of options such as
contains or does not contain and then add
the desired string in the available field.
Select is or is not and then select the specific
time zone from a list.

Select is or is not and then select the specific
zip code such as Standard, Military, PO
Box, or Unigue.

Answer Yes or No.

Selectis or is not and then select the type of
facility such as Airport Mail Facility or Bulk
Mail Facility.

Select is or is not and then select a
validation option.

Make a selection from the menu and then
enter the phone number in the available
field. Can contain a maximum of 32
characters.
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Locator

Shipping Phone:
Shipping Phone Area
Code

Shipping Phone:
Shipping Phone City
Shipping Phone:
Shipping Phone State
Shipping Phone:
Shipping Phone County
Shipping Phone:
Shipping Phone Country
Shipping Phone:
Shipping Phone Time
Zone

Shipping Phone:
Shipping Phone
Validation

Billing and Shipping
Addresses Match
Billing and Shipping
Postal Codes Match
Order Shipping Type

Payment Amounts:
Order Currency
Payment Amounts:
Order Total Amount
Payment Amounts:
Order Fencible Value
Payment Credentials:
Payment Brand

Payment Credentials:
Payment Card Number

Payment Credentials:
Payment Country
Payment Credentials:
Payment Driver’s License

Description
The area code.

The city for the phone number.

The state for the phone
number.

The county for the phone
number.

The country for the phone
number.

The time zone for the phone
number.

Determine the validity of the
shipping phone number.

Determine if billing and
shipping ad- dresses match
Determine if billing and
shipping postal codes match
Determine the shipping type.

The type of currency used to
pay for the transaction.

The total amount paid for the
transaction.

The value of the item
purchased if fenced.

If payment is through a credit
card, the specific credit card
brand.

The prefix for a credit card
number.

Create a rule in relation to the
payment credentials country
The customer’s driver’s license
number

Validation

Make a selection from the menu and then
enter the phone number in the available
field.

Make a selection from the menu and then
enter the city in the available field.
Make a selection from the menu and then
enter the state in the available field.
Make a selection from the menu and then
enter the county in the available field.
Selectis oris notand then select one or
more countries.

Select is or is not and then select the desired
time zone from the menu.

Selectis oris not and then select one or
more validation options.

Select is or is not and then one or more
address matching options.

Select is or is not and then one or more
postal code matching options.

Selectis or is not and then select one or
more shipping type options such as Same
Day or Next Day.

Can contain the text, numerical and symbol
values required to enter a currencytype.
Can contain any numerical value

Can contain any numerical value.

Choose multiple credit card brands by
selecting one or more check boxes.

Can contain the numerical and symbol
values to represent a credit card number
prefix.

Selectis oris notand then select one or
more countries.

Can contain up to 32 characters.
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Locator
Payment Credentials:
Payment Type

Description
Type payment method used.

Validation

Valid choices are: CARD, PYPL, CHEK,
GOOG, BLML, NONE.

Payment Credentials:
Card Type

Type of CARD used.

Selectis or is not and then choose a card
from the menu.

Payment Credentials:
Card Indicator

Type of CARD indicator used.

Select is or is not and then choose a card
indicator from the menu, such as no PIN or
PIN capable.

Payment Credentials:
Card Issuing Bank Name

Name of the institution
issuing the CARD.

Select an option such as contains, doesn't
contain, or starts with and then enter all
or part of the institution’s name in the
available field.

Order Status:
Order Status Will Ship

Will the order ship, yes or no?

Select the desired value using a radio
button.

Order Status:
Order Status Payment
Authorized

Is the order status payment
authorized, yes or no?

Select the desired values using drop-down
menus.

Order Status:
Order Status AVS Zip

Is the Order Status AVS Zip
a match, not a match, or
unavailable/unsupported?

Make choices using one or more check
boxes.

Order Status:
Order Status AVS Street

Is the Order Status AVS
Street Address a match, not
a match, or
unavailable/unsupported?

Make choices using one or more check
boxes.

Order Status:
Order Status

Is the Order Status
CVV/CVC/CVV2 a match,

Make choices using one or more check
boxes.

CVV/CVC/CVV2 not a match, or
unavailable/unsupported?
RIS Mode: What is the initial RIS mode? Selectis or is not and then select either
Initial RIS Mode Phone, Internet, or both.
RIS Mode: What is the current RIS mode? Selectis oris notand then select one or

Current RIS Mode

more options including Phone, Internet,
Update, or Rescore.
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Shopping Cart

Locator Description _
Cart Product Type Cart Product Type Quantity
Quantity describes the general type of a

product that triggers this rule such
as laptops or shoes.

Validation

Enter the numerical value that represents

the number of such product types that need
to be ordered in one transaction that will
trigger the rule.

Cart Product Type
Price

Cart Product Type Price describes
the cost of the general types of a
products purchased that triggers
the rule.

Enter the numerical value that represents
the cost.

Describes the total of the cost
of the general types of a products
purchased that triggers the rule.

Cart Product Type
Total Price

Enter the numerical value that represents
the total cost.

Cart Item Quantity Cart Item Quantity describes the
number of specific items that fit a
type, such as the specific make
and model of a laptop or the
manufacturer and model of running

shoe.

Enter the numerical value that represents
the number of such items that need to be
ordered in one transaction that will trigger
the rule.

Cart Item Price describes the cost
of the specific items in the
shopping cart that triggers the rule.

Cart Item Price

Enter the numerical value that represents
the cost.

Describes the total of the cost of
the specific items in the shopping
cart that triggers the rule.

Cart Item Price Total

Enter the numerical value that represents
the cost.

VIP Lists

VIP List Approve
status triggers this rule.

Locator Description Validation

An item on a VIP list set to Approve

Choose one or more check boxes to
select Email, CAT1, and/or CAT2.

VIP List Review
status triggers this rule.

An item on a VIP list set to Review

Choose one or more check boxes to
select Email, Card, Billing Address,
Shipping Address, CAT1, and/or
CAT2.

VIP List Escalate
status triggers this rule.

An item on a VIP list set to Escalate

Choose one or both check boxes to
select CAT1, and/or CAT?2.

VIP List Decline
status triggers this rule.

An item on a VIP list set to Decline

Choose one or more check boxes to
select Email, Card, Billing Address,
and/or Shipping Address.
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Extended Variables

Description
The apparent language used by
the customer triggers the rule.

Locator
User Language

The apparent country of the
customer triggers the rule.

Device Country

User Time Zone The apparent time zone of the

customer triggers the rule.
User Localtime The apparent local time used by
the customer triggers the rule.

Device Fingerprint ~ The Device Fingerprint is a 32
character hash that represents
numerous system identifiers
considered basically constant on a
device.

Device Layer 1 gathers
information from a computer

regarding Network/OS/SSL data.

Device Layers:
Device Layer 1

Device Layer 2 gathers
information from a computer
regarding Flash data.

Device Layers:
Device Layer 2

Device Layers:
Device Layer 3

Device Layer 3 gathers information
from a computer regarding
JavaScript data.

Device Layers:
Device Layer 4

Device Layer 4 gathers
information from a computer
regarding HTTP headerdata.

Validation

Use drop-down menus to select if a specific
language is or is not a match to the
customer’s language.

Use check boxesto selectif a specific
countries which do or do not match to the
customer’s country.

Use drop-down menus to select if a
specific time zone is or is not a match to
the customer’s time zone.

Use drop-down menus to select if a specific
time in hours and minutes setonthe
customer’s computer is before or after the
customer’s actual local time.

Can contain all of the characters and symbols
that represent a device fingerprint. See the
Extended Variables table in the Technical
Specifications Guide or the XTV Technical
Specifications Guide for details.

Can contain all of the characters and symbols
that represent a device fingerprint. See the
Extended Variables table in the Technical
Specifications Guide or the XTV Technical
Specifications Guide for details.

Can contain all of the characters and symbols
that represent a device fingerprint. See the
Extended Variables table in the Technical
Specifications Guide or the XTV Technical
Specifications Guide for details.

Can contain all of the characters and symbols
that represent a device fingerprint. See the
Extended Variables table in the Technical
Specifications Guide or the XTV Technical
Specifications Guide for details.

Can contain all of the characters and symbols
that represent a device fingerprint. See the
Extended Variables table in the Technical
Specifications Guide or the XTV Technical
Specifications Guide for details.

©2013 Chase Paymentech — All Rights Reserved
Safetech Fraud Tools

Continued on next page

219
Last Revised: 4/15/2013



Rules Conditions Locator Details, Continued

Locator
Device Layers:
Device Layer 5

Description

Device Layer 5 gathers
information from a computer
regarding Web Browser data.

Validation |
Can contain all of the characters and symbols
that represent a device fingerprint. See the
Extended Variables table in the Technical
Specifications Guide or the XTV Technical
Specifications Guide for details.

Device JavaScript

Is JavaScript enabled on the
customer’s device?

Use radio buttons to select Yes or No.

Device Flash

Is Flash enabled on the
customer’s device?

Use radio buttons to select Yes or No.

Device Cookies

Are cookies enabled on the
customer’s device?

Use radio buttons to select Yes or No.

Mobile:
Device Mobile

Is the device being used by the
customer a mobile device such as
a PDA?

Use radio buttons to select Yes or No.

Mobile: Is a device mobile forwarder Use radio buttons to select Yes or No.
Device Mobile being used by the customer?

Forwarder

Mobile: Is the mobile device being used Use radio buttons to select Yes or No.
Device Voice by the customer voice controlled?

Controlled

Mobile: The specific make of the mobile Use a drop-down menu to select a mobile

Device Mobile Type

device.

device type that either does or does not
match the customer's mobile device.

Device PC Remote

Isthe apparent customer’s
computer being controlled
remotely?

Use radio buttons to select Yes or No.

Device Proxy

Is the customer's device using a
proxy server to disguise its true
location?

Use radio buttons to select Yes or No.

User Country

The apparent country of the
customer triggers the rule.

Selectis oris not and then select one or more
countries.

Device Region

Region within country locations
to trigger the rule based on HTTP
header data.

Select is or is not and then use the menuto
select a region.
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Persona

Description

The score returned by the system
indicating the risk of a transaction
being fraud.

Locator
Fraud Score

Persona Country The country of origin for the
customer based on the system'’s
geox detection.

Persona Region The regions within national
boundaries that match or don’t
match the customer’s location.
The type of network, such as
library, prison, or school where
the customer is operating.

Is Data Collector data present?
The number of customer
purchases within the 2 week
velocity

Persona Network
Type

Kaptcha Present
Order Velocity (2
week)

Order Velocity (6
hour max)

The number of customer
purchases within a 6 hour velocity
period.

Custom Order
Velocity

Create a custom velocity rule to
specify the number of purchases
that must occur within a specific
time period that will trigger the
rule.

Assigns decisions if Agents have
marked any linked orders for
Review.

Agent Status:
Review Count

Agent Status:
Escalate Count

Assigns decisions if Agents have
marked any linked orders for
Escalate.

Validation

The score can be from 0 to 99. Use the
drop-down arrow to trigger the rule if the
score is equal to, higher, or lower than a
specific value.

Use the check boxes to select one or more
countries that will trigger the rule if a
country either does or doesn’'t match the
customer’s country.

Use the drop-down menu to select a region.

Use the check boxes to select one or more
network types that do or do not match the
customer's network.

Use radio buttons to select Yes or No.
Enter the number of purchases within the
2 week velocity that, when equal to, are
less than, or are more than the number
used by the customer, should trigger the
rule.

Enter the number of purchases within the
6 hour velocity period that, when equal to,
are less than, or are more than the number
used by the customer, should trigger the
rule.

Enter the number of purchases within the
any desirable velocity period between 1 and
336 hours that, when equal to, are less than,
or are more than the number used by the
customer, should trigger the rule.

Use the menu to select an operator, enter a
value in the field and then select the desired
disposition, such as, if so many linked
orders have been marked for Review,
mark the current order for Review.

Use the menu to select an operator, enter a
value in the field and then select the desired
disposition, such as, if so many linked
orders have been marked for Escalate,
mark the current order for Review.
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Locator
Agent Status:
Decline Count

Description

Assigns decisions if Agents have
marked any linked orders for
Decline.

Agent Status:
Approve Count

Assigns decisions if Agents have
marked any linked orders for
Approve.

VIP:
Total VIP Reviews

Assigns decisions if any item
related to the transaction was put
on a Review VIP list.

VIP:
Total VIP Escalates

Assigns decisions if any item
related to the transaction was put
on an Escalate VIP list.

VIP:
Total VIP Declines

Assigns decisions if any item
related to the transaction was put
on a Decline VIP list.

VIP:
Total VIP Approves

Assigns decisions if any item
related to the transaction was put
on an Approve VIP list.

VIP: Assigns decisions if any
Total VIP Reviews particular item related to the
by VIP Type transaction was put on a Review

VIP list.

Validation

Use the menu to select an operator, enter a
value in the field and then select the desired
disposition, such as, if so many linked
orders have been marked for Decline,
mark the current order for Review.

Use the menu to select an operator, entera
value in the field and then select the desired
disposition, such as, if so many linked
orders have been marked for Approve,
mark the current order for Approve.

Use the menu to select an operator, enter a
value in the field and then select the desired
disposition, such as, if so many items in
linked orders have been placed on a VIP
Review list, mark the current order for
Review.

Use the menu to select an operator, enter a
value in the field and then select the desired
disposition, such as, if so many items in
linked orders have been placed ona VIP
Escalate list, mark the current order for
Review.

Use the menu to select an operator, enter a
value in the field and then select the desired
disposition, such as, if so many items in
linked orders have been placed on a VIP
Decline list, mark the current order for
Decline.

Use the menu to select an operator, enter a
value in the field and then select the desired
disposition, such as, if so many items in
linked orders have been placed ona VIP
Approve list, mark the current order for
Approve.

Use the menu to select a VIP list type,
use the next menu to select an operator,
enter a value in the field and then select
the desired disposition, for instance, if so
many Emails in linked orders have been
placed on the Email VIP Review list, mark
the current order for Review.
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Locator Description
VIP: Assigns decisions if any
Total VIP Escalates particular item related to the

by VIP Type transaction was put on an
Escalate VIP list.
VIP: Assigns decisions if any

Total VIP Declines particular item related to the

by VIP Type transaction was put on a Decline
VIP list.
VIP: Assigns decisions if any

Total VIP Approves
by VIP Type

particular item related to the
transaction was put on an
Approve VIP list.

The number of email addresses
the system has detected that are
associated with the customer’s
purchasing behavior.

The number of credit cards the
system has detected that are
associated with the customer’s
purchasing behavior.

The number of devices the
system has detected that are
associated with the customer’s
purchasing behavior.

Allows you to select among
three unique UDFs: Unique AN5
Count, Unique CAT1 Count,
Unique CAT2 Count.

Unique Counts:
Unique Email Count

Unique Counts:
Unique Card Count

Unique Counts:
Unique Device
Count

Unique Counts:
User Defined Fields

Validation

Use the menu to select a VIP list type,
use the next menu to select an operator,
enter a value in the field and then select
the desired disposition, for instance, if so
many Emails in linked orders have been
placed on the Email VIP Escalate list,
mark the current order for Review.

Use the menu to select a VIP list type,
use the next menu to select an operator,
enter a value in the field and then select
the desired disposition, for instance, if so
many Emails in linked orders have been
placed on the Email VIP Decline list, mark
the current order for Review.

Use the menu to select a VIP list type,
use the next menu to select an operator,
enter a value in the field and then select
the desired disposition, for instance, if so
many Emails in linked orders have been
placed on the Email VIP Approve list,
mark the current order for Approve.

Enter the number of email addresses that,
when equal to, are less than, or are more
than the number used by the customer,
should trigger the rule.

Enter the number of credit cards that, when
equal to, are less than, or are more than
the number used by the customer, should
trigger the rule.

Enter the number of devices that, when
equal to, are less than, or are more than the
number used by the customer, should
trigger the rule.

Select one or more unique counts and for
each count select the menu toselectoptions
suchasequals, does not equal, and so on,
and then enter a value in the available field.
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Velocity

Locator
Product Type
Velocity

Product Type Price
Velocity

Item Velocity

Item Price Velocity

User Defined Fields:

AN5 Velocity

User Defined Fields:

ANS Price Velocity

User Defined Fields:

CAT1 Velocity

User Defined Fields:

CAT1 Price Velocity

User Defined Fields:

CAT2 Velocity

User Defined Fields:

CAT2 Price Velocity

Description

The velocity as applied to the
amount or quantity of a product
type purchased, such as shoes or
laptops.

The velocity as applied to the
price of a product type purchased,
such as shoes or laptops.

The velocity as applied to the
amount or quantity or a specific
item purchased, such as a
particular make and model of
laptop.

The velocity as applied to the
price of a specific item purchased,
such as a particular make and
model of laptop.

The velocity as applied to the
amount or quantity of products
purchased for ANS.

The velocity as applied to the
price of items purchased for ANS.

The velocity as applied to the
amount or quantity of products
purchased in the CAT1 category.

The velocity as applied to the
price of items purchased in the
CAT1 category.

The velocity as applied to the
amount or quantity of products
purchased in the CAT2 category.

The velocity as applied to the
price of items purchased in the
CAT2 category.

Validation

Enter the product type in the left-hand
field, use the drop-down menu to select an
operator, and then enter the numeric
velocity value in the right-hand field.
Enter the product type in the left-hand
field, use the drop-down menu to select an
operator, and then enter the numeric price
value in the right-hand field.

Enter the specific item in the left-hand
field, use the drop-down menu to select an
operator, and then enter the numeric
velocity value in the right-hand field.

Enter the specific item in the left-hand
field, use the drop-down menu to select an
operator, and then enter the numeric price
value in the right-hand field.

Enter the AN5 item in the left-hand field,
use the drop-down menu to select an
operator, and then enter the numeric
velocity value in the right-hand field.
Enter the ANS item in the left-hand field,
use the drop-down menu to select an
operator, and then enter the numeric price
value in the right-hand field.

Enter the CAT1 item in the left-hand field,
use the drop-down menu to select an
operator, and then enter the numeric
velocity value in the right-hand field.
Enter the CAT1 item in the left-hand field,
use the drop-down menu to select an
operator, and then enter the numeric price
value in the right-hand field.

Enter the CAT2 item in the left-hand field,
use the drop-down menu to select an
operator, and then enter the numeric
velocity value in the right-hand field.
Enter the CAT2 item in the left-hand field,
use the drop-down menu to select an
operator, and then enter the numeric price
value in the right-hand field.
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Distance

Locator
Distance from
Proxy to Device

Distance from
Device to Billing
Address

Distance from
Device to Shipping
Address

Distance from
Billing Address to
Shipping Address
Distance from
Billing Phone to
Shipping Phone
Distance from
Billing Phone to
Billing Address
Distance from
Billing Phone to
Shipping Address
Distance from
Billing Phone to
Device

Distance from
Shipping Phone to
Billing Address
Distance from
Shipping Phone to
Shipping Address
Distance from
Shipping Phone to
Device

Description

The distance between the proxy
server being used to hide the
customer’s location and the actual
location of the customer’s
computer.

The distance between the
customer’s location and the billing
address.

The distance between the
customer’s location and the
shipping address.

The distance between the
customer’s stated billing address
and shipping address.

The distance between the location
of the billing and shipping phone
numbers.

The distance between the
location of the billing phone and
the stated bhilling address.

The distance between the
location of the billing phone and
the stated shipping address.

The distance between the location
of the billing phone and the location
of the device used to make the
purchase.

The distance between the location
of the shipping phone and the
billing address.

The distance between the location
of the shipping phone and the
shipping address.

The distance between the location
of the shipping phone and the
location of the device used to
make the purchase.

Validation

Use the drop-down box to choose an
operator and enter the distance in
kilometers in the available field.

Use the drop-down box to choose an
operator and enter the distance in
kilometers in the available field.
Use the drop-down box to choose an
operator and enter the distance in
kilometers in the available field.
Use the drop-down box to choose an
operator and enter the distance in
kilometers in the available field.
Use the drop-down box to choose an
operator and enter the distance in
kilometers in the available field.
Use the drop-down box to choose an
operator and enter the distance in
kilometers in the available field.
Use the drop-down box to choose an
operator and enter the distance in
kilometers in the available field.
Use the drop-down box to choose an
operator and enter the distance in
kilometers in the available field.

Use the drop-down box to choose an
operator and enter the distance in
kilometers in the available field.
Use the drop-down box to choose an
operator and enter the distance in
kilometers in the available field.
Use the drop-down box to choose an
operator and enter the distance in
kilometers in the available field.
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User Defined Fields

Locator  Description Validation

AN5 Defines a rule for the AN5 User Defined Use the drop-down menu to select an operand
field that is triggered in relation to the and then enter a value in the available field.
value contained in the field.

CAT1 Defines arule for the CAT1 User Defined Use the drop-down menu to select an operand
field that is triggered in relation to the and then enter a value in the available field.
value contained in the field.

CAT2 Defines a rule for the CAT2 User Defined Use the drop-down menu to select an operand
field that is triggered in relation to the and then enter a value in the available field.
value contained in the field.

DATE Allows you to define a rule in relation to  Use the drop-down menu to select before or
before or after a relative or absolute date. after. For relative dates, leave the check box

selected and enter a value in days in the
available field. For an absolute date, clear the
check box and use the calendar applet to
select a specific month and day.

NUMBER  Defines arule for the NUMBER User Use the drop-down menu to select an operand

Defined field that is triggered in relation

to the value contained in the field.

and then enter a value in the available field.

Negative History

Locator ~ Description Validation

Order Allows you to create a rule Use the first drop-down menu to select a card

Merchant Card related to Merchant Card attribute, use the second drop-down menu to select

Chargebacks Chargebacks. an operand, and enter the desired value in the
available field.

Order Allows you to create a rule Use the first drop-down menu to select a card

Network Card related to Network Card attribute, use the second drop-down menu to select

Chargebacks Chargebacks. an operand, and enter the desired value in the
available field.

Order Allows you to create a rule Use the first drop-down menu to select a card

Universal Card related to Universal Card attribute, use the second drop-down menu to select

Chargebacks Chargebacks. an operand, and enter the desired value in the
available field.

Order Allows you to create a rule that Under Negative History Order: Universal - Suspect

Universal will match or not match an IP IP, select Yes to create a rule for IP addresses

Suspect IP address blacklist. matching the IP address blacklist or No to create

a rule for IP addresses not matching addresses on
the blacklist.
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Rules Conditions Locator Details, Continued

Locator

Order
Merchant
Suspect Device

Description
Allows you to create a rule that
will match or not match one or
more device layers on a device
layer blacklist.

Validation

Under Negative History Order: Merchant - Suspect
Device Layers, select Yes to create a rule for one
or more device layers matching the device layers
blacklist or No to create a rule for device layers not
matching not on the blacklist.

Persona Allows you to create a rule Use the first drop-down menu to select a card

Merchant Card related to Merchant Card attribute, use the second drop-down menu to select

Chargebacks Chargebacks. an operand, and enter the desired value in the
available field.

Persona Allows you to create a rule Use the first drop-down menu to select a card

Network Card related to Network Card attribute, use the second drop-down menu to select

Chargebacks Chargebacks. an operand, and enter the desired value in the
available field.

Persona Allows you to create a rule Use the first drop-down menu to select a card

Universal Card related to Universal Card attribute, use the second drop-down menu to select

Chargebacks Chargebacks. an operand, and enter the desired value in the
available field.

Persona Allows you to create a rule that Under Negative History Persona: Universal - Suspect

Universal will match or not match an IP IP, select Yes to create a rule for IP addresses

Suspect IP address blacklist. matching the IP address blacklist or No to create a
rule for IP addresses not matching addresses on the
blacklist.

Persona Allows you to create a rule that Under Negative History Persona: Merchant -

Merchant will match or not match one or Suspect Device Layers, select Yes to create a rule

Suspect Device

more device layers on a device
layer black- list.

for one or more device layers matching the de- vice
layers blacklist or No to create a rule for device
layers not matching not on the blacklist.

Compare Variables

Locator
Comparetwo
different
variables

Description
The compare variable rule
allows you to create a rule
that will com- pare two related
variables in the rules snapshot
such as a Billing Address rule
and a Billing Postal Code rule.

Validation

Click the choose a variable link to select a left-
hand-side variable, select a variable from the list
and click Continue, select an operand if necessary;,
and then select another variable for comparison.
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Finding Rule Actions

Instead of creating a disposition for a rule, you can associate a rule with a rule action. To find
Rule Actions, at the bottom of the Rule Conditions pane, click the plus sign to the right of
Rule Actions to expand it. The next section will discuss how to configure a rule action.

Rule is:¥] pi
™ Disabled mn ption] | Create Rule

O important

Rule Actions

After the rule creation process, you have the option of creating a Rule Action. In the Fraud Control
Rules Editor, you can create is a Rule Counter.

Rule Counter i Actions
Actions Rule Counter
< Rule Counter .
On_ the RU I € VIP List: Billing Address Counter name: Delta value
Editor page VIP List: Shipping Address

VIP List: Email Address

under the Rule

VIP List: Credit Card Number
Conditions VIP List: Gift Card Number
VIP List: Device Fingerprint

section, expand aip . vor
Rule AC“OnS and Query LexisNexis® InstantiD
then Actions to o
see the Rule
Counter user
interface. = : -
| Rule is: [¥] Disabled ® O Important 1 Rule Description: H Create Rule
Continued on next page
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Rule Actions, continued

Section
1. Rule Counter

Purpose
Select the Rule Counter option.

Details for Settings |
This is one of the two check box
options you can select in the Actions
pane.

2. Counter

Name counter.

Provides a name for your custom

Give the custom counter a descriptive
name.

3. Delta value
counter.

Provides the increment value for the

Enter an increment number in the
field, which can be either a positive
or negative number.

If you intend to associate a rule action with a rule, you must select

No Change as the disposition for the rule.

VIP List Rule Actions

You can create rule
actions for the different
VIP lists that are set up
in the system. The
configuration for each of
the VIP list options
under Actions are
similar but not identical.
The options are:
e VIP List: Billing
Address

| Mo Change | ¥

- Rule Actions
~ Actions VIP List: Billing Address

Rule Counter |—||
# VIP List: Billing Address r 1o REV_IEW HIE _IStl A

VIP List: Shipping Address igg Eo gev:gw :II:; II'S;

VIP List: Email Address D=l B

VIP List: Credit Card Number

VIP List: Gift Card Number

VIP List: Device Fingerprint

VIP List: UDF

Query LexisNexis® InstantlD
Rule is:¥ pisabled

Rule DESCFIptIOnI[ I Create Rule

O impaortant

o VIP List: Shipping
Address

e VIPList: Credit Card Number
e VIPList: Gift Card Number

In each of these, the drop down menu will only allow you to select Add to Review VIP
list or Add to Decline VIP list.

For VIP List: Email Address and VIP List Device Fingerprint options, from the drop
down menu, you can choose Add to Review VIP list, Add to Decline VIP list or Add to

Approve VIP list.
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Rule Actions, continued

For the VIP List: UDF option, you must make selections from two drop down menus.
The first lets you choose the desired UDF which can include CAT1, CAT2, or any
alphanumeric custom UDF you have created. The second drop down menu allows you to
select:

Add to Review VIP list
Add to Escalate VIP list
Add to Decline VIP list
Add to Approve VIP list

The VIP List rule action options are also available for the Auto Agent rules engine
configuration.

Query LexisNexis®InstantID

In the same Actions pane, you can also select Query LexisNexis®Instant ID.

When creating arule in the Rules Editor for Persona -> Chargeback Defender Device
Score, you must perform the following configuration. Otherwise, the LexisNexis rule will
not be applied when you save the new rule.

This rule action allows you to access the output of LexisNexis InstantID data for billing address,
shipping address, or both. To configure the LexisNexis rule action, click Query

LexisNexis®Instant ID and then select Check Billing Address, select Check Shipping
Address, or select both options. For more details about LexisNexis InstantlD, see in the

Workflow.

Continued on next page
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Rule Actions, continued

How a Rule Counter Works
In the Fraud Control Rule
Engine, when you create a
rule, you have the option to not
create a disposition for the
transaction that meets the Oj
rule’s conditions but instead,
you can associate a rule action

with the rule. While the Fraud
Control Rules Engine only
allows you the option of
creating a rule counter as a

rule action, the Workflow Auto

Agent Rules Engine lets you

create different kinds of rule

actions. To see the complete

process of how a rule action

works with rules, see Writing Rule 1
Rules and Rule Actions in the

Workflow. ‘/
<5 fs

When a transaction enters the

merchant’s system and the /
Chase Paymentech application,

it is evaluated by the Fraud Rule

Control Rules Engine. Usually, Counter

if the transaction possesses
properties that trigger one or more rules in the rules engine, the transaction will be
dispositioned as Approve, Decline, Review, or Escalate. If you want to apply a Rules
Counter as a Rules Action, the following general actions will occur.

1. A transaction enters the merchant’s system and the anti-fraud system.

2. The transaction triggers arule in the Fraud Control Rules Engine.

3. Therule action associated with that rule triggers the Rule Counter which increments or
decrements the counter, depending on the relevant properties of the transaction.

4. A separate rule is triggered based on the action of the Rule Counter.

5. The transaction is dispositioned and routed, depending on the specific rule that was
triggered by the counter’s action.

Continued on next page
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Rule Actions, continued

Inside the Rule Counter

Like any other rule action, a rule counter must be related to a rule and is only triggered
if a transaction triggers the rule.

When a rule is triggered and has an associated rule counter, depending on how it's
configured, the counter will either increment (count up by a particular number) or
decrement (count down by a particular number). Let's say you want to count each time
an order is placed for a particular shopping cart item such as an expensive laptop and
comes from a specific country, is dispositioned as Review. You set up a counter with a
Counter Name of Laptop and give it a Delta value of 1, meaning that each time the
shopping cart rule is triggered for a specific order, the counter will increment by one.

You then have to write a separate rule that states if the Laptop rule counter has a value
of 10 or greater, all shopping cart orders containing the shopping cart item and coming

from the specified country will be marked for Review. The incrementing will be applied

for a specific transaction rather than incrementing for all transactions.

Here’sthe processillustrated.
When the rule counter increments to a

A transaction enters the system that certain value, a second rule is triggered

triggers the rule based on it being based on that value, resulting in all

a specific shopping cart item and coming orders for the specific shopping cart

from a particular country item originating from the particular
country being dispositioned for Review

Rule
 ——_—
Rulel — counter

The rule counter is triggered by the
rule, increments by one based on the transaction,
but only for the specific order.

Continued on next page
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Rule Actions, Continued
Here’s another way of looking at the previous illustration.

When Rule 1 is triggered, its response is to trigger the rule counter when then
increments by one for each transaction meeting the specific requirements triggering the
rule. Then its job is done.

Allthe Rule Counter does is increment or in some cases decrement. It makes no
decisions by itself.

Rule 2 is completely unaware of Rule 1 and how Rule 1 is configured to trigger. Rule
2 is only triggered when the rule counter reaches a certain value and then it dispositions
all orders with the same characteristics that trigger Rule 1.

Without Rule 2 to respond when the rule counter reaches a particular value, all the rule
counter would do is count.

A Rule Counter can be associated with any rule in the Fraud Control Rules Engine
and as previously mentioned, you can also set rule counters in Auto Agent Rule Engine
as well.

See Workflow section under the section Using a Rule Counter to Create a Custom
Score to learn how to use a Rule Counter to create a customer score that will appear on a
suspect order’s Transaction Details page.
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VIP Lists

This section covers all of the pages under Fraud Control that manage VIP Lists.

Email List

OnLocal Navigation, click VIP Lists and then click Emails.

The Emails page allows you to set email rules to automatically Approve, Review, or Decline any
purchase transaction based on the purchaser’s email address. There may be certain customers
who are known to be reliable and, based on their email address, their purchases can be
automatically approved. Also, there may be email addresses which are known to be high risk
purchasers and those addresses can either be set for a Manual Review or to be automatically

declined.
The Emails page is made up to two parts: o
1. Sidebar: Allows you to filter emails and to m
review a summary of VIP Emails. I |LFiteer |-—o
2. Emails List Table: Shows you the actual
emails on the list and lets you add, edit, or VIP Email Summary
delete VIP emails. Emails being allowed: 2
Emails being reviewed: 0
To filter the Emails List Table: Emails being declined: 1
1. Type all or part of the email address you want Total number of VIP Emails: 3
to find in the list in the available field.
2. Click Filter.

To see the full list again, clear the Filter emails field and click Filter again.

Section Purpose Details for Settings

1. Email This column displays the names of the  This is static information and cannot be
emails on the list. changed in this column.

2. Status This column displays the status of the  This is static information and cannot be
emails on the list. changed in this column.

3. Date This column displays the date andtime Thisis static information and cannot be

Entered emails were entered into the listin YYYY- changed in this column.
MM-DD HH:MM:SS format.

4.Gears Click the Gears image next to the row  After clicking the Gears, click either Edit or
for any email you want to edit or Delete and then follow the instructions to
delete. accomplish your desiredtask.

Continued on next page
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Email List, Continued

Section Purpose

5. Add Email  Allows you to add a new email address
to VIP List to the list.

Details for Settings

Click the button and when the Add Email to
VIP List box appears, add the email
address in the available field, select the
disposition type, and then click Save VIP
Email to add the address.

0

o 2,
s bt

APITEST3@EMAIL.COM Decline
APITEST@EMAIL.COM Approve
JMG@KEYNETICS.COM Approve

“Date Entered.

2012-03-20 15:06:02
2012-01-16 09:32:09

2012-01-20 12:12:50

| Add Email to vIP List |

Credit Card List

o

On Local Navigation, click VIP Lists and then click Cards.

The VIP Credit Card List feature allows you to set card rules that will automatically Review or
Decline, any purchase transaction based on the purchaser’s credit card number. Specific credit
card numbers may be associated with suspicious or fraudulent purchases and using the Card
List function, you can have those numbers flagged by the system. While this function is similar
to the Email List, the actual credit card numbers are never displayed in a tabular format. The

following will show you the basics of this feature.
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Credit Card List, Continued

The Cards page is made up of two areas:

1. Sidebar: view a summary of the
cards on the list in the VIP
Cards Summary. Under VIP
Cards Automation, to add
chargebacks to this list, select
the Add Chargebacks to VIP
List check box, select either
Automatically Review or
Automatically Decline, and
then click Save.

2. Look up acard number: Inthe
available field, type the card
number and then click Look
Up.

VIP Cards Summary Look up a card number:

| | [ Look Up

Cards being reviewed: 7

Cards being declined: 7
Total number of VIP cards: 14

VIP Card Automation
Add Chargebacks to VIP List |

AFarmatiesllv Beaviaw #
AUtomatically Review =

Once you search for a card number, if the number isn’t found, you are offered the option to select
Review or Decline and then add the card to the VIP list under one of those two dispositions. If
the card number is located, you are offered the option to change the disposition associated with

the card or to remove it from the list.

You cannot view card numbers and there are no lists associated with the card list
section because the system only stores credit card numbers in an encrypted form. Also,
there is no method of setting an automatic Approve based on credit card number, since
even the credit card of a very reliable customer can be stolen.

Gift Card List

OnLocal Navigation, click VIP Lists and then click Gift Cards.

The VIP Gift Card List feature works very must like the VIP Credit Card List. It allows you to
set card rules that will automatically Review or Decline, any purchase transaction based on the
purchaser’s gift card number. Specific gift card numbers may be associated with suspicious or
fraudulent purchases and using the Gift Card List function, you can have those numbers flagged

by the system.
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Gift Card List, continued

The Gift Cards page is made of two areas:
1. Sidebar: Contains the

VIP Gift Cards Summary | viP Gift Cards Summary Look up a gift card number:

information. Gift cards being reviewed: 6
2. Look up a glft card Gift cards being declined: 6 l | [ Look Up
number: Lets you Total number of gift cards: 12

lookup and add a gift

card number in the same way you would add a credit card number on the Cards page.

Once you search for a gift card number, if the number isn’t found, you are offered the option to
select Review or Decline and then add the card to the VIP list under one of those two
dispositions. If the gift card number is located, you are offered the option to change the
disposition associated with the gift card or to remove it from the list.

You cannot view gift card numbers and there are no lists associated with the gift card
list section because the system only stores gift card numbers in an encrypted form.
Also, there is no method of setting an automatic Approve based on gift card number,
since even the gift card of a very reliable customer can be stolen.

Address List

On Local Navigation, click VIP Lists and then click Addresses.

You can configure the system to automatically review or decline a customer’s purchase based on
a postal address. One of the advantages of being able to do this comes in when a customer
specifies a delivery address that is different from the billing address. While a customer’s billing
address may be known to be acceptable, if the delivery address is different and especially if the
delivery address has been changed recently, you may want to flag the new address for review or
decline.

The Addresses page is made up of two general areas:
1. Sidebar: You can filter a postal address by Billing, Shipping, or both as well as review the
summary of addresses on the list.
2. Addresses List Table: Allows you to view, Add, Edit, and Delete addresses.

Continued on next page
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Address List, Continued

Filter addresses

Address Type @® Any
@ Billing
@ Shipping

|Billing Addresses

Being reviewed: 0
Being declined: 3

Total Addresses: 3

Shipping Addresses

Being reviewed: 2
Being declined: 3

Total Addresses: 5

Total Addresses
Being reviewed: 2
Being declined: &
Total Addresses: 8

Section Purpose " Details for Settings |

1.Filter Allows you to filter the Addresses list by  Type all or part of the address in the
addresses part or all of an address and specify available field, select the desired Address
Billing, Shipping, or Any. Type radio button, and then click Filter to
filter the list.
2. Address There are three Address list e Billing Addresses
Summaries summaries available, each displaying e Shipping Addresses
data for Being reviewed, Being e Total Addresses
declined, and Total Addresses:

Continued on next page
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Address List, Continued

123 BOISE 83706

917 5 LUSK 5T 83706

917 5 LUSK 5T BOISE 83646

917 5 LUSK 5T BOISE 83646

918 5 LUSK 5T BOISE 83646

GRASS VALLEY 95945
MERIDIAN 83646

83642

9 00 000000 o

us

GB

AP

UK

UK

us

us

Billing Decline 2012-01-12 13:25:13

Shipping Review 2012-01-12 12:43:58

Shipping Decline 2012-01-19 12:27:57

Shipping Decline 2012-01-19 12:26:24

Shipping Decline 2012-01-19 08:28:51

Billing Decline 2012-01-19 13:41:29

Billing Decline 2012-01-19 13:41:06

Shipping Review 2012-01-19 13:36:26 k&l
| Add Address to VIP List |

1

o

Section Purpose ~Details for Settings

1. Addressl  Column displaying primary street This is static information and cannot be edited.
addressesor PO Boxesinthe VIPlist.

2. Address2 Column displaying secondary addresses  This is static information and cannot be edited.
such as apartment numbers in the VIP
list.

3. City Column displaying City information. This is static information and cannot be edited.

4. State Column displaying State or Province This is static information and cannot be edited.
information.

5. Postal Column displaying postal code This is static information and cannot be edited.

Code information.

6. Country Column displaying the country This is static information and cannot be edited.
information.

7. Type Column specifying if the address is This is static information and cannot be edited.
Billing or Shipping.

8. Status Column displaying the disposition Use the drop down menu to change the status of a
status of the address. particular address and then click Save All.

9. Date Column displaying the date the item was  This is static information and cannot be edited.

Entered entered on the listin YYYY-MM- DD
HH:MM:SS format.

10. Gears Click the Gears tool in the row for the After clicking Gears, select Edit or Delete and
list item you want to edit or delete. follow the instructions to accomplish your desired

task.

11. Add Allows you to add a new postal address  Click the button and when the Add Address to

Address to to the list. VIP List box appears, use the fields, menus,

VIP List and buttons to add the new address.
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User Defined Fields

On Local Navigation, click VIP Lists and then click User Defined Fields

This is a generic, user-defined field (UDF) that can be used

to specify anything that a merchant wants to track, such as
a specific item, a group of items, a vendor, or an agent. The
main concern of the merchant in creating these categories is
to keep track of highly fencible items and certain practices
that result in fraud.

Choose UDF to manage

v | Choose |

Filter UDF Values

Filter

VIP UDF Summary for UDF - ANS5

The UDF page is made up of two general areas:

i . Number of values being allowed: 1
1. Sidebar: Lets you select the specific UDF you want Number of values being reviewed: 1
to appear on the VIP list table, such as AN5, CAT1, e e e s i
or CAT2. Make a menu selection and then click Number of values being declined: 1
Choose. Total number of values: 4
2. UDF List Table: Once a UDF type is selected, the
table lest you view and add UDFs.
Section Purpose Details for Settings
1. Choose Lets you select the UDF you want to Use the drop-down menu to select the
UDF to view and modify. desired UDF and then click Choose.
Manage
2. Filter UDF Once you have selected a UDF, you can  Type all or part of the UDF in the available
Values filter the list by all or part of a UDF field, and then click Filter.
name.
3. VIP UDF Displays the data summary for only the Information presented includes Number of
Summary UDF you have selected. values for being allowed, review, escalated,
and soon.

Continued on next page
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User Defined Fields, continued

Section Purpose Details for Settings
1. Value This column shows all of the values The values in this column cannot be
associated in this UDF list. changed.
2. Status Gives the system the power to make You can change the status by clicking on the
automatic decisions based on the drop down menu and selecting:
UDF list. e Review
e Approve
e Escalate
e Decline
3. Date The date and time the item was added  This information is static and cannot be
Entered to the list in YYYY-MM-DD HH:MM:SS edited.
format.
4.Gears Click the Gears for the row of the desired  After clicking Gears, click Edit or Delete
item to edit or delete it. and then follow the instructions to perform
the desired task.
5. Add VIP Click this button to add a UDF value to Click the button and after the Add VIP UDF
UDF the list. Value box appears, enter a new UDF value
Value in the available field, select a disposition

type and then click Save VIP UDF.

ALPHA
BETA

DELTA

GAMMA

Decline
Escalate

Approve

Review

Date cucied

2012-02-13 08:25:32
2012-02-13 08:25:44
2012-02-13 08:26:02

2012-02-13 08:25:53

| Add VIP UDF Value |

o
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Device ID List

On Local Navigation, click VIP Lists and then click Device IDs

Each computing device connecting to the system for the purpose of making a transaction has a
unique device ID that is comprised of numerous characteristics of the machine. Numerous
suspicious transactions can come from a single machine and you may want to auto-disposition a
device by its ID. Adding a unique device ID to a VIP list is very similar to adding an email
address.

The Device ID page is made up of two general areas:
1. Sidebar: Lets you filter Device IDs in the Device List Table by all or part of the device’s
ID, as well as review the Device ID Summary information.
2. Device List Table: Lets you view the device ID list data in tabular format, as well as add,

edit, and delete items in the list.

| Filter Device IDsI
|Status ]

[ [ Filter
2011-10-06 07:40:44

| VIP Device ID Summary |

Disglaying 1 - 1 of 1 total results.

12345678909876543212345678909876 Review

Devices being allowed: 0 I Add Device to VIP List I
Devices being reviewed: 1 . .
Devices being declined: 0 Displaying 1 - 1 of 1 total results.
Total number of VIP Devices: 1
Section Purpose Details for Settings
1. Filter Device Lets you filter the list of device IDs Type all or part of the ID in the avail- able
IDs in the Device ID table. field and then click Filter.

2. VIP Device ID  Provides a summary of the

Summary information in the Device ID list.

3. Device The column that displays the value
of the device IDs.

4. Status This column shows the disposition

status given to specific device IDs.
Lists the date and time the item was
added to the list in YYYY-MM-DD
HH:MM:SS format.

Click here to find options for editing
and deleting items in this list.

5. Date Entered

6. Gears

Information presented includes Devices being
allowed, Devices being reviewed, and so on.
This is static information that cannot be
selected orchanged.

This is static information that cannot be
selected orchanged.

This is static information that cannot be
selected orchanged.

Click the Gears for a specific row, click
either Edit or Delete, and then follow the
directions to perform the desired task.
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Device ID List, Continued

Section Purpose Details for Settings
7. Add Deviceto Lets you add a device ID to the VIP Click the button and when the Add Device
VIP List List. to VIP List box appears, add the device

ID in the available field, select the VIP
Type such as Approve, Review, or Decline,
and then click Save VIP Device to add it to
the list.

Websites

On Local Navigation, click Websites.

Merchants can have more than one website associated with their business. You may have a
website for your general merchandise, websites for merchandise targeted to different age groups,
or sites separating your products based on level of fraud risk. When you create websites, you can
track transactions in your Workflow based on the sites used by customers in making purchases.
By default, you must have at least one website configured and each transaction must have a
website associated with it.

There are two general areas to the Websites page:
1. Sidebar: Use the Filter Websites function to type all or part of a website name in the
available field, and then click Filter to locate the specific site in the Websites Table.
2. Websites Table: Shows you the websites in the list and lets you add and edit websites
(websites cannot be deleted).

2 o

e “cities

DEFAULT Default website Y

DIST9WEB District shoppers on the web N

Continued on next page
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Websites, continued

Section Purpose Details for Settings |
1. Website Lists the names of all the This column displays all of the names of the websites
ID Column websites configured in the you have created. If filtered, it will show only those
system. sites by which you have filtered the list.
2. Lists the descriptions of all the This column displays all of the descriptions of the
Description  websites configured in the websites you have created. If filtered, it will show only
Column system. those sites by which you have filtered the list.
3.Enabled Lists the status of the websites  Website status is either Y for Enabled or N for
you have created. Disabled. Disabled sites are not tracked in the system.
4.Gears Allows you to edit the Click the Gears button by the row of the website you
properties of any site you have want to modify, click Edit, and then follow the
created in the system. instructions to edit the website.
5. Add Lets you add a new website to  Click the button and when the Add Website box
Website the list. appears, type the name of the Website in the available
field, add an optional description, and then click Add
Website.

To use RIS, you must use one website, either the system-created default website
(DEFAULT) or one of the websites you create. If you want to use a merchant-created
website for RIS calls, make sure you use the Website ID for the site exactly as it
appears in the Website ID column on the Websites page in Fraud Control. See the
Header Fields table under RIS Inquiry Fields (MODE = P, Q, and U) in the Risk Inquiry
System (RIS) chapter of the Technical Specifications Guide for details.

User Defined Fields

On Local Navigation, click User Defined Fields.

It may be beneficial to a company if some specific categories related to the organization could be
turned into defined fields. The User Defined Fields feature lets merchants create any number
of customized fields that can be displayed as columns on any Workflow page, including Suspect
Orders, Special Alerts, Order Search, Persona Orders, and Transaction Details. These labels can
also be used to define VIP lists and to create rules.

Creating a label on this page is the first step in the process. Labels can then be added to columns in
related tables in Workflow pages and the label and associated data can then be passed into the
RIS system for evaluation and response. The custom label can also be added as a custom field
in any merchant created SDK.

Continued on next page
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Websites, continued

Note that this page has no Sidebar and only offers a table list.

©
=

3

ANS5 ANS
CAT1 Default user defined field 1.
CAT2 Default user defined field 2.

DATE number

NUMBER number

ALPHA-NUMERIC
ALPHA-NUMERIC
ALPHA-NUMERIC

DATE

NUMBER

Section
1. Label

Purpose
Enter the desired string or value in this
field to give the Label a name

5

Details for Settings

The field can contain a label of up to 32
characters. The type of characters is defined
using the Type menu.

2.Description  Give the label a description that will
appear when you hover over the column

title using this label.

Enter the description in the available field
using up to 64 characters.

3. Type Use the drop-down menu to select the

type of label you want to create.

The menu options are:

e Number: Create a number up to 255
characters long which can include a
negative sign and decimal point.

e Alpha-numeric: Create a label
using letters and numbers up to 255
characters long.

e Date: Create a date in either the
format yyyy-dd-mm or yyyy-dd-mm
hh:mi:ss. hhis a 24-hour format.

e Amount: Create a monetary amount
as a whole number. Cannot contain a
decimal point or other signs and
symbols.

4.Gears Click the gears for the desired row to

delete the UDF

The Gears option only lets you delete the
UDF, not edit it. When you select Delete,
follow the instructions to complete the task.

5. Add UDF Lets you create a new UDF.

Click the button and then the Add UDF box
appears, add a Label in the available field, add
a Description, select a Type using the drop-
down menu, and then click Save UDF.
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Websites, Continued

Since any number of rules and other features can be attached to a label, editing a
characteristic of the label could create unforeseen problems in Safetech Fraud Tools and with
transactions autodecisioning. For that reason, you delete a label but not edit it. If you need to
change the characteristics for a label, delete the label and then recreate it. Once you have
created a label, it will be available to be used when you create or edit a Rules Set, when you
create new Categories on the Category page and when you create or modify an item in a VIP
List.
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