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Introduction

Adaptive Authentication is an application that enhances traditional user name and password

security methods by adding layers of protection to Chase Paymentech’s vigilant security
processes. The purpose of this document is to assist users in navigating the Adaptive
Authentication account setup and ongoing administration processes.

First Time login

The first time you log in to the Secure Login page you will see a user name field only.

1. Enter your assigned
user name

2. Click Login

If the user name is
valid, you will be
brought to a new
window where you find
the Password field.

CHASE ) Paymentech”

Secure Login
Enter your user name. You wil enter your password on the next page.

) Enhanced Security

Your Login Process is Changing starting August 21st
To further protect your online account, we are enhancing the user authentication to Chase Paymentech applications. The next time your password
expires, you will be required to replace your existing three security questions and select three new security questions and answers. This is a one-
time event.

Enter your user name

ﬁ Secure Site

Forgot your password?

‘Where do | enter my password?

Need assistance logging in?

Please be aware that after 15 minutes of inactivity, you will be reguired to login again.

Note: All passwords expire every 90 days and accounts that are inactive for an extended period may be deleted.

Chase Psymentech Solutions | Privacy Policy | Terms of Use
© Copyright 2013, Chase Paymentech, LLC All Rights Reserved

Secure Login
Enter your password.

3. Enter the password into the

Password field

4. Click Submit

Password

:| Secure Site

Forgot vour password?
Need assistance logging in?

Pleaze be aware that after 15 minutes of inactivity, you wil be reguired to login again.

Note: All passwords expire every 30 days and accounts that are inactive for an extended period may be deleted.

© 2013 Chase Paymentech Solutions, LLC - All Rights Reserved
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First Time login, Continued

You will then be informed that your password has expired. You will need to re-enter the expired
password and create a new one.

The new password must follow the following guidelines:

e Between 8 &
40 characters
in length

e Contain at
least 1 upper
case letter

e Contain at
least 1 lower
case letter

e Contain at
least 1
number

e Cannot have
been
previously
used

Click on the Save
button and you will
be brought back to
the first screen and
informed that your
password has been
changed correctly.
You will then be
required to enter
your user name in
again.

Password Expired
“our existing pazsword has expired

Please create a new secure password to access your account.

User Mame jjarvis_testl " Helpful Tips

Expired Pazsword
For your security, new passwords must meet the following

New Password reguirements:
Verify New Password » must be between 8 and 40 characters in length
= must contain at least one upper case character, one
Save Cancel lower case character and one number

= cannot be a previously used password

For enhanced security, do not use proper names, words
commaonty found in the dictionary or repeating seguences
of numbers.

Secure Login
Enter your uger name. ou will enter your pazsword on the next page.

@ Enhanced Security

Your Login Process is Changing starting August 21st

To further protect your online account, we are enhancing the user authentication to Chase Paymentech applications. The next time your password
expires, you wil be reguired to replace your exigting three security guestions and select three new =ecurity questions and answerz. This iz a cne-
time event.

*ou have successfully updated your account. Please log in with your user
name and new password.

Enter your user name

j Secure Site

Forgot your pagsword?

Where do | enter my password?

Need assistance logging in?

Please be aware that after 15 minutes of inactivity, you will be reguired to login again.

Note: All passwords expire every 90 days and accounts that are inactive for an extended period may be deleted.

Continued on next page
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First Time login, Continued

Next enter your new password.

Secure Login
Enter your password.
Then click the
Submit button.

Password

ﬁ Secure Site

Forgot vour password?
Need assistance logging in?

Please be aware that after 15 minutes of inactivity, you will be required to login again.

Note: All passwords expire every 50 days and accounts that are inactive for an extended period may be deleted.

Page 3
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Enrollment

Now that you have logged in for the first time, you will need to Enroll your login.

The Authentication Set Up page will be displayed. This is where you will enroll in Adaptive
Authentication.

You will be asked to define security attributes that will display when you login.

Authentication Set Up

“fou will be enrclling in the Chase Paymentech secure system. Please complete the prompts below to personalize your account. This information will be used to identify you when logging in.

User Account Information

User Mame: jjarvis_test1
First MName:

Last Name:

Email Address:

Phone:

Select a challenge question from each dropdown menu and prowvi
You will be asked to answer these questions when you login fr

Select a question...

box provided.

Select a question...

answer is unique and remember
to the questions.

Select 2 question...

Choose a personal image and enter a security phrase. You will be asked to confirm your Challenge Questions

personal image and security phrase each time you log in.
® Select guestions you can easily remember but

Perscnal Image ge others would find difficult.
® Your answers can be between 4 and 50
* characters.

= ‘fou can use |etters, numbers, spaces, periods

Change Image and commas.

Personal Image and Security Phrase

Se I ® Choose an image that's easy for you to
remember.
Security Phrase ® “Your security phrase can be between 3 and 30
characters.
= Your perscnal image and security phrase may
be completely unrelated.

= [fyou log in and do not see your personal

ber this computer {Choose this option only when logging into a trusted device/computer) image, do not enter your password. Contact

your Account Executive or customer service at
E032-886-5333.

X
cognized or not.

© 2013 Chase Paymentech Solutions, LLC - All Rights Reserved Page 4
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Security Image

The personal image you select appears during the login process and provides assurance that
you are interacting with the Chase Paymentech Web site that you intended.

Choose a personal image and enter a security phrase. You will be asked to confirm your
persocnal image and security phrase each time you log in.

To choose a new image,
select Change Image Perscnal Image

Change Image

Click Get More Select an image x

Images to view Click to select an image

additional images \
S

Then select an image
by clicking on it.

N\ o/ Ziﬁ

\ Click to select an image

et more images

Get more imeges

© 2013 Chase Paymentech Solutions, LLC - All Rights Reserved Page 5
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Security Phrase

This phrase will

appear under the

image that you've

selected. The

phrase you enter ‘
should be p ﬂ@
something that —I
you will recall but
it does NOT need Security Phrase
to be related to
the image you
selected.

.......

Success is inthe BAG

1 only when legging inte a trusted device/computer)

Submit |

Computer Recognition

Select the applicable
radio button to
designate if the
computer you are using
should be recognized
by the Adaptive
Authentication or not.

If you select the box. a Success is inthe BAG

device token will be
generated and stored
for future identification. |:| Remember this computer [Choose this option only when logging inte a trusted device/computer)

If you do not, there will
be no token generated [ Submit |
and the next time you

log in from that

computer, you will be asked to answer the security questions you chose.

© 2013 Chase Paymentech Solutions, LLC - All Rights Reserved Page 6
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Complete Enrollment Process

When you have entered all the security information required, click Submit to complete the
enrollment process.

You will now be logged
in to the application.

SUCccess is inthe BAG

Remember this computer {(Choose this option only when logging inte a trusted device/computer)

© 2013 Chase Paymentech Solutions, LLC - All Rights Reserved Page 7
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Accessing fr

om a Recognized Computer

When logging into an application after you have already enrolled, you will follow the steps

outlined below.

Enter assigned
user name in
the user name
field

Click Login

Verify the personal
image and security
phrase displayed

Enter the password
in the Password
field

Click Submit

Enter your user name

ﬁ Secure Site

Forgot your password?

Where do | enter my password?

Need azsistance logging in?

Pleaze be aware that after 15 minutes of inactivity, vou will be required to login again.

Note: All passwords expire every 90 days and accounts that are inactive for an extended period may be deleted.

Secure Login

Confirm your perscnal image and security phrase.

Your Persocnal Image

@ weormant

® |f this is not your personal image or security
phrase, contact your Account Executive or
customer service at 603-898-8333,

= To change your challenge guestions, personal

image or security phrase, cheds the box to the

Success is in the BAG
- left and log in with your password.

If this is not your personal image or security phrase, do not log in.
Contact your Account Executive or customer service at 803-898-8333.

Password

|:| Change challenge questions or personal image.

:l Secure Site

Forgot your password?

Fersonal image doesn't match™

Meed assistance logging in?

Flease be aware that after 15 minutes of inacdtivity, you will be required to login again.

Mote: All passwords expire every 20 days and accounts that are inadtive for an extended period may be deleted.

IMPORTANT: If the security image or phrase is incorrect, please do not continue the

login process and

contact your Account Executive or the Help Desk at 866-428-4962.

© 2013 Chase Paymen

tech Solutions, LLC - All Rights Reserved Page 8
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Changing Enrollment Information

You can change your challenge question, personal image or phrase at any time from the Secure
Login page.

Secure Login
Confirm your personal image and security phrase.

Your Personal Image

@ weormanT

* |f this is not your personal image or security
phrase, contact your Account Executive or
customer service st 803-898-8333.

* To change your challenge questions, personal
image or security phrase, ched: the box to the

5 is in the BAG
UCoess 15 inine left and log in with your password.

If this is not your personal image or security phrase, do not log in.
Contact your Account Executive or customer service at 503-858-8333.

Password password

nge questions or
D Change challenge questions or perscnal image. a Image Check bOX

: .
Submit M 5ecure Site

Forgot your password? o
Ferscnal image doesn't mat mit
Meed assistance logging in?

Flease be aware that after 15 minutes of inadtivity, you will be reguired to login again.

Mote: All passwords expire every 20 days and sccounts that are inactive for an extended pericd may be deleted.

You will then be brought to the Set Up page where you can edit all security settings you
established during the enroliment process.

Page 9
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Accessing from an Unrecognized Computer

When you log in from an unrecognized computer or device (and are enrolled) you will be
required to authenticate by either your registered email address or via text message to a

registered cell phone number. Follow the steps below:
Enter your user
name in the user
name field

Enter your uzer name

Click Login

ﬁ Secure Site

Forgot vour password?
Where do | enter my password?
Need assistance logging in?

Please be aware that after 15 minutes of inactivity, you will be reguired to login again.

Note: All passwords expire every 90 days and accounts that are inactive for an extended period may be deleted.

Authentication

We need to send you an |dentification Code
We need to confirm your identity to ensure your accounts are secure. We doe this by sending a temporary ldentification Code to one of the
telephone numbers or email addresses you provided us in the past.

Choose how you'd like to receive this Identification Code and click "Submit.” On the next page you'll enter the Identification Code you receive.

@ Email
| -

| et Famail com

Phone

JOHH0OO0CE555 @) Text

Note: We don't charge for text messages sent to your mebile device; however, standard message and data rates may apply.

|:| Remember this computer (Choose this option only when legging into a trusted device/computer)

ﬁ Secure Site

Need assistance logging in?

You will be

asked which
method you
would like to
use to
receive an
identification
code that
authenticates
you as the
owner of the
account.
This
information is
taken from
the email or
text number
that we have
in our system
and thus
insures your
security.

Continued on next page

© 2013 Chase Paymentech Solutions, LLC - All Rights Reserved
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Accessing from an Unrecognized Computer, Continued

Once you have received your message you may enter the single-use code in the available

screen. Identification Code
Click Submit Please identify yvourself by answering the question below

Please enter the ldentification Code that you have received.

Do you want to remember this computer?

|:| Remember this computer (Choose this option only when logging into a trusted device/computer)

ﬁ Secure Site

If the information provided on the Authentication page is valid, the Secure Login page containing
the password field will be displayed.

Secure Login

Confirm your personal image and security phrase. Enter your
password in
the Password

Your Personal Image 0 I field
* If this is not your perscnal image or security Click Submit

phrase, contact your Account Executive or
customer service at 803-896-8333.
* To change your challenge guestions, persocnal
. image or security phrase, ched the box to the
Success is in the BAG -
left and log in with your password.

If this is not your personal image or security phrase, do not log in.
Contact your Account Executive or customer service at 803-8588-8333.

Passwaord

D Change challenge questions or personal image.

—il Secure Site

Forgot your password?

Personal image doesn't match™

Meed assistance logging in?

Flease be aware that after 18 minutes of inactivity, you will be regquired to login again.

Mote: All passwords expire every 30 days and acoounts thaet are inactive for an extended pericd may be deleted.

© 2013 Chase Paymentech Solutions, LLC - All Rights Reserved Page 11
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Login Help

If you have issues logging in,  Secure Login
there are Several help Ilnks Enter Yyour usar name. Y ou will entér your password on the next page
available to assist you.

Enter your user name

i = 1
|ﬂ 4l Secure Site

The “Need assistance
logging in?” link will let you
reset your password or

contact customer service

Forgot your password?
Where do | énter my password?
Need assistance logging in?

Please be aware that after 15 minutes of inactivity, you will be reguired {o login again

Hote: Al passwords axpire evary 90 days and accounts that are inactiie for an axiended period may be delslad

Need Assistance?
Helpful tips and contact information for accessing your account services

Forgotten Password
The most commen reason login fais is due to an incorrect or forgotten password. Resetting vour password will =end an immediate email
containing a temporary password to your account's email address.

Reset your Password

Contact Us
Please contact your Chase Paymentech Account Executive, e-mail us or call customer service at 800-254-9555 if:
= “f'ou have forgotten your user name
s« Do not recognize your personal image
» Meed to establish new user name(s) or delete a user name
s« Hawve guestions

<< Return to the Login Page

Continued on next page

© 2013 Chase Paymentech Solutions, LLC - All Rights Reserved Page 12
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Login Help, Continued

If you click the “Reset

your password” link Reset your Password

you will be brought to Reset a forgotten or compromised password
the a page where you

can authenticate your

identity Enter yvour user name and account email address. A new temporary password will be zent to you.

Uzer Name
Enter your username 1_' Help
and the email address Email Address

that is on file with The email a

Chase Paymentech

- the user a

Click Submit

=< Return to the Login Page

Chaze Paymentech does not distribute your email address to any third party without
your direct consent. Please review the Privacy Policy for more information.

“our password has been reset. Wou will receive an email shorthy with your new
temporary password.

You will be brought back
to the page asking for
your user name and
letting you know that an

: i email has been sent.
j Secure Site

Enter your user name

You will receive an email similar to the one shown with a new, system generated, single-use
password.

password,
password

Fram: donotreply

T -

Cc

Subject: Chase Paymentech Password Reset
Dear N

Per your request, your password has been changed. Please use the single use password below to log onto Chase
Paymentech. As an additional security measure, after you log in using your current user name and this password,
you will be prompted to create a new password.

Single Use Password: T36B4626

If you have any questions regarding this information, please contact us by email at
Merchant Services@ChasePaymentech.com

Sincerely,

Chase Paymentech

Continued on next page
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Login Help, Continued

1. Login using the Secure Login
SyStem generated Confirm your personal image and security phrase.
password

2. Click Submit

Your Personal Image

@ wrorTANT

s |f thiz i= not your per
phrase, contact your
customer service at

s To change your chall

— image or security ph
Success is in the BAG . .
left and log in with vy

If thiz is not your persoenal image or security phrase, do not log in.
Contact your Account Executive or customer service at 300-254-9555.

Password

|:| Change challenge guestions or personal image.

ﬁ Secure Site

Forget vour password?
Perzonal image doesn't match?
Need assistance logging in?

Please be aware that after 15 minutes of inactivity, you will be required to login again.

Note: All passwords expire every 90 days and accounts that are inactive for an extended period may be deleted.

Authentication You will then be brought to the
Authentication Page where you will be
asked to answer one of the Challenge
Questions from your original authentication
(from your first login).

Please identify vourself by answering the question below

What iz the middle name of your maternal grandmother?
Password Expired

; . our existing password has expired
ﬁ Secure Site

Meed azsistance logging in?
Please create a new secure password to access your account.

Once you have successfully answered this User Name  jjarvis_test1
guestion, you will have to change the

. Expired Password
single-use password.

New Password

Werify New Password

[Save] [ Cancel

Continued on next page
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Login Help, Continued

Secure Login

Lo woud perasdnal im age and sécurdy phfase

If your Personal Image is different from the

one you had selected:
¥our Personal image

@

chear

If this & nad wour parssnal mags or sacinty phrase, do not Il:y [1})
Contact your Account Bcacudve o cusiomar sarvice at B00-254.9558

Password

Click the “Personal image doesn’t match?”
link and contact us immediately.

Change challenge questions or personal mage

-}
[ Submit = Secure Sde
i & 4
| Personalmags doesnt match? ||

—

Need Assistance?
Helpful tips and contact information for accessing you

ccount services

Forgotten Password
The most common reason login fails is due
containing a temporary password to you

an incorrect or forgotten password. Resetting your password will =end an immediate email
ccount's email address.

Reset your Password

Contact Us
Please contact your Chase Paymentech Account Executive, e-mail us or call customer service at B56-428-4962 if:
s “rou have forgotten your user name
« Do not recognize your perzonal image
» HMeed to establish new user name(s) or delete a user name
s Have guestions

<< Return to the Login Page
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