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Revision History 

 
Date Revision Summary Page(s) 

7.1.13 Guide Created All 
8.20.13 Corrected Merchant Services Phone Number 9 & 12 
8.27.13 Number of Security Questions Revised 3 & 7 
9.12.13 Updated for additional properties throughout 

 
A Note about 
Screenshots: 

The images included in this manual are illustrative, designed to represent 
your approximate Paymentech Online Enhanced User Authentication 
experience. The actual screens you view may appear slightly different. In 
addition, screens may change over time as product detail is added. 
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Introduction 
 
Adaptive Authentication is an application that enhances traditional user name and password 
security methods by adding layers of protection to Chase Paymentech’s vigilant security 
processes. The purpose of this document is to assist users in navigating the Adaptive 
Authentication account setup and ongoing administration processes. 
 
 
First Time login 
 
The first time you log in to the Secure Login page you will see a user name field only. 

 

1. Enter your assigned 
user name 

2. Click Login 

 
 
 
 
 
 
 
 
 
If the user name is 
valid, you will be 
brought to a new 
window where you find 
the Password field. 
 
 
 
3. Enter the password into the 

Password field 
 

4. Click Submit 
 

 

 

 

 

 

Continued on next page 
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First Time login, Continued 

You will then be informed that your password has expired.  You will need to re-enter the expired 
password and create a new one.   
 
The new password must follow the following guidelines: 
• Between 8 & 

40 characters 
in length 

• Contain at 
least 1 upper 
case letter 

• Contain at 
least 1 lower 
case letter 

• Contain at 
least 1 
number 

• Cannot have 
been 
previously 
used 

 
 
Click on the Save 
button and you will 
be brought back to 
the first screen and 
informed that your 
password has been 
changed correctly.  
You will then be 
required to enter 
your user name in 
again. 
 
 
 
 
 
 
 
 
 
 
 

Continued on next page 
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First Time login, Continued 

Next enter your new password. 
 
 
Then click the 
Submit button. 
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Enrollment 
Now that you have logged in for the first time, you will need to Enroll your login. 
 
The Authentication Set Up page will be displayed.  This is where you will enroll in Adaptive 
Authentication.   
 
You will be asked to define security attributes that will display when you login. 
 

 

 

  
 

Select and answer three sets of challenge questions 
via a drop down list.  You can choose any of the 
questions provided, and then provide an answer to 
the selected question in the text box provided.   
 
Make sure that each answer is unique and remember 
the answers to the questions. 
 

Select a personal image 

Enter a security phrase 

Determine if this computer 
should be recognized or not. 



© 2013 Chase Paymentech Solutions, LLC - All Rights Reserved Page 5 
Paymentech Online Enhanced User Authentication  Rev. 09/16/2013 

Security Image 
 
The personal image you select appears during the login process and provides assurance that 
you are interacting with the Chase Paymentech Web site that you intended. 
 
To choose a new image, 
select Change Image 
 
 
 
 
 
 
 
 
Click Get More 
Images to view 
additional images 
 
 
 
 
 
Then select an image 
by clicking on it. 
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Security Phrase 
 
This phrase will 
appear under the 
image that you’ve 
selected.  The 
phrase you enter 
should be 
something that 
you will recall but 
it does NOT need 
to be related to 
the image you 
selected. 
 

 

 

 

Computer Recognition 
 
Select the applicable 
radio button to 
designate if the 
computer you are using 
should be recognized 
by the Adaptive 
Authentication or not. 
 
 
 
If you select the box, a 
device token will be 
generated and stored 
for future identification.   
If you do not, there will 
be no token generated 
and the next time you 
log in from that 
computer, you will be asked to answer the security questions you chose. 
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Complete Enrollment Process 
 
When you have entered all the security information required, click Submit to complete the 
enrollment process.  
 
 
You will now be logged 
in to the application. 
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Accessing from a Recognized Computer 
 
When logging into an application after you have already enrolled, you will follow the steps 
outlined below. 
 

 
Enter assigned 
user name in 
the user name 
field 
 
Click Login 
 
 

 
 

 
 

Verify the personal 
image and security 
phrase displayed 
 
Enter the password 
in the Password 
field 
 
Click Submit 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
IMPORTANT: If the security image or phrase is incorrect, please do not continue the 
login process and contact your Account Executive or the Help Desk at 866-428-4962. 
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Changing Enrollment Information 
 
You can change your challenge question, personal image or phrase at any time from the Secure 
Login page. 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
You will then be brought to the Set Up page where you can edit all security settings you 
established during the enrollment process. 

  
 

Enter valid password 

Select the Change challenge questions or 
personal image check box 

Click Submit 
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Accessing from an Unrecognized Computer  
 
When you log in from an unrecognized computer or device (and are enrolled) you will be 
required to authenticate by either your registered email address or via text message to a 
registered cell phone number.    Follow the steps below: 
 
Enter your user 
name in the user 
name field 

Click Login 

 

 

 

 

You will be 
asked which 
method you 
would like to 
use to 
receive an 
identification 
code that 
authenticates 
you as the 
owner of the 
account.  
This 
information is 
taken from 
the email or 
text number 
that we have 
in our system 
and thus 
insures your 
security. 

 

 

Continued on next page 
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Accessing from an Unrecognized Computer, Continued 

Once you have received your message you may enter the single-use code in the available 
screen. 

Click Submit 

 

 
 
 
 
 
 
 
 
 
 
If the information provided on the Authentication page is valid, the Secure Login page containing 
the password field will be displayed. 
 

 
Enter your 
password in 
the Password 
field 

Click Submit 

 

 

 

 

 

 

 

 

  



© 2013 Chase Paymentech Solutions, LLC - All Rights Reserved Page 12 
Paymentech Online Enhanced User Authentication  Rev. 09/16/2013 

Login Help 
 
If you have issues logging in, 
there are several help links 
available to assist you. 
 
 
 
 
 
 
The “Need assistance 
logging in?” link will let you 
reset your password or 
contact customer service 
 
 

 
 
 

Continued on next page 
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Login Help, Continued 

If you click the “Reset 
your password” link 
you will be brought to 
the a page where you 
can authenticate your 
identity 
 

Enter your username 
and the email address 
that is on file with 
Chase Paymentech 

 
 

Click Submit 
 
 
 

 
 
You will be brought back 
to the page asking for 
your user name and 
letting you know that an 
email has been sent. 
 
 

You will receive an email similar to the one shown with a new, system generated, single-use 
password. 
 

 
 
 

Continued on next page 
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Login Help, Continued 

1. Login using the 
system generated 
password 

2. Click Submit 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

You will then be brought to the 
Authentication Page where you will be 
asked to answer one of the Challenge 
Questions from your original authentication 
(from your first login).  
 

Once you have successfully answered this 
question, you will have to change the 
single-use password. 

 
 
 

 
 
 

Continued on next page 
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Login Help, Continued 

 
If your Personal Image is different from the 
one you had selected: 
 
 
 
 
 
 
 
 
Click the “Personal image doesn’t match?” 
link and contact us immediately. 
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